


COJIEPKAHME

Temamuueckuii ni1an 6CMynuUmeIbHO20 UCHbIMAHUA
Tema 1. bazwvl oannwvix
MaTteMaTH4ecKre OCHOBBI ITOCTPOSHUS PEIIAIIMOHHBIX B/I.
Pa3paboTka Moenn JaHHBIX HAa OCHOBE HOPMaJIU3aIlHH.
OcHoBbI s3b1Ka SQL.
S3b1K cOo3aHUsT XPAHUMBIX TTPOIIETYP.

Tema 2. BoiuucnumenvHsie cucmembl, cemu U meieKoOMMYHUKAYUU
- IlpuHumns! oprann3zanun IBM.

- BpIunciuTenbHbIE CHCTEMBI.

- BpIunCINUTEIBHBIE CETH.

Tema 3. Ungopmayuonnas 6ezonachocms
- TexnHoisoruu u metoasl ooecrieueHust Ub.
- Hudopmanmonnas 6ezomacHocts C u ceteid.

Tema 4. Pazpabomka unghopmMayuoHHbIx cucmem
[Tpo6semsl B co3nanuu VC.

ApxuTeKTyphl U TexHoJoruu co3nanusa 1C.
Metonomoruu co3panust MC.

[Tpunuuns! u 3Tanel co3nanusa MC.

Tema 5. UT unghpacmpyxmypa npeonpusmus
- HWudopmarioHHble TEXHOJIOTUN B aPXUTEKTYPE TPEATPHUSITHUS.
- Cucrems! ynpasnenus UT-undpactpykTypoil npeanpusitusi.

Bonpocvt ecmynumensvnozo ucnoimanusn

1. ChopmynupoBath Tpu HOpMaJbHbIE (OPMBI W TPUBECTH TMPUMEPHI UX
HapyILIEHUS.

2. OOBSACHUTH, YTO TAKOE CBS3b MEXIY CYIIHOCTAMH MPEAMETHOW OOJacTH u
KakuM oO0pa3oM 3Ta CBsI3b peanu3yeTcss B ¢u3MdecKod Mojaenu AaHHbIX. [IpuBectu
IIPUMEPHI BCEX TUIIOB CBA3EH.

3. O0Bwsicauts cmbich oneparopoB JOIN, LEFT JOIN, RIGHT JOIN.

4. OOBSICHUTH, YTO TaKO€ IIOJHOE JEKapTOBO MPOMU3BEACHHE ABYX TaOIul B
unctpykiuu FROM onepatopa SELECT, u kak ero uzoexars.

5. ITlocnenoBaTenbHOCTH 3ampocoB ais nonydenus: oneparopa FULL JOIN, ecnu
OH OTCYTCTBYET B nuanekre SQL.

6. OOBSICHUTH OTIMYUS MEXKAY YCIOBUEM, ykazaHHbIM B omneparope WHERE u
ycioBHueM, ykazanHbIM B oniepatopa HAVING.

7. OOBSICHUTH CMBICJI HCIIOJIb30BAHUSA KYpCOPOB B XPaHHUMBIX MpoLEaypax,
IIPUBECTU IPUMEPBI.

8. Jarp omucanue BHEHmHHX 3anoMuHarommx ycrpoiictB IIK, noruueckas
CTPYKTypa JUCKa.



9. OxapakrtepusoBaTh (U3UYECKYI0 CTPYKTYpY OIEpPATUBHOM MaMsTH: BUIbI
MOJ1yJI€H, TUIIbI TaMSITH, KOHCTPYKTHB.

10. Ilepeuncnuth ypOBHHM ONEPATUBHON MaMATH, CQHOPMYIUPOBATH TOHSATHUS
CTaTUYECKOW Y JUHAMUYECKOMN MaMITH, KII-TIAMSITH.

11. OxapakTepu3oBaTh OCOOEHHOCTHU MpEICTaBICHUs HHQOpMauy B
nepcoHaNbHOM KoMmImbloTepe. [IpuBecTu nmpumepsl.

12. O6bACHUTH TIPUHLIUITBI OPraHU3alMK BICOKO NapasuienbHbix BC.

13. laTb onpeziesnieHne  MpepbIBaHUs, U3JI0KUTh KIACCH(PHUKAIUIO TMpPEpbIBaHUMH,
00paboTky npepbiBanus MII.

14. N3510UTh OCHOBHBIE MMOKA3aTEIN KaueCTBa KOMITBIOTEPHBIX CETEH, BUBI CEeTeH
Y TOITOJIOTUM.

15. laTh onpezenenuie npoTokosia u ctanaapra. Y posau mozenu OSl.

16. Oxapakrepu3oBaTh COCTaB MPOrPaMMHOT0 00€CIEYeHNsI KOMIIbIOTEPHBIX CETEH,
¢dbynkuuu cereBort OC.

17. Onucath KOMIOHEHTHI TEXHUYECKOTO 00ECIEUeHHSI KOMITBIOTEPHBIX CETEH.

18. TlpuBectu obmnme cBenenus o ctangapre Ethernet, hpusnyeckue cnenuduranmu.

19. Onucatp MeTOnbl MyJbTUIUICKCHpOBaHUS. [IpemmyiiecTBa W HEIOCTaTKU
METOJIOB.

20. V3m0XuTh UCTOPUYECKHE dTAIbl Pa3BUTHUS TTI00aIbHON ceTH MIHTepHeT.

21. Tloka3ate cucteMy aapecaruu B cetd aTepHeT. [JoMeHHas CTpyKTypa UMEH.

22. Onrcats MPOTOKOIBI M ¢y k061 cetn MHTepHET. CTek mpoTokonoB TCP/IP.

23. JlaTb onpefieNieHne  MHTPACETH, 3KCTpaceTH, 0a30BbIE CETEBbIE TEXHOJIOTUHU
HNuTpacern.

24. Ctpyktypa KoprnopaTuBHOM ceTu. OCOOEHHOCTH apXUTEKTYPhl KOMITBIOTEPHBIX
KC.

25. OnumuMTe MPOAKTUBHBIE METO Ikl OOHapy)eHus BpeaoHocHoro [10.

26. ChopmynupyiTe BapuaHThl MOCTPOCHUS BUPTYAIbHBIX 3aIIUIIEHHBIX KAaHAJIOB.

27. OnummTe CUTHATYPHBIE METOABI OOHapykeHus BpegonocHoro I10.

28. OxapakTepus3yiUTe TpWU YPOBHS YIPaBJICHHUS ITOJMTHKON OE30MacHOCTH Ha
MIPEANPHUSATHH.

29. JlaiiTe ompeseneHne TOHATHIO «MOJETh 3JI0yMBIIUIEHHUKa». [IpuBectn
MIPUMEPHI.

30. Onumute cpeacta odecneuenus: 6ezonacHoctu VPN.

31. IlpuBenure Kiaccu(PUKALMIO KaHAJIOB MPOHUKHOBEHUS B WH(GOPMAIIMOHHYIO
CUCTEMY M YTEUKH WH(DOPMAITUH.

32. Onummre MOMUTHKY HHPOPMAITMOHHOM 0€30MacHOCTH OpTaHU3AIIHH.

33. Chopmynupyiite copepKaHue MOJUTUKN 0€30MaCHOCTH OpTaHU3AIIHH.

34. Onpenenute OOBEKTHI U CYyOBEKTHl WH(GOPMAIIMOHHOTO MPOCTPAHCTBA M UX
unTepeckl. [IpuBeaure mpumepsl.

35. Onpenencare nHPOPMAITMOHHON 0E30ITACHOCTH B €€ COCTABJISIONINX.

36. O60ocHOBaTh MPHUUMHBI POCTa KOMITBIOTEPHOU MpecTymHOCTH. KoMIbloTepHbIe
MPECTYIUICHUS TPOTUB TOCYIAPCTBEHHBIX U OOIIIECTBEHHBIX HHTEPECOB.

37. Jlaiitte  ompenenenue kareropun «KoHpuaeHIHATBHOCTH HMH(POpPMAITUN.
Oxapakrepusyiite crnocoObl oOecneyeHus KOHPUACHIMAIBHOCTH HH(OpMaAlUKM B
OpraHu3alMH.



38. ChopmynupyiiTe KiItOoueBble KaTeropuud (MOHATHSA) OE30MAaCHOCTH W MX
B3anMocBs3b B cooTBeTcTBUM ¢ [[OCT PUCO/MBK 15408-1-2008.

39. [laiiTe kiaccu(UKalnio BPEJOHOCHBIX MPOTPaMM.

40. OnuimTe MOAYIH U PEXKUMBI padOThl COBPEMEHHBIX aHTUBUPYCHBIX IIPOrPaMM.

41. OxapakTtepu3oBaTb MOJENb aBTOMaTU3UpoBaHHON cucteMbl (MC) u Tunel
BUPYCHBIX yrpo3 6e3onacHoctu C miisd ee pa3au4HbIX YPOBHEM.

42. Onucath MOZENb HAPYIIUTENss aHTUBHPYCHOM Oe3omacHOCTH. PekomeHmyembie
METO/IbI 3AIUTHI 1JIs1 KJIACCOB HAPYLIUTENEH.

43. ChopmynupoBaTh  TEHJEHIMU Pa3BUTHUS  COBPEMEHHBIX  AHTHUBUPYCHBIX
IPOrpaMm.

44, ChopmynupoBaTh  NPUHLUMINBI  3allUThl  WHGOpPMAIMM  HA  YPOBHE
KOPIOPATUBHOM CETU MPEINPUSATHUS.

45. OnummuTe TEXHUYECKUE KaHalbl YTE€YKHM HH(OpMauuu. 3ammura OT yTeuek
nH(}OpMAIUU IO TEXHUYECKUM KaHaJIam

46. ChopmynupoBath npuHIUIBl 3amutel MC mpennpusTus Ha ypoBHE paboumx
CTaHIIUH MOJIb30BATENEH U CEPBEPOB.

47. Onumure npeuMyliecTBa npuMeHeHus Texuonoruii VPN.

48. ChopmynupoBaTh CrocoObl 3amuThl HHPOpMANMW B opraHm3anuu. Jlaite
XapaKTEPUCTHUKY 3aIIUTHBIX JCUCTBUM.

49. OnummTe TEXHOJOTHIO 3alIUThl HHQOpPMAIMH OT YTEUYKH [0 BHU3YaJIbHO
ONITUYECKUM KaHAJIaM.

50. OxapakrepuzoBarh yrposy Buga «lllmmonckoe IIO (Spyware)» u crocoObl
3alUTHI OT Hee.

51.TlpencraBere HampaBienus obOecnedenuss Wb mnpennmpusitus. IlpaBoBas u
OpraHM3alMOHHAas 3alIUTa.

52. OnumumTe TEXHOJOTHIO obecriedeHus OesonacHocT MC mpu OGecrpoBOgHOM
COETUHEHUH.

53. OxapakrepuzoBarh ataky Buma «Pacmpenenénnas DoS-ataka DDos-ataka» u
CIOCOOBI 3aIIUTHI OT HEE.

54. TlpencraBbre HampapieHus obOecneuenuss Wb npeanpusitus. dusnyeckue u
OpraHU3alMOHHO-TEXHUYECKHUE CPEACTBA 3aLUTHI.

55. OnummuTe NPUHIMITBI 3aIUTH HHPOPMAIIMH OT YTEYKH 1O AJIEKTPOMArHUTHBIM
KaHajaMm.

56. OnuimmMTe NPUHUUIB PadOThl CUCTEMbl OOHAPYKEHHS W TMPEAOTBPAILEHUS
BTOPKECHUMU.

57. OxapakTepusyiTe TEXHOJIOTHH 00ecrieueHus: 0€30MacCHOCTH B oC
Windows 7.

58. Onpenenute nHGOPMAIIMOHHYIO O€30MacHOCTh Ha 0a3e ctanmapta CobiT.

59. OnuumTe METOIUKY CO3/1aHusl JAEMUIUTAPU30BAHHBIX 30H B KOPHOPATHUBHOU
CETH MPEATIPUSATHSL.

60. Knaccudukauus kpunTorpapuyeckux airOpuTMOB.

61. Onuure KpUTEpUHU 0e30macHOCTH KOMITBIOTEPHBIX CUCTEM,
chopmynupoBaHHbie B «OpaHKeBO KHUTEM.

62. Onumure MetoAbl 3amuThl nepumerpa cetu MC mpeanpuatvs ¢ MOMOUIBIO
MeXKceTeBbIX dkpaHoB (MCD).



63. ChopmynupyiTe TEPMUHBI U ONPEICTICHUS] KPUTITOTpauU.

64. OnuirTe cUrHaATYpHBbIE METOIbI OOHapykeHust BpeaonocHoro 110.

65. Onummre cuMMETpUYHbIC aNrOpUTMBl  mKdpoBanus. [IpuBeanTe MpUMeEpHI.

66. OnummmTe CTPYKTYPY M (QYHKIIMOHAIBLHOCTH cTeka mpotokosioB TCP/IP ¢ Touku
3peHus nHPOPMaITMOHHOW 0€30MTaCHOCTH.

67. [IpencraBpre Kpunrorpaduyeckuii anroput™M Bikenepa. Onummre ero
MPEUMYIIECTBA U HEAOCTATKHU.

68. Onummre TeXHONIOTMH OMOMETPHUUECKON ayTeHTHU(UKALIUY TTOJIb30BaTENs.

69. ChopmynupyiiTe npeuMyIliecTBa U HEIOCTATKU CHUMMETPUUYHBIX aJTOPUTMOB
G poBaHUs.

70. Onumure npoosiemMsl 6e3omacHocTH IP-ceTei.

71. Onpenenute NOPSAOK UCIOIB30BAHUS CUCTEM C CUMMETPUYHBIMU KITFOUAMHU.

/2. Onumure TEXHOJIOTMH CTPOrol ayTeHTU(UKALIUY MTOJIb30BATE.

/3. OnuimumTe TEXHOJIOTHIO HCIIOIb30BAHUE FIEKTPOHHON UG POBOI HOJIUCH.

74. JlaiiTe knaccu(UKauio MEXaHU3MOB ayTEHTU(PUKALIMN TTOJIb30BATENEH.

75. Onpenenute TpeUMyIIeCTBA W HEJOCTAaTKH ACHUMMETPUYHBIX  CHCTEM
muppoBaHUs.

76. Onumte TexHoNoruu BUPTyanbHbIX 3amumeHHbx ceredl (VPN). OcHoBHBIC
noHsATus u pynkuun cetu VPN,

/7. OnumuTe MopsAI0K UCIIOIB30BAHMS CUCTEM  C aCUMMETPUYHBIMU KITIOYaMH.

78. [IpencraBpTe NPAKTUYECKUE METOABI AyTCHTU(DHKAIMHM, HUCHOIb3yeMble B
HACTOSAILEE BPEMSL.

79. [atite knaccuduxarus cereir VPN.

80. Onummre CTpyKTypa MOJUTUKH O€30MaCHOCTH OpTaHU3aIIHH.

81. Packpoiite kaTeroputo nHGOpMaIMOHHOM BOWHBI KaK YIpo3bl HH()OPMAITMOHHON
0€30MacHOCTH HAIlMOHAJILHOTO YPOBHS.

82. Onummre OCHOBHBIE BapHaHThl apXUTeKTyphsl VPN.

83. Onummre mpoToKoibl (GOPMUPOBAHUS 3alIUIICHHBIX KaHamoB cetn VPN Ha
CEaHCOBOM YPOBHE.

84. Chopmynupyiite mpobaemy mnemocTHocTH nHpopMmaruu. [Tpumeps! HapymeHus
L[EJIOCTHOCTU MH(POPMALIHH.

85. OxapakTepusyiiTe NByX U TPEX-ypOBHEBBIC KIHNEHT-CEPBEPHBIC APXUTEKTYPHI
NC. Oxapakrepusyiite narteps MVC.

86. ITorpedbnoctu npoekta cetu mis VC. IloHsTue m Ha3zHauYCHHE KOMITBIOTEPHOM
cetu. ITonarue LAN, WAN, Router, Internet, Intranet u Extranet. IlpuBeaure npumep
BO3MOXKHOM KOH(UTYpallUy CETH JIJIs IBYX pacrlpeiesieHHbIX MecT akciutyatauuu UC.

87. [IpuHIMIBI TPOEKTUPOBAHUSI TIOJIB30BATEILCKOIO HHTEpdEiica, XapaKTeprUCTUKa
xopouiero uarepdeiica 1 peKOMEHAALKHU TI0 €r0 CO3AAHHUIO.

88. Oxapakrepusyiite nmpuHIuns pazpadorku MC. Onumure nattepn MVP.

89. OxapakrepusyiiTe =~ OCHOBHBIE IIPOLECCHI )KU3HEHHOTO LMKJIA B COOTBETCTBUU
c ISO 12207.

90. IToHATHE MPOLIECCHOTO MOAX0/1a U KpaTKo chopmynupyite nousatus TQM.

91. Bam He0o0X0oauMoO OO0BEAMHUTH JIBA Kjlacca, KOTOPHIC BBHIMOJHSIOT Pa3IUYHBIC
ornepaldd B 3aBUCUMOCTH OT CHUTyallud. OTH KJIAcChl MHTEHCUBHO HCIOJIb3YIOTCA
CYILLIECTBYIOLIEH CUCTEMOM, YTO HE MO3BOJSAET YJIAIUTh OAWMH W3 HUX U JOOABUTH €ro



(GyHKUHMOHATBHOCTH BO BTOpoil. Kpome TOro, usMeHeHue Koaa MOTpeOyeT ero
THIATEIBHOTO TECTUPOBAHMS, TMOCKOJIBKY TaKoOW pe(akTOpUHr BeleT K HEU30€KHbIM
ommnOkam. Kakumu mabinoHaMy NpOeKTUPOBAHUS MOKHO PEIINTH 3Ty 3a1auy? OObsicHUTE
Ha TpUMepe.

92. [lonste puckoB u ympaBieHue puckamu. Knaccuduxamus puckos. [Ipouecc
yIOpaBlIeHUSI PUCKAMH, MPUBEAUTE M MPOKOMMEHTHpYyiTe cxemy. [lpuBeaute mpumeps
WHANKATOPOB PUCKOB.

93. Ommmmte KakuM 00pa3oM CBOKMCTBa KimaccoB C# peann3yroT WMHKAICYISITHIO.
[lepeuniciure pacnpocTpaHEHHBIE MNpUEMbl pepaKTOPUHIA, KOTOPbIE PACMO3HAIOTCA B
Visual Studio.

94. Oxapakrepusyire metoaoioruio SCRUM.

95.Yto Takoe «JIsmOma-Beipaxkenue»? IlpuBeaure mnpuMmepsl Koja. UYem OHH
oTanyaroTces ot JIsm6aa-oneparopos u JIssm6a-MeTo10B?

96. Iepeunciure paznuuns Mexay class u stuct B sizpike CH#.

97. HazoBute cmydan, xorma B C# HeoOxomammbel static kmaccel. [lpuBemute
PUMEPHI KOJIa.

98. Uto omuchIBAIOT perysapHbIe BeIpakeHus B C# 1 sl 9eT0 OHU UCMOJIB3YIOTCS?
Omummre Knace Regex n ero BO3MOXKHOCTH.

99. O0bsicHUTe, YTO Takoe MNATTEpHBI MPOEKTHUpoBaHus. [IpuBennTe OCHOBHYIO
KJIacCU(UKALINIO U IPUMEPHI UCIIOJIb30BAHNUS.

100. OOwscHHTE, TOYEMY B COBPEMEHHBIX s3bIKaxX mporpammupoBanus (C#, Java)
OTKa3aJuCh OT MEXaHUM3Ma MHOXKECTBEHHOro HacienoBaHus. Kakum oOpazom
pealin3yroTcs BO3MOKHOCTH MHOXECTBEHHOI'O HACJIEIOBAaHUS B 3TUX SI3bIKaX.

101. Onwummrte OCHOBHBIE dJIEMEHTHI apXUTEKTYypbl T 1 X XapaKTEepUCTUKHU.

102. U3noxxute OCHOBBI OM3HEC-aPXUTEKTYPHI.

103. VYxkaxute MECTO apXUTEKTyphl HHGpacTpykTypsl B UT-apxurexrype.

104. Omnwummrte coctaB UT — uH(pacTpyKTyphl NpeanpusTUs U Ha3HAYCHUE
KOMITOHEHTOB.

105. Omnummwure apxutektypy npennpustus (Enterprise Architecture).

106. W3noxute Moaenb 3aXxMaHa, €€ Ha3HAYCHHUE U CYITHOCTb.

107. Omnummre cTpykTypy 3aaad UT-cmyKObl.

108. OcseruTte Bompock! ynpasnenus UT-ycioyramu.

109. W3noxxurte NpUHIMI YIpaBIeHUs MPOOIEeMaMHU.

110. Ilepeuncnure nenu u 3agaun ciayx0sl HelpDesk. ITpenocraBienue yciyr.
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®OPMA IMTPOBEJIEHUA U KPUTEPUU OLIEHUBAHUA
BCTYIIMTEJIBHOI'O NCIIBITAHUSA

BerynurenbHOoe HCHOBITaHUE 1O KOMIUIEKCHOMY SK3aMEHy MO UH(pOpMaTHKe
npoBoauTcs B (hopme TecTupoBanus U BkIodaeT 50 TecToBbIX 3amanuil. Kaxmoe 3ananue
OLICHMBAaeTCA B 2 Oaa.



