IIporpamma BCTYNUTEJHLHOI0 UCTILITAHUSA 10 HANTPABJIEHUIO
09.04.03 IIpukaagnas nadpopmaTuka

[Iporpamma BCTYNHTEIBHOTO HWCHBITAHUS BKJIOYAET AaHHOTAIIMIO 110 OCHOBHBIM
TEeMAaTHYEeCKUM OJI0KaM, 0a30Bble MO3UIUM IO KOTOPHIM JOJKEH 3HATh MOCTYMAIOIIHUM, a
TaK)K€ CITMCOK PEKOMEHIYyEeMOM JIUTEepaTypHI.

BerynurensHoe ucnbiTanue oreHuBaercs mo 100-0amibHON mIKajge, MPOBOAMUTCS B
dbopme TecTupoBaHus U BKiroyaeT 50 TecToBbIX 3ajaHuil. Kaxgoe 3aianue oneHuBaeTcs B 2
0aJlIoB.

BcerynurenbHoe HCOBITAHHE NPOBOAUTCS B BHUJE NUCBMEHHOTO TECTUPOBAHUS B
coorBercTBUM C [IpaBunamu mnpuema B deaepaibHOE TOCYJapCTBEHHOE OIOHKETHOE
o0pa3oBaTelnbHOE YUpEKJIEHUE BbIcIero oodpa3zoBaHus «Poccuiickas akaaemus HapOJHOIO
X03s5IiCTBa M TocyaapcTBeHHoM ciyx0bl mpu Ilpesugente Poccuiickoit denepanuu» Ha
oOydeHrue 10 o00pa3oBaTelIbHBIM MpPOrpaMMaM BBICIIETO OOpa30BaHUS - IporpaMmam
MarucTparypsl Ha 2026/27 yueOHbIi TO/I.

Temamuueckuii nnan eCmynumelbH0O20 ucnblmanus

Tema 1. baszwl Oanuvix

- Marematruyeckue OCHOBBI IIOCTPOECHUS PEISILUOHHBIX B/I.
- PaspaGoTtka Mojenu JaHHBIX Ha OCHOBE HOPMaJTH3aIHH.

- OcHoBHI s13b1Ka SQL.

- SI3BIK CO3/1aHUSI XPAHUMBIX TPOLIEAYP.

Tema 2. BviuuciumenvHvie cucmemvl, cemu U meaeKOMMYHUKAyuu
- Ilpunuunsl opranuzanuu IBM.

- BbluncauTenbHbIE CUCTEMBI.

- BrpruncnurenbHbie ceTH.

Tema 3. Ungpopmayuonnas 6ezonacnocms
- Texuonoruu u meroasl odoecrieueHust Ub.
- HWudopmanmonnas 6e3onacuocts MC u cereit.

Tema 4. Pazpabomka unghopmayuonuvlx cucmem
[TpoGaemsl B coznanuu WC.

ApxuTeKTyphbl 1 TexHonoruu coznanus MC.
Metononoruu co3nanusa 1C.

[Tpuniune u sTansl cozaanus MC.

Tema 5. UT ungppacmpyxkmypa npednpusimusi
- HWudopmaiimoHHble TEXHOIOTMHU B apXUTEKTYpPE NPEAIPUSITHSL.
- Cucrems! ynpasinenust UT-undpacTpykTypoil npennpusiTusi.



Bonpocu 6CMynumelbHO20 ucnblmanus

1. CdopmynupoBarb TpU HOpMallbHble (OPMBI M NPUBECTH MPUMEPHI UX
HapyIIEHUS.

2. OOBSICHUTH, YTO TaKOE€ CBSI3b MEXKIY CYIIHOCTSMU NpPEIMETHONH 00JacTu u
KakiUM 00pa3oM 3Ta CBsI3b peanu3yercs B (usnueckod Monenu JaHHbIX. [lpuBectu
IIPUMEPBI BCEX TUIIOB CBS3EH.

3. OO6wacuuts cMmbici oneparopoB JOIN, LEFT JOIN, RIGHT JOIN.

4. OOBSICHUTH, YTO TAaKOE€ MOJIHOE JEKapTOBO MPOU3BEACHHUE JABYX TaOIHI] B
uHcTpykiuu FROM onepatopa SELECT, u kak ero nuzoexars.

5. IlocnenoBarenbHOCTh 3ampocoB Aisl nonydenust onepatopa FULL JOIN, ecnou
OH OTCYTCTBYET B quasiekre SQL.

6. OOBSACHUTH OTIIMYMS MEXIY yclioBHEeM, ykazaHHbIM B omnepatope WHERE wu
yCJI0BHEM, YKa3aHHBIM B oriepatopa HAVING.

7. OOBSACHUTH CMBICT UCIOJIB30BaHUS KYPCOPOB B XPaHUMBIX MPOIEAYpaX,
MPUBECTU PUMEPHI.

8. Jlatp omucaHue BHEmHUX 3anoMuHawomux ycrporcts K, moruueckas
CTPYKTYypa JIWCKa.

9. Oxapakrtepu3oBaTb (IU3NYECKYIO CTPYKTYpPY ONEpAaTUBHOM MaMSATH: BUAbI
MOAYJIEW, THUIIbI TAMSTH, KOHCTPYKTHB.

10. IlepeuricnuTs ypOBHM OIEPATHUBHOM MaMTH, CQOPMYIUPOBATH MOHATHUSA
CTaTUYECKOW U TMHAMUYECKON MaMATH, K3II-TaMSITH.

11. Oxapakrepu3zoBatb OCOOCHHOCTH MpPEACTABICHUS WH(OpMauuu B
MepCOHANIBHOM KoMIbtoTepe. [IpuBecTu mpumepsl.

12. OOBACHUTH NPUHIUIIBI OpPTraHU3ALMH BBICOKO MapasuienbHbix BC.

13. latp ompeneneHUe NPEPBIBAHUSA, H3JIOKHUTh KIACCU(PHUKALUIO TMPEPhIBAHUIA,
o0paboTtky npepbiBanus MII.

14. N310XUTh OCHOBHBIE TTOKA3aTEJIM KaueCTBA KOMITbIOTEPHBIX CETEH, BUJIbI CETEH
Y TOITOJIOTUH.

15. 1aTh onpeaeneHue npoTokoia u ctanjaapra. Y poBau mojaenu OSI.

16. OxapakTepu3oBaTh COCTaB MPOTPAMMHOI0 00€CTIEUEHUsI KOMITBIOTEPHBIX CETEH,
¢bynkuuu cereBoit OC.

17. Onucath KOMIIOHEHTHI TEXHUYECKOTO 00ECTICUeHHSI KOMITbIOTEPHBIX CETEH.

18. TIpusectu obmue cBenenus o cranaapre Ethernet, pusnueckue cnenuduxanum.

19. Onucare MeTonbl MyJdbTHIUIEKCHpOBaHMs. [IpemmyinecTBa M HEAOCTaTKU
METOJIOB.

20. N310KUTh UCTOPUYECKHE ATAIbl PA3BUTHS TII00AIBHOM ceTu HTepHeT.

21. Iloka3zatb cucremy agpecauuu B cetu HTepHET. [JoMeHHas CTpyKTypa UMEH.

22. OnucaTh NpoToKoJbl U cityxk0bl cetu MuTepuer. Crek nporokonos TCP/IP.

23. JlaTh ompeneneHue WHTPACETH, SKCTPAceTH, 0a30BbIe CETEBbIE TEXHOJIOTUU
HNnTpacern.

24. Ctpyktypa koprnopaTuBHO ceTh. OCOOEHHOCTH apXUTEKTYPbl KOMIIBIOTEPHBIX
KC.

25. Onuiure NpoaKkTUBHBIE METO/IbI OOHApYKeHus BpeaoHocHoro [10.

26. ChopmynupyiTe BapuaHThl ITIOCTPOCHUS BUPTYAIbHBIX 3alTUIIISHHBIX KaHAJIOB.

27. OnuimmTe CUrHATypHbIE METO/IbI 0OOHapy>KeHus BpenoHocHoro [10.

28. OxapakTtepu3yiTe TpU YpPOBHS YIPABICHUS TMOJUTUKON O€30MacHOCTH Ha
MPEANPUITUH.



29. JlaiiTe ompenesieHWe TOHATHIO «MOJENb 3JIOyMbIIUICHHUKa». [IpuBectu
TIPUMEDHI.

30. OnumuTe cpeacTBa odbecreuenus 6e3onacHoctu VPN,

31. IlpuBenure Kiaccu(UKAIMIO KaHAJIOB MPOHUKHOBEHUS B WH(OOPMAIMOHHYIO
CUCTEMY U YTEUKHU MH(POpMAIIHH.

32. OnuiuTe NOJIUTUKY UHPOPMALIMOHHON 0€30MacHOCTH OpraHU3alIHH.

33. ChopmynupyiTe conepkaHue MOTUTUKHN 0€30MMaCHOCTH OpraHU3aIlNH.

34. Onpenenure OOBEKTHI W CYOBEKTHI HWH(DOPMAIMOHHOTO IMPOCTPAHCTBA U HUX
uHTepechl. [IpuBeauTe mpuMepsi.

35. Onpeneneaune nHGOPMAIMOHHOM 0€30MACHOCTH U €€ COCTABIISIOIIUX.

36. O0ocHOBaTh MPUYMHBI POCTa KOMIIBIOTEPHOM MpecTymHocTU. KommbroTepHbie
NPECTYIUICHUSI TPOTUB TOCYAPCTBEHHBIX U OOIIECTBEHHBIX HHTEPECOB.

37. Jaiite onpenenenue kareropuu «KoHuIeHIMATbHOCT, HUH(DOPMALIUN.
Oxapakrepusyiite crnocodbl oOecrneyeHuss KOH(PUACHIMATIBHOCTH UH(pOpMalul B
OpraHu3alluu.

38. ChopmynupyiiTe KIIOYEBbIE KaTeropuu (MOHATHSA) O€30MaCHOCTH M HX
B3anMocBs3b B cooTBeTcTBUU ¢ [OCT PUCO/MBK 15408-1-2008.

39. [aiiTe knaccuuKaiuio BpeJOHOCHBIX MPOrpamMM.

40. OnuumnTe MOAYIH U PEKUMBI paOOThI COBPEMEHHBIX aHTUBUPYCHBIX MPOTrPamMM.

41. Oxapakrepu3oBaTb Mozenb aBTomaTusupoBaHHoOM cucteMbl (MC) u Tumsl
BUPYCHBIX yrpo3 6e3onacHoctu MC st ee pa3iuyHbIX YPOBHEH.

42. OnucaTh MOJIENb HAPYIIUTENST aHTUBUPYCHOM Oe3omacHocTU. PekoMeHmyembie
METO/IbI 3AIUTHI JIs1 KJIACCOB HApYLIUTENEH.

43. ChopmynupoBaTh  TEHACHLUMU  Pa3BUTHSI  COBPEMEHHBIX  AHTHUBHPYCHBIX
OpOrpaMM.

44. CchopmynrpoBaTh NPHUHLIMIIBI 3aIIUTHl HH(OPMALIMKM HA YPOBHE KOPIOPATUBHOU
CETHU MPEANPUATHUS.

45. Onumure TEeXHUYECKHE KaHalbl YTeUKd HUH(poOpManuu. 3alura OT YTeueK
uH(GOpMAITUH IO TEXHUYECKUM KaHallaM

46. ChopmynupoBath npuHIUNbl 3amuTel UC mpennpusitus Ha ypoBHE pabouux
CTaHIIMH MOJb30BATEIIEN U CEPBEPOB.

47. Onuiurre npeuMyniecTBa NpuMeHeHus TexHoorui VPN.

48. ChopmynupoBaTh CHocoObl 3alUThl WH(OpMaMK B opraHuzanuu. Jlaiire
XapaKTEPUCTUKY 3AIIUTHBIX JEHCTBUN.

49. OnuiuTe TEXHOJOTHUI0 3alUThl MH(GOPMALMKA OT YTEUKH [0 BU3YaIbHO
ONTHYECKUM KaHajaM.

50. OxapakrepuzoBath yrpo3y Buga «lllmumonckoe I1O (Spyware)» u crocoOsbl
3aIlUTHI OT HEe.

51.IIpencraBbre HampaBienus obecnedenuss Wb mnpeanpusitus. IlpaBoBas wu
OpraHu3alMOHHAs 3alllUTa.

52. Onmure TexHojoruio obecnedeHus O6ezonacHoctn MC mpu GecripoBOTHOM
COEIMHEHHUH.

53. OxapaxrepusoBaTh ataky Buna «Pacnpenenénnas DoS-ataka DDos-aTaka» u
CIO0COOBI 3aIIUTHI OT HEe.

54. IlpeacraBbre HampaBieHusi obecneuenus Wb npeanpustus. duznyeckue u
OpPraHU3alMOHHO-TEXHUYECKHUE CPEICTBA 3AILUTHI.

55. OnuiuTe NPUHIUIBL 3aIUTHl UHOPMAIIMHU OT YTEUKH IO 3JIEKTPOMATHUTHBIM
KaHAJIaM.



56. OnuiuTe TPUHIUIB pabOThl CUCTEMbl OOHAPYKEHHSI M TPEIOTBpAIICHUS
BTOP>KECHUM.

57. OxapakTepusyite TexHoioruu ooecrneuenus 6ezonacioctu B OC Windows 7.

58. Onpenenure nHGopMamoOHHYIO Oe30macHOCTh Ha Oase ctanmapra CobiT.

59. OnuiuTe METOIUKY CO3JaHMs JEMUIUTAPU30BAHHBIX 30H B KOPIOPATUBHOMN
CETH TMPEIIPUITHSI.

60. Knaccudukaims kpuntorpadguyeckux aropuTMoB.

61. Onumure KPUTEPUU 0€30MacHOCTH KOMIIBIOTEPHBIX CHCTEM,
chopmynrpoBaHHbie B «OpaHKEBOU KHUTEY.

62. Onumure MeToabl 3amuThl nepumerpa cetu MC npennpusitvs ¢ moMoIibio
MeKCceTeBbIX FkpaHoB (MCD).

63. ChopmynupyiTe TEpMHUHBI U ONIPeieTIeHUs] KpUnTorpaduu.

64. OnuirTe CUrHATYpHbIE METOJIbI 0OHapyx)eHust BpenonocHoro [10.

65. OnuiMTe CAMMETPUYHBIE aNTOPUTMbI ¢ poBanus. [IpuBeauTe npumMepsl.

66. OnuiuTe CTPYKTYpy U PyHKIIMOHAIBHOCTH cTeka rmpoTokoiaoB TCP/IP ¢ Touku
3peHus nHPOPMAITMOHHOW 0€30MMaCHOCTH.

67. [IpencraBbre Kpunrorpapuueckuit amroputm Bmkenepa. Omnwuimurte ero
MIPEUMYIIIECTBA U HEOCTATKHU.

68. OnuIuTe TEXHOJIOTUH OMOMETPUYECKON ayTeHTU(PUKAIIUY TTOTH30BATEIS.

69. ChopmynupyiTe NpeuMylIecTBa U HEAOCTATKH CUMMETPUYHBIX aJITOPUTMOB
nmdpoBaHusL.

70. Onumute mpoOaeMbl 0e3onacHoctu [P-cereit.

71. Onpenenute NOPSIAOK UCTIOIb30BAHUSA CUCTEM C CHMMETPHUYHBIMU KITFOUAMHU.

72. ONUIINUTE TEXHOJIOTUU CTPOTOH ayTeHTU(UKAIIIY TTOTH30BATEIS.

73. OnUIINUTE TEXHOJIOTUIO MCTIOIB30BAHKUE 3IEKTPOHHON HU(PPOBOU MOIHUCH.

74. JaiiTe kiiaccupuKalnio MEXaHU3MOB ayTeHTU(UKAIIMH [T0JIb30BATEIICH.

75. Onpenenure  NpeuMylllecTBA W HEAOCTATKM  ACUMMETPUYHBIX  CHUCTEM
nmdpoBaHus.

76. OnuIMTe TEXHOJIOTMU BUPTYyaIbHBIX 3amiuiieHHbix cereit (VPN). OcHoBHBIC
nOHATHUS U pyHKUMU ceTh VPN.

77. OnumuTe NopsI0K UCTIOJIb30BAHUS CUCTEM C ACUMMETPUYHBIMU KITFOUaAMHU.

78. IlpencraBpTe MpakTUUECKUE METOAbl ayTeHTU(UKAIIMK, WCHOJIb3yeMble B
HACTOSIILIEE BPEMSL.

79. Jlaitte knaccuduxanus cereit VPN.

80. OnumuTe CTPYKTYypa NOTUTHUKN 0€30MaCHOCTH OpPraHU3aIUH.

81. PackpoiiTe kareroputo nH(OOpPMAIMOHHOW BOWHBI KaK yrpo3bl MHOOPMAITMOHHON
0€30MacCHOCTH HAllMOHAJIIBHOT'O YPOBHS.

82. OnumuTe OCHOBHBIE BApUaHThI apXUTEKTYpbl VPN.

83. OnuiuTe NpoTOKOJbI (POPMUPOBAHUS 3alIMILIEHHBIX KaHaloB ceth VPN Ha
CEaHCOBOM YPOBHE.

84. Chopmynupyiite mpodiemy nenocTHoCcTH nHpopmaruu. [IpuMepbl HapyIIeHUs
LETOCTHOCTH UH(POPMALIHH.

85. OxapakTepu3yluTe ABYX U TPEX-YPOBHEBbIE KIIMEHT-CEPBEPHBIC APXUTEKTYPHI
NC. Oxapakrepusyiite nartepH MVC.

86. Ilorpebnoctu mpoekrta cetu st UC. Tlonstue m Ha3HaueHHE KOMITbIOTEPHOI
cetu. [lonssitue LAN, WAN, Router, Internet, Intranet u Extranet. [IpuBeaure npumep
BO3MOKHOM KOH(UTYpAITUU CETU JJIsl IBYX paclpeieIeHHbIX MecT kcrutyatanuu UC.

87. [IpuHIUIIBI TPOSKTUPOBAHUS TIOJIH30BATEIBCKOTO UHTEp(elica, XapaKTepUCTUKA



xopoliero uarepderica 1 peKOMEHAAIMH 0 €ro CO3/IaHuUI0.

88. Oxapakrepusyirte npuHuuinsl pazpadorku UC. Onummure narrepa MVP.

89. OxapakTepu3yuTe OCHOBHBIE MPOLECCHI JKU3HEHHOI'O IMKJIA B COOTBETCTBHUH C
ISO 12207.

90. IloHsiTHE TPOIIECCHOTO MOAX0a U KpaTKo chopmynupyiiTe monstust TQM.

91. Bam HeoOXxoauMoO OOBEAMHUTH JBA KJIACCA, KOTOPBIE BBIMOIHSIOT pPa3IMYHBIC
OlEepallii B 3aBUCUMOCTHM OT CHUTyallud. OTH KJIACChl MHTEHCHUBHO WCIIOJIb3YIOTCSA
CYIIECTBYIOIIEH CHCTEMOM, YTO HE MO3BOJSET yNaduTh OAMH M3 HUX MU J00aBUTH €ro
(GyHKIMOHANBHOCT BO BTOpoil. Kpome Toro, usmMeHeHue Koja moTpedyeT ero
TIIATEJILHOTO TECTUPOBAHMSI, TOCKOJIBbKY TaKOM pepakTOPUHT BEAET K HEU30EKHBIM
omnOkaM. Kakumu 1mabioHaMu NpOeKTUPOBAHUS MOXKHO PELIUTh ATy 3anauy? O0bsicHUTE
Ha IpUMepe.

92. IlonsiTue puckoB M ympasieHue puckamu. Knaccudukamus puckon. [lporecc
YIOPABJIEHHUsS] PUCKAMM, MPUBEAUTE M IMPOKOMMEHTHpPYHTE cxeMy. lIpuBenure mpumepbl
WHANKATOPOB PUCKOB.

93. Onumure KakuM oOpa3oM cBOKMCTBAa kiaccoB C# peann3yroT HMHKANCYJSALHIO.
[lepeuncnure pacnpocTpaHEHHbIE MNpPUEMbl pePaKTOPUHIA, KOTOpbIE PACHO3HAIOTCS B
Visual Studio.

94. Oxapakrepusyiite Mmerononoruo SCRUM.

95.Uro Takoe «JIsamOma-Beipaxkenue»? IlpuBenure npumepsl koaa. UYem oHH
otnuyarorcs ot JIamOaa-omneparopos u Jismoaa-mMeTon0B?

96. Ilepeuncnure paznuuus Mexay class u stuct B si3bike C#.

97. HazoBure citydau, korna B C# HeoOXonumsl static kiaccel. [IpuBenure npumepsl
KOJa.

98. UTO ONHCHIBAIOT PETYJISIpPHBIE BbIpaKeHUSI B C# U [ 4€r0 OHU UCTIOJIb3YIOTCA?
Omumure Knacc Regex u ero BO3MOKHOCTH.

99. O0bscHUTE, YTO TaKO€ MATTEPHbI NpoeKTHpoBaHusA. [IpuBenUTE OCHOBHYIO
KJIaCCU(PHUKAIUIO U IPUMEPHI UCTIOTIb30BaHUSI.

100. OO®BscHUTE, MOYEMY B COBPEMEHHBIX s3bIKax mporpammupoBanus (C#, Java)
OTKa3aJIuCb OT MEXaHW3Ma MHOXKECTBEHHOro HacienoBaHud. Kakum oOpaszom
pEAIN3YIOTCS BO3MOKHOCTH MHOKECTBEHHOI'O HACIEAOBAHUS B ATUX A3BIKaX.

101. OnummuTe OCHOBHBIE AMeMEHTHI apXUTEKTYphl T 1 MX XapakTepuCTHKH.

102. H310XHuTE OCHOBBI OU3HEC-aPXHUTEKTYPHI.

103. VYkaxuTe MeCTO apXUTEKTYpbl HHGpAcTpYKTYypbl B U T-apxutekType.

104. Onummure cocraB UT — uHPpacTpyKTypsl NpeANpUATHS W Ha3HAYEHHUE
KOMITOHEHTOB.

105. Omnummure apxurektypy npennpusatus (Enterprise Architecture).

106. H3noxure Mmoaenps 3aXxMaHa, €€ HA3HAYCHHUE U CYIIIHOCTb.

107. Omnumwure cTpykTypy 3aaad UT-ciryxObl.

108. Ocgserure Bomnpocs! ynpasienus UT-ycoyramu.

109. H3znoxure NpyUHIMI yIpaBieHUs MpodIeMamu.

110. Ilepeuncnute nmenu u 3amaaun cyx0b1 HelpDesk. [Ipenoctasnenue yciyr.
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