JIOHELIKA I HAPOJTHASI PECITYBJIMKA
MUHUCTEPCTBO OBPA3OBAHUSA 1 HAVKU
T'OCYIAPCTBEHHOE OBPA3OBATEJIbHOE YUPEXJIEHUE
BBICILIEI'O [TPO®ECCUOHAJIBHOI'O OBPA3BOBAHU S
«JIOHELIKASI AKAJIEMUSI YIIPABJIEHUS Y TOCY JAPCTBEHHOM CJIYKBbI
[TPU I'JIABE JJOHELIKOM HAPOJHOWM PECITYBJIMKW»

[TPOTPAMMA BCTVYIIMTEJIBHOI O ITPO®UJIBHOI'O 5K3AMEHA
10 UH®OPMATHUKE
JUA TIOCTYIUIEHWA HA OBYYEHHUE
I10 OBPA30OBATEJIbHBIM IIPOTPAMMAM MATUCTPATYPBI

yTBep)KlIeHO Ha 3aCC€IaHHuH

[IpueMHOM KOMHUCCUHT
- IIporokon Ne 4 ot 26.03.2021 r.
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TEMATHUUYECKWH IVIAH BCTYIIUTEJ/IbHOI'O UCITBITAHUA

Tema 1. ba3bl JaHHBIX

- MaremaTrueckre OCHOBBI [IOCTPOEHUSA pesiALUOHHBIX b/I.
- Pa3paboTka Mo/iesi1 JaHHBIX HA OCHOBEe HOpMaJ/T3al[1H.

- OcHoBbI s13b1Ka SQL.

- A3BIK CO3[aHNs XPaHUMBIX TIPOLIeYP.

Tema 2. Boluuc/auTe/IbHbIE CUCTEMBbI, CETH U TeJIeKOMMYHHUKaIMHA
- [IpuHLMIbl opranusaryu OBM.

- BeluvciurenbHble CUCTEMBI.

- BbluriciuTeibHbIE CETH.

Tema 3. UndopmanronHas 6e30nacHOCTh

- TexHosoruu 1 MeTobl obecrieuenust Vb.

- WudopmaimonHas 6e3omacHocTs VIC 1 ceTeid.

Tema 4. Pa3pa6oTka nH(pOpPMAIHOHHBIX CHCTEM

- [Tpobnems! B cozganuu UC.

- ApXUTEKTYpbI U TexXHOJI0ruu co3aanus VC.

- Metopnonoruu co3ganus MC.

- [IpuHuMMB ¥ 3Tarnsl co3gadusa MC.

Tema 5. UT nHdpacTpyKTypa npeAnpuaTUs
- MH(bopMaIOHHbIE TeXHOJIOTHH B ADXUTEKTYPE TPeTIPUSTHSI.

- Cuctemsl yripaBneHusi UT-uH(pacTpyKTypol TipeArpusiTys.



BOIIPOCBHI BCTYIIUTE/IBHOT'O UCIIBITAHUSA

1. CdopmynupoBatb TpU HOpPMaJibHbIE (DOPMBI U TIPUBECTH MPUMeEpPhI MX
HapyllIeHUus.

2.  OOBSICHUTb, UYTO TaKOe CBSI3b MEXJYy CYILIHOCTSIMU TpeJMeTHOU
o6s1acT¥ ¥ KakuM 00pa3oM 3Ta CBsI3b peann3yeTcsi B ((M3UUeCKON MO/Jie/iv JaHHBIX.
[IpuBeCcTH nprMepbl BCEX TUIIOB CBSA3EH.

3.  O6bsicauTh cMmbica onepatopoB JOIN, LEFT JOIN, RIGHT JOIN.

4. OOBACHUTH, UTO TaKOe TIOJTHOEe eKapTOBO TIPOM3BeleHe BYX Tab/ui]
B nHCTpyKIu FROM omnepatopa SELECT, u Kak ero u36exaTb.

5. Kakol mocieoBaTebHOCTBIO 3allpOCOB MOXKHO TIOJIYYUTH OIepaTrop
FULL JOIN, ecnu oH oTCyTCTBYeT B auanekte SQL?

6. OOBSCHUTL OTAMUMS MeXJy YC/IOBHEeM, YKa3aHHbIM B OrepaTtope
WHERE u yciosuewm, yka3aHHbIM B oriepatopa HAVING.

7. OOBSICHUTb CMBICJI ~ MCIOMBb30BaHUSI  KYpCOPOB B XPaHHUMBIX
rpolieslypax, IpuBeCTU MpUMepBI.

8. [arb omvcaHWe BHeEIIHUX 3aroMuHaroux ycrpoucts 1K, nornyeckas
CTPYKTypa JWCKa.

9. OxapakTepu3oBaTb (PU3NYECKYI0 CTPYKTYpy OIEPaTUBHOU MaMSTH:
BU/IbI MO/yJIel, THUIIbI TAMSTH, KOHCTPYKTHB.

10. TlepeuucnuTh YpOBHM OIEpaTUBHOM TMaMAATH, C(HOPMY/IMPOBATH
TOHATHUS CTaTUYECKOU U IMHAMUUYECKOW MaMsTH, K3LLI-TTaMSITH.

11. OxapakTepr3oBaTb OCOOEHHOCTH TIpe/iCcTaB/ieHUss HWHGOpPMaIuu B
TlepCoOHaIbHOM KOMIIbIOTepe. [IprBecTy mpumepsl.

12. OOBICHUTH IPUHLIUITBI OPTaHK3alMK BBICOKO TlapasuiebHbIX BC.

13. [aTb ompepesneHue  TIpepbIBaHUS, U3/I0KUTh  K/IaCCU(PUKALIMIO
TipepbIBaHu, 00paboTKy mpepbiBaHuss MIT.

14. WV3n0XWThb OCHOBHBIE TIOKa3aTe/lyd KadyeCTBa KOMITBIOTEPHBIX CeTel,
BU/IbI CETEU U TOTMOJIOTUM.

15. [laTb ompepesieHre POTOKO/1A U CTaHAapTa. Y poBHU Mozenu OSI.



16. OxapakTepu3oBaTb CcocCTaB [IPOrpaMMHOI0 obecrieueHust
KOMIIbIOTepHBIX ceTel, GyHKIU ceTeBoii OC.

17. OnucaTh KOMIIOHEHThI TEeXHMUECKOTO obecrieueHWs] KOMITbIOTEPHBIX
ceTeu.

18. TIpuBectu oO6Iue cBefleHUss o craHgapTe Ethernet, ¢usnueckue
crieLi(pUKaIvu.

19. Omwmcare MeTOAbl  MyJbTUIVIEKCUpOBaHudA. [IpeumyiiectBa U
HEeJJOCTaTKU MEeTO/IOB.

20. W310XuTh UCTOPUYECKHE ITallbl pa3BUTHS I71I00aIbHOM ceTH VIHTepHeT.

21. Ilokasatb cucteMy ajpecanuu B ceTu VHTepHeT. [JoMeHHas CTpPYKTypa
VIMEH.

22. Ommcatb TPOTOKOJIBI U CAy»KObl ceTr MHTepHeT. CTeK TPOTOKOJIOB
TCP/IP.

23. Hatb ormpegenenne MHTpacet U OJKCTpaceTd. ba3oBbie ceTeBble
TexHosioruu MHTpaceTu.

24. Crtpyktypa KoprnopaTuBHOW ceTh. (OcoOeHHOCTH  apXUTEKTypbl
KomribroTepHbIX KC.

25. OmnuiliMTe MPOAKTUBHBIE METO/IbI 0OHapY KeHus1 BpefoHOCHOTO T10.

26. CdopmMynupyrte BapyUaHThl MOCTPOEHUS] BUPTYa/bHBIX 3all[UI€HHbIX
KaHaJIoB.

27. OnuiluTe CUTHaTYpHbIe MeTO/ibl 0OHapy keHusi BpeloHoCcHOTO T10.

28. OxapakTepu3yiiTe TPU YPOBHsI yIpaB/ieHUsl MMOJIMTUKOW 6e30macHOCTH
Ha TpeJTIpUATHH.

29. [aiiTe ompe/iesieHre MOHITHIO «MO/ie/ib 3/I0YMBbIIIIeHHHKa». [IpuBecTu
TIPUMeEpBHI.

30. OmwmiuTe cpencTBa obecrieueHus 6e3omacHoctd VPN.

31. TIlpusepute KJIaCCU(UKAL[HIO KaHaJI0B TPOHMKHOBEHUS B
VMH(MOPMAaI[MOHHYIO0 CUCTEMY Y YTeUKU UH(POpMaLn

32. OnuiluTe NOMUTUKY MHGOPMaLMOHHOM 6e30MacHOCTH OpraHU3aluH.

33. CdopmynupyiiTe cofepkaHre TIOJUTUKH 06e3011aCHOCTH OpraHU3al|iH.



34. Omnpegenvte 06BEKTHI U CyObeKThl MH()OPMAILIMOHHOTO TTPOCTPAHCTBA U
vX uHTepecsl. [IpuBeguTe rnpumMepsl.

35. Ompegenenue nHMOPMaIMOHHOMN 6€30MaCHOCTH U ee COCTaBJISIOLUX.

36. O6ocHOBaTb TPUUMHBI ~pOCTa  KOMITBIOTEPHOM  TIPECTYITHOCTH.
KoMribloTepHble TMpPeCcTyIyIeHUsl TPOTUB TOCY/IapCTBEHHBIX U OOII[eCTBeHHBIX
VIHTEepPeCOB.

37. [aure oripejiesieHHe KaTeropuu «KoHbueH1IMabHOCTh
nHbopMarun». OxapakTepusyiTe crocobbl obecrieueHUss KOHGUAEHLIMATLHOCTH
vH(MOpMalMY B OpraHu3aLiuu.

38. CdopmynupyiiTe KaroueBble KaTeropuu (MOHATHsI) 6€30MacHOCTU U WX
B3auMOCBs3b B cooTBeTcTBUM € ['OCT P MCO/M3K 15408-1-2008.

39. [aiite KnaccuuUKalvio BpeJOHOCHBIX TIPOTrPaMM.

40. OrnuilyTe MOJY/JIA U PeXUMbl Pab0OTbl COBPeMEHHBIX AaHTUBUPYCHBIX
IIpOrpamMM.

41. OxapakTepu3oBaTb MOJenb aBTOMaTu3WpoBaHHOUW cucteMbl (MC) u
TUIbI BUPYCHBIX yrpo3 6e3onacHocTu VIC fjisi ee pa3iMuHbIX YPOBHEH.

42. Onmcatb Mofielb  HapyIIWTe/lss AaHTUBUPYCHOW  6Ge30macHOCTH.
PekomeHiyemble METO/BI 3aLUThI [/151 K/IaCCOB HaPYLLIUTE/IeH.

43. CdopmynupoBaTb TeHAEHIMA PAa3BUTUSI COBPEMEHHBIX aHTUBUPYCHBIX
TporpamMm

44. CdopMynupoBaTb TIPUHLMIIBI 3all[UTbl MH(GOpPMAllUM Ha YpOBHE
KOPIIOPaTUBHOW CETU MpeNpHUSTUSI.

45. OnuimTe TexXHUYeCKWe KaHajlbl yTeukd uHdOpMaluu. 3aiiura OT
yTeueK MH(POpMaIMK 110 TeXHUYeCKUM KaHa/laM

46. CdopmynupoBaTb MNpUHLMILI 3au[uThl MC mpeAnpusTiss Ha YpOBHe
pabouux CTaHLKM TI0/Tb30BaTeseld U CepBepOB.

47. OnuiivTe TIperuMyleCcTBa MpUuMeHeHus TexHoyioruid VPN.

48. CdopmynrpoBaTh CrocoObl 3alydThl WHGOpPMAIMM B OpraHU3alyu.

[aniTe XapaKTepUCTHKY 3allUTHBIX [JeHCTBUM



49. OnuilrTe TeXHOJOTUIO 3alUThl MH(GOPMALIMK OT YTeUKHU 10 BU3ya/bHO
ONTHUYECKUM KaHaslaM.

50. Oxapakrepu3oBatb yrpo3y Bupaa «llImuonckoe I1O (Spyware)» u
CTI0COOBI 3aIUTHI OT Hee.

51. IIpexacraBbTe HampaBieHus obecrieueHusi B ripeanpusartus. IIpaBoBas
Yl OpraHu3alOHHas 3alluTa.

52. OnummTe TexHONOrHI0 obecrieueHnss Oe3omacHoct MC  mipu
6ecripoBOIHOM COeIMHEHUU

53. Oxapakrepur3oBaTb aTaky Buga «PacmnpegenénHass DoS-ataka DDos-
aTaka» M CII0COOBI 3aIllUTHI OT Hee.

54. [lpencraBbTe HarpaBsieHusi obOecriedeHusi Wb mpeanpusitus.
du3nuecKre U OPraHu3aliMOHHO-TEXHUUeCKHe Cpe/iCTBA 3allUThI.

55.  OnuuiuTe TNPUHIUIIBI 3alUThl HMH(POpPMAMM OT YTEeUKdu 1O
3/IeKTPOMarHUTHBIM KaHajam

56. OnuimTe  TPUHIUMIIBI  pabOThI  CHCTeMbI  OOHApy)KeHUsI M
ripe/iOTBpallieHUs] BTOPKEeHU.

57.  OxapakTepusyiTe TexHosioruu obecrieueHusi Ge3zomacHoctd B OC
Windows 7.

58. Ompegenute wWHGbOpPMAIMOHHYI0 Oe30macHOCTHL Ha 0a3e craHzAapTa
CobiT

59. OmummTe MeTOAWKY CO3[aHus JIeMWIMTapU30BaHHbBIX 30H B
KOPIIOPaTUBHOMW CEeTU Mpe/IIPUITUS

60. [aiiTe KnaccudUKaluio Kpunrorpabuueckux aropuTMOoB

61. OnummTe Kputepud 0e30MacHOCTU  KOMITbIOTEDHBIX — CHUCTEM,
chopmyupoBaHHbIe B « OpaH)KeBOM KHUTEe».

62. Omummrte MeTozbl 3aluUThl nepuMerpa cetd MC mpeAnpuatus C
TOMOIIIBIO0 MeXXCeTeBbIX 3KpaHoB (MCO)

63. CdopmynupyiiTe TepMUHBI U OTIpe/ie/ieHusl KpUMTOrpaduu.

64. OrnummTe CUrHaTypHbIe MeTO/ibl 0OHapy»kKeHuUsl BpejoHocHOro I10.



65. OnuiuvMre CUMMETPUUYHBbIE aaropuTMbl ImdpoBaHus. [IpuBenuTe
TIpUMephbl

66. OnummTe CTPYKTYPY U (PYHKLIMOHA/ILHOCTh CTeKa NpoTokoaoB TCP/IP
C TOYKM 3peHust NH(OPMaIMOHHOW 6e301TaCHOCTH.

67. IlpencraBbTe Kpunrorpapuueckuii anroput™ BrkeHepa. Onuiavre
ero rperMylL[ecTBa U HeZlOCTaTKU.

68. OnuimmTe  TeXHOJIOTMM  OMOMeTPHUYeCKOM  ayTeHTH(HKaI[UU
T10/1b30BaTeJIsl.

69. CdopmynupyliTe npeuMylecTBA U HeJOCTaTKM CUMMETPUYHBIX
a7rOPUTMOB IIH(POBaHUS

70. Ormmummre 1ipo6eMbl 6e3oracHocty IP-ceteid

71. Onpegenute TMOPSAOK HWCIO/Jb30BaHUS CHUCTEM C CUMMETPUUYHBIMU
KJ/IFOUaMU.

72. Onuimre TeXHOJIOTUUA CTPOTOM ayTeHTU(PUKALMHY TT0JIb30BaTe .

73. OnuimMTe TeXHOJIOTHMI0 MCIIO/Jb30BaHUe 37eKTPOHHOM LU(POBOM
TIO/TTUCH.

74. [laiiTe K1acCU(PUKALIUIO MEXAaHU3MOB ayTeHTU(HKALIUU 110/Tb30BaTeei

75. Ornpefenvre mpeyMMyllleCTBa U HeJOCTaTKU aCMMMETPUUHBIX CUCTEM
M pPOBaHUSL.

76. OnuimTe TEXHOJIOTMM BUPTYyalbHbIX 3auuileHHbix ceted (VPN).
OcHoBHbIe MOHATHA U QyHKLMH ceThd VPN

77. Onuimmre TOPSZOK HCIIO/Ab30BaHUA CUCTEM C aCMMMeTPUYHBIMU
KJIF0UaMu

78. [IlpeacTaBbTe MpakTUUeCKHe MeTO/bl ayTeHTU(hHKAal[MH, UCII0Tb3yeMble
B HACTOsLLlee BpeMs

79. [Haiite knaccudukauys ceteir VPN.

80. OrmummMTe CTPyKTypa MOMUTHUKY 6e30MacHOCTH OpraHu3al[uu

81. PackpoliTe KaTeropur0o UH(POPMALIMOHHOM BOWHBI KaK yIrpO3bl
nHbOpMaLMOHHOM 6e30MacHOCTH Hal[MOHAIBHOTO YPOBHS

82. OnuimmTe OCHOBHbIE BApDUAHThI apXUTEKTypbl VPN



83. OnuiuuTe TPOTOKOMBI (OPMHUPOBaHUS 3alllUILEHHbIX KaHA/lO0B CeTH
VPN Ha ceaHCcoBOM ypOBHe

84. Cdopmynupyiite mpobneMy 1jefoctHocTd uHMopMaimu. I[Ipumepsl
HapylleHus 11eJIOCTHOCTH MHbopMaluu

85. OxapakTepusyuTe [BYX M TpeX-ypOBHEBble KJ/IME€HT-CEPBEPHbIe
apxutektypbl IC. Oxapakrepusyure nartepH MVC.

86. IlotpebHocTn TmpoekTa cetu i WC. TloHAThe W Ha3HaueHHe
koMmnbroTepHou ceTu. [Tonsitne LAN, WAN, Router, Internet, Intranet u Extranet.
[TpuBeauTe NprUMep BO3MOXKHOUW KOH(UTYypal[uy CeTH AJis IBYX pacripe/ie/ieHHbIX
MecT 3KcrutyaTauuu VC.

87. TlpyHLMMIBI  TIPOEKTUPOBAaHUSI  T0Ob30BAaTEbCKOrO0  MHTepdeica,
XapaKTepUCTHKA XOpOolLllero nHTepgeiica 1 peKOMeH/aL|U 10 ero CO3JaHuIo.

88. OxapakTepusyiite npuHLUILI pa3pabotku MC. Onumwure TMaTTepH
MVP.

89. OxapakTepu3yuTe OCHOBHbIe TIPDOL|eCChI >KM3HEHHOr0 [MK/Ja B
cootBeTcTBMHU C [SO 12207.

90. [aiiTe TMOHSATHE TMPOLECCHOTO TMOAX0Ja U KpaTko chopMyaupyiTe
noHsTuss TQM.

91. Bam HeoOxoauMO 00BEIWHUTH JBa KJ/acca, KOTOPbIe BBIMOJIHSOT
pas/ivuHble orepanyyd B 3aBUCUMOCTA OT CUTyalMM. OTU KjacChbl MHTEHCUBHO
VICTIO/Ib3YROTCSI CYLLECTBYIOLEM CUCTEMOM, UTO He T03BOJISIeT YAAJIUTh OJUH W3
HUX U 106aBUTH ero (GyHKIMOHAILHOCTL BO BTOpoil. KpoMe Toro, u3meHeHue Kojja
noTpebyeT ero TijaTe/IbHOTO TeCTHPOBaHUs, TIOCKOJIbKY TaKoW pedaKTOPUHT Be/leT
K Hen30exxHbIM oinbkam. Kakumu 111a6ioHaMU TPOEKTUPOBAHUSI MOXKHO DEeLIUTh
9Ty 3aziauy? OOBsICHUTe Ha TIpUMepe.

92. TloHsiTve pPUCKOB U yripaBieHWe puckamu. Kiaccudukaiusi pucKoB.
[Iponiecc ympaBneHUsi pUCKaMH, TIDUBEIUTE U TNPOKOMMEHTHUPYUTE CXeMy.

[IpuBeuTe NpriMepbl UHAUKAaTOPOB PUCKOB.



93. OnmmmTte KakuM oOpa3om cBoiicTBa kimaccoB C# peanusyroT
VHKancyasiguio.  IlepeurciuTe pacnpocTpaHeHHble TIpUeMbl  pe)akTOpPWHTa,
KOTOpbIe pacrio3HatoTes B Visual Studio.

94. Oxapakrepusyurte Mmetogoaoruro SCRUM.

95. Yto Takoe "JIsmbna-BeipaxxeHue"? I[lpuBeaute rnpumepnbl kKoja. Uem
OHU OT/IMYaroTCs oT JIsmba-ornepaTopoB u JIsim6a-MeTo10B?

96. Ilepeunciute pa3nuuus Mexxay class u stuct B si3bike C#.

97. Ha3zoBute ciayuau, Korjja B C# HeoOXoauMbI static knaccel. [IpuBeauTe
Tp¥Mepbl KOJa.

98. Uro onuchBalOT perysspHble BblpakeHUss B C# U [ 4Yero OHU
vcronb3yroTesa? Onumure Knacc Regex v ero BO3MOKHOCTH.

99. OOmBsIcCHWTE, UYTO TaKOe TIATTePHBI IIPOEKTUpPOBaHMs. [IpuBeguTe
OCHOBHYO K/IaCCU(PMKALIUIO ¥ IPUMEPbI UCTI0/Ib30BaHMUS.

100. O6BsicHUTE, TIOUEMY B COBPEMEHHBIX sI3bIKax MporpammupoBanus (C#,
Java) oTKa3anuch OT MeXaHH3Ma MHO>KeCTBeHHOT0 HacsiefioBaHus1. Kakum obpazom
peanu3yroTCsl BO3MOXXHOCTU MHOXXEeCTBEHHOI'0 Hac/lelOBaHUS B 3TUX SA3bIKax

101. OnuuiMre  OCHOBHbIe  371eMeHThbl  apxuTekTypel WUT wu  ux
XapaKTepUCTUKH.

102. M310>kuTe OCHOBLI OM3HEC-apXUTEKTYPHI.

103. YkaxxuTe MeCTo apXUTeKTypbl UHPPacTpyKTypbl B U T-apxuTeKkType.

104. Onumre coctaB UT — WHQPaCTpyKTyphl NPeANpUsATHS U Ha3HaueHHe
KOMIIOHEeHTOB.

105. Onuirre apxutekTypy npeanpustus (EnterpriseArchitecture).

106. N3noxuTte Mozenb 3aXmMaHa, ee Ha3HaueHue U CyIJHOCTb.

107. Onumwmre cTpyKTypy 3azau U T-cimysk0bi.

108. OcBetute BOIpPOCHI yripasaeHus U T-ycnyramu.

109. M3n0>xuTe MPUHLIUII YTIpaBJ/ieHUs MpoOieMamH.

110. ITepeuncure 1iend W 3agaun caykObl HelpDesk. IIpemocTaBneHue

YCJIyT.
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