Tokywert o HHCTERCTBOHAYKH W BHICLIETO OBPA30BAHMSI POCCUICKOM ®EJEPALIMNA
WUHbopmaumsa o B

o10: ko 1BEAERAJBHOE TOCYJIAPCTBEHHOE BIOJUKETHOE OBPA3OBATEJILHOE
LOMKHOCTS: TpOpEKTOp VUPEX/IEHNE BBICHIETO OBPA3OBAHUSI
Nera nognucaAQHEHAS AKAJTEMUS] YIIPABJEHUS U TOCYIAPCTBEHHO# CJYKEBI"

YHUKanbHbI MPOrpaMMHbIA KIKOY:
1800f7d89cf4ea7507265ba593fe87537ebl15a6¢

dakyJabTeT DakyJbTET rOCYIAPCTBEHHOM CYK0bI U YIIPABJIEHHSI
Kadenpa NudopManmoHHbIX TEXHOJIOTI Uil
"YTBEPXKJIAIO"
IIpopexTop
JL.LH. Koctuna
27.04.2024 1.

PABOYAS TIPOTPAMMA JUCIHUATIIMHBI (MOIYJIS)

b51.0.18 "UndopmManonHas 0e30n1acHOCTL"'

Hanpagssenue noarorosku 09.03.03 Ipukiaagnas uadopmaruka
Ipoduas "llpukaagHas nHGOpMATHKA B YIIPABJIEHUHN KOPNOPATUBHBIMH
nHGOPMANMOHHLIMHU cucTeMaMu''

Kpanuduxanms baxanaep

dopma 00yueHus ouHasn

OO01mmast Tpya10eMKOCTh 6 3ET

['on Havana mOAroTOBKM MO yUeOHOMY IUIaHY 2024
JloHenk

2024



Cocrasurenb(n):

Kano. mext. HAYK, doyenm N.J1.Cemuuactusii 1U.J1.

PenienzenT(nl):
KAHO. dKOH. HAYK, OOYeHMm E.I'.JIutBak

Pabouas mporpamma qucrurinabl (Moayins) "MHdopmarmonHas 6e30macHOCTD"
pa3zpaboTaHa B COOTBETCTBUH C:

denepalibHBIM TOCYAAPCTBEHHBIM 00pa30BaTEIbHBIM CTAHIAPTOM BBICILIETO

oOpasoBanms — OakanaBpuata 1o HampasieHuto moAarotoBku 09.03.03 Ilpuxmannas
nHpopmaruka (I[Ipukaz MunuctepcTBa o6pa3zoBanus U Hayku Poccuiickoii denepaiuu ot
19.09.2017 r. Ne 922 ¢ u3MEHEHUSIMH ).

Pabouas mporpamma IUCIUTUIMHBI (MOYJIs) COCTaBlIEHAa HA OCHOBAHUH y4eOHOTO
riana Hanpasnenne noarorosku 09.03.03 Tlpuxnannas nungopmaTuka

[Tpoduns "[Ipuknannas nHpopMaTHKa B yIpaBIeHUH KOPIOPATUBHBIMU
MH(OPMAIMOHHBIMU CUCTEMaMH'", yTBEPKJAeHHOTO YueHbIM coBeToM ®I'BOY BO
"TOHAVYUI'C" ot 27.04.2024 nporokon Ne 12.

Cpoxk geiictBus porpammsl: 2024-2028

Pabouas mporpamma paccMOTpeHa U 000peHa Ha 3aceiaHuu Kadeapbl

NHpopMaIrmoHHbIX TEXHOJIOTHMA
[IpoToxon ot 16.04.2024 Ne 9

3aBeayromuii kadeapou:
bpanyn H.B.

(noonucs)



Busuposanue PIL/I nis ucnoJiHeHHsI B 04epeiHOM y4eOHOM roay
"YTBEPKJIAIO"
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PA3JEJ 1. OPTAHU3AIIMOHHO-METOJUYECKHA

1.1. IEJIM JUCHUATIIMHEI

CdopmMupoBaTh 3HaHUS O MPUHITATIAX U CIIOCO0aX IMPOTHUBOICUCTBHSI OMTACHOCTSIM H YTPO3aM,
BO3HHKAIOITAM B TIPOIIECCE PA3BUTHS COBPEMEHHOT0 HH(POPMAITMOHHOTO 001IecTBa B cepe nHDOpMaIIMOHHOM
0€301MacHOCTH.

1.2. YYEBHBIE 3ATAYN JUCIUATIJIMHBI

- 03HAKOMUTbH CTYACHTOB C COBPEMEHHBIMU TEXHOJIOTUSIMU, TPUMEHIEMBIMH B PEIICHUH 33724
nH(GOPMAITMOHHOW 0€301TacCHOCTH, MOZIEISIMU BO3MOXHBIX YTPO3, HOPMAaTHBHBIMHU IOKYMEHTAMH, TEPMUHOJIOTHEN U
OCHOBHBIMU MOHATUSAMU TEOPUU 3alIUTH HH)OPMAIIUY;

- MPUOOPECTH MPAKTUUCCKHE HABBIKKM aHAJIN3a U BHIOOPA METOJIOB U CPEJICTB 3allIUThl KOMITLIOTEPHOH HH(DOpMaIuu.

1.3. MECTO JUCHUILIMHBI B CTPYKTYPE OCHOBHOM OBPA3OBATEJIBHOM
INPOI'PAMMBI

Luxn (pasgen) OITOII BO: |51.0

1.3.1. Jucyunauna "Ungopmayuonnas b6ezonacnocmu" onupaemcs na credyowue snemernmol OIOIT BO:

BrruncnurensHbie CUCTEMBI, CETU U TCJICKOMMYHHUKaIIUH

ba3sl janHBIX

WNudopmannoHHble CHCTEMBI 1 TEXHOJIOTHH

1.3.2. Jucyunauna "Ungopmayuonnasn 6esonacnocms”  @vicmynaem oOnopou 015 CIeOVIOUUX INeMEHMO08:

UT undpactpykTypa npeanpusITus

Kopniopatnsable HHMOPMALMOHHBIE CHCTEMBI

1.4. PE3YJIBTATBI OCBOEHMA JUCHUIIJIUHBbI:

OIIK-3.1: Pewaem cmanoapmusie 3a0a4u npophecCuoHaibHol 0essmeabHoCmuy Ha 0CHO8e
UHGOPMAYUOHHOU U OUDIUOSPAPUUECKOU KYIbIMYPbL C NPUMEHEHUEM UHPOPMAYUOHHO-KOMMYHUKAYUOHHBIX
MEXHON02ULL U C Y4emoM OCHOBHbIX Mpebo8anHull UHPOPMAYUoOHHOU be3onachocmu

3HaTh:

YpoBensb 1 | HOpMaTUBHBIE IPABOBBIE TOKYMEHTHI B chepe HHPOPMALMOHHON 0€301acHOCTH B 00J1aCTH
WHQOPMAIMOHHBIX CHCTEM U TEXHOJIOTHH

Yposens 2 | Buas! yrpoz UC

Yposensb 3 | MeToabl obecniedeHnss THOOPMAIIMOHHOW O€30I1aCHOCTH

VYMeTn:

YpoBens 1 |ucnonb30BaTh HOPMAaTUBHBIE IIPABOBBIE IOKYMEHTHI B chepe HH(POPMALMOHHON 0€3011acHOCTH B
00acTi HPOPMAITMOHHBIX CHCTEM U TEXHOJIOTHH JUIsl OpraHU3aliy 3alUThl HHHOPMAITUH

YpoBenb 2 | IpUMEHATH METOJIBI aHATIM3a MIPUKIIATHON 00JIaCTH Ha KOHIIENTYaIbHOM, JJOTHYECKOM, U
ANITOPUTMHUYECKOM YPOBHSX C IENBIO BRISIBICHHS YTPo3 0€301MacHOCTH

Yposens 3 |pemars cranaapTHbIC 331241 TPO(ecCHOHATBHON eSTeIbHOCTH Ha OCHOBE HH(OPMAIIMOHHON 1
OoubMorpaduIecKor KyJIbTyphl C IPUMEHEHHEM HH(POPMAIIMOHHO- KOMMYHHKAI[TMOHHBIX TEXHOJIOTHH U
C Y4€TOM OCHOBHBIX TpeOOBaHMI HHPOPMAIIMOHHOI 0e3011acCHOCTH

Bnaners:

YpoBeHnb 1 | MeXAyHapOAHBIMH U OT€YECTBEHHBIMU CTaHIApPTaMU B 00J1acTH obecriedeHns 6e301macHOCTH
WH(GOPMAITMOHHBIX CHCTEM M TEXHOJIOTHHA

YpoBens 2 | criocoGHOCTBIO 0510KHPOBaTh Yrpo3kl 6e3onacHoct MC npeanpusiTusi ¢ MOMOILBI0 METOI0B
obecrieyeHust 3auThl HHPOPMAaIUH

YpoBeHnb 3 | HABBIKAMU MOATOTOBKU 0030pOB, aHHOTALHIA, COCTaBIECHUS peepaToB, HAYUHbIX JTOKIA/I0B,
nyOnukanuii, 1 6uénuorpaduu 1Mo Hay4HO- UCCIEI0BATEIBCKON padoTe ¢ ydeToM TpeOoBaHUH
MH(QOPMAIIMOHHON 0€301IaCHOCTH

1.4. PE3YJIBTATBI OCBOEHUSA U CHUIIJIMHbI:

OIIK OC-10.1: Pazpabamvlgaem u peanuzyem aieopummbl peuieHus KOMNIeKca 3a0ay, CEs3aHHbIX C
obecneyenuem 6e30NACHOCMU 8 npoyecce CO30aHUs, IKCIIYAMAYUY U PA3GUMUSL NPUKIAOHBIX UHDOPMAYUOHHBIX
cucmem

3HaTh:

Yposensb 1 | THIIOBBIE MPOrpaMMHO-ANIIAPATHBIC CPENICTBA U CHCTEMBI 3allIUTHI MHPOPMAIIH OT
HECAHKIIMOHUPOBAHHOTO JIOCTYIA B KOMITBIOTEPHYIO CPEY

YPOBeHB 2 | METO/IBI 3aIIUTHI I/IH(i)OpMaLII/II/I B BBIYHUCIIHUTCIIBHBIX CUCTEMAX U CETAX




YPOBeHb 3 | TunoBsie CpCACTBA 3allIUTHL I/IH(l)OpMaL[I/II/I B BBIYUCIIUTCIBHBIX CUCTEMAX U CCTAX

YMeTh:

Yposennb 1 | HCIIONB30BaTh THITOBBIE IPOTPAMMHO-AIIIAPATHBIE CPEJICTBA M CHCTEMBI 3aIIUTH HHOPMAITUH OT
HECaHKITMOHUPOBAHHOTO JIOCTYIA B KOMIIBIOTEPHYIO Cpeay

YIJOBeHb 2 | ICIIOJIb30BaTh TUIIOBBIC IporpaMMHO-aIlapaTHbiC CPpEACTBA U CUCTEMBbI 3allIUThI HHq)OpMaHPIH OoT
HapyIEHUs €€ HEJIOCTHOCTU

YPOBeHb 3 | ucnosp30BaTh METOABI 3AIIUTHI I/IH(I)OpMaI_[I/II/I B BBIYUCIIUTCIBHBIX CHCTEMAX U CCTAX

Bnanets:

ypOBeHb 1 |HaBBIKAMU pa60TI)I C METOAaMH1 U TUIIOBBIMU CPCACTBAMU 3aIIUTHI I/IH(bOpMaHI/II/I B CHCTEMAxX U CCTAX

YpoBeHb 2 | TUTIOBBIMHU IIPOTPAMMHO-AIIIAPATHBIME CPEJICTBAMH 00€CIIedeHNs JOCTYITHOCTA HH(POPMAITIH

YpoBeHb 3 | HABBIKaMH HCTIOIB30BAHUS THITOBBIX IPOTPAMMHO-AIAPATHBIX CPEJCTB U CUCTEM 3aITUTHI
rH(OpPMAITMN OT HECAHKIIMOHUPOBAHHOTO JTOCTYIIA B KOMIBIOTEPHYIO CPEAY

B pesynomame oceoenusn Oucyunaunsl "Hugopmayuonnasn 6ezonacnocms’ odyuarowuiica 0oniicen:

3.1|3HaTB:

HOpPMAaTHUBHBIE PABOBbIC JOKYMEHTHI B cepe HHHOpMAMOHHONW 6€3011aCHOCTH B 00JIACTH
MHGOPMALMOHHBIX CHCTEM U TEXHOJIOTHIL.

3.2| Ymern:

WCIIONIb30BaTh HOPMAaTHUBHBIE TTPABOBEIE JOKYMEHTHI B chepe HHPOPMAIIMOHHON 6€30MacCHOCTH B 00JIACTH
I/IH(bOpMaHI/IOHHbIX CHUCTEM U TEXHOJIOTHI IJI OpraHru3aluy 3allUThbL I/IH(bOpMaHI/II/I.

3.3| Baagern:

MEXIyHapOIHBIMHU U OTEUECTBEHHBIMH CTaHIApTaMH B 00s1acTH oOecriedeHus 0e301acHOCTH
WHPOPMALIMOHHBIX CHCTEM U TEXHOJIOTHH.

1.5. ®OPMbI KOHTPOJISA

Texymuii KOHTPOIb YCIIEBAEMOCTH MO3BOJISIET OLEHUTh YPOBEHb CPOPMUPOBAHHOCTH IIEMEHTOB

KOMTIETeHIINH (3HAHUN, YMEHUH 1 IPUOOPETEHHBIX HABBIKOB), KOMIIETEHIIMN C TIOCIEAYIOMUM 00bEIMHEHIEM
OLIGHOK U TIPOBOAUTCS B ()OpMeE: YCTHOTO ONPOCa HA JIEKLUOHHBIX U CEMUHAPCKUX/MPAKTUUECKUX 3aHATHAX
(ppoHTaNEHBIN, THAWBUAYATBHBIN, KOMITICKCHBII), MICBMEHHOHN MPOBEPKH (TECTOBBIC 33/1aHUs, KOHTPOJIb 3HAHHUH T10
paszeiy, CUTYallHOHHBIX 3aJJaHU{ U T.I1.), OLIGHKU aKTHUBHOCTH pa0O0Thl 00y4aromerocs Ha 3aHATHH, BKIIOYast 3aJaHns
JUISL CAMOCTOSITEIIbHOM paboThI.

HPOMEchymO‘lHll}l ammecmayus

PesynbTarhl TEKy1ero KOHTPOJISA U IPOMEKYTOYHOH aTTecTaliy (POPMHUPYIOT PEHTHHTOBYIO OLEHKY PaOOThI
cTyznenTa. Pacnipenienenue 6auioB nmpu GOpMHUPOBAHUN PEHTHHTOBON OLICHKH Pa0OTHI CTYIEHTA OCYIIECTBIISETCS B
COOTBETCTBHH C JEHCTBYIOLINM JIOKAIbHBIM HOPMAaTUBHEIM akToM. [lo  mgucnumnune "WHbopmanuoHHas
Oe30nmacHOCTh" BHAOM ITPOMEKYTOYHOH aTTECTALMH SIBJIETCS  DK3aMEH

PA3JIEJ 2. COAEP)KAHUE JUCIIAIIJIMHBI

2.1. TPYJOEMKOCTBb OCBOEHUSA JUCHHUITJIMHBI

Oo6mmas Tpyno€MKoCTh AUCIUIUIMHEL  "MHpOopMarrmoHHast 6€30acHOCTB" COCTaBIIAET 6 3a4ETHBIE STUHHUIIBI,
216 gacos.

KonngecTBO 9yacoB, BEIIEISIEMBIX HA KOHTAKTHYIO pa0OTy C MperogaBaTeieM U CaMOCTOSTEILHYIO PaboTy
00yJaroIerocs, onpeAeNsieTcss y9eOHbIM TIAHOM.

2.2. COAEPKAHUE PA3JEJIOB JIMCLHUIIJIMHBI

HaumeHoBaHue pa3aenoB u TeM /Buj 3auatus/ | Cemectp /| Hacos | Komneren- | Jlutepatypa | Unte | Ilpumeuyanue
Kype 107071 PaKT.
Pa3nea 1. Texnosoruu u Mmetoabl odecnedenus Ub
Tema 1.1. OcHosusie nousitus b. 1b B 5 2 OIlK-3.1 | JI1.1J11.2 0
cUcTeMe HaIlMOHATIbHOM Oe30MacHOCTH OIIK OC- | JI1.3J12.1
Poccum . /JIex/ 10.1 J12.2
JI2.3J13.2




J3.3J13.4
JI3.5
0109233
24

Tema 1.1. Ocuosusie nousarusa b. Ub B
CHCTEME HaIlMOHAILHON 0€30I1aCHOCTH
Poccuu . /TIp/

OIIK-3.1
OIIK OC-
10.1

J1.1J11.2
JI1.3J12.1
J2.2
JI2.3J13.2
J3.3J13.4
J3.5
0109233
24

Tema 1.1. Ocunosnrle mousarud Ub. UB B
CHCTEME HAIMOHAILHOMN 0€30IIaCHOCTH
Poccun . /Cp/

OIIK-3.1
OIIK OC-
10.1

J1.1J11.2
JI1.3J12.1
2.2
J12.3J13.2
J3.3J13.4
J3.5
2013233
24

Tewma 1.2. MadopmanroHHbIe OTHOIICHHUS,
CyOBeKThl MHPOPMAITMOHHBIX OTHOIICHUH, UX
MHTEpECHI, MyTH HaHeceHus yuiepoa /Jlex/

OIIK-3.1
OIIK OC-
10.1

JI1.1J11.2
JI1.3J12.1
2.2
J12.3J13.2
J13.3J13.4
J3.5
019233
24

Tema 1.2. adopmManiioHHbIe OTHOIICHUS,
CyOBeKThl MHPOPMAIIMOHHBIX OTHOIICHUH, UX
WHTEpECHI, IyTH HaHeceHus ymepoa /I1p/

OIIK-3.1
OIIK OC-
10.1

J1.1J11.2
JI1.3J12.1
J2.2
J12.3J13.2
J3.3J13.4
J3.5
019233
24

Tewma 1.2. MadopmannoHHbIe OTHOIIICHHUS,
CyOBbeKThl MHPOPMAITMOHHBIX OTHOLIEHUH, UX
WHTEPECHI, MyTH HaHeceHus yiiepoa /Cp/

OIIK-3.1
OIIK OC-
10.1

J1.1J11.2
JI1.3J12.1
2.2
JI2.3J13.2
J13.3J13.4
J3.5
919233
24

Tema 1.3. Yrpo3s! nHGOpMaIIHOHHOM
6e3onacHoctH . /JIex/

OIIK-3.1
OIIK OC-
10.1

J1.1J11.2
JI1.3J12.1
J2.2
J12.3J13.2
JI3.3J13.4
J3.5
019233
24

Tema 1.3. Yrpo3sl nHQOpMAIIHOHHOM
6e3onacunocty . /I1p/

OIIK-3.1
OIIK OC-
10.1

J1.1J11.2
JI1.3J12.1
J2.2
JI2.3J13.2
JI3.3J13.4
JI3.5
919233




24

Tema 1.3. Yrpo3bl nH)OPMAITHOHHOM
oe3omacHoctu . /Cp/

OIIK-3.1
OIIK OC-
10.1

J1.1J11.2
JI1.3J12.1
J2.2
JI2.3J13.2
J3.3J13.4
J3.5
0109233
24

Tema 1.4. ITonutuka 6€300aCHOCTH U
(hopMHpoOBaHNE OPraHU3AIUOHHON CTPYKTYPHI
CHCTEMBI 3aIUTH HHGOPMAIINH Ha
npeanpusituu /Jlex/

OIIK-3.1
OIIK OC-
10.1

J1.1
JI1.3J12.1
2.2
J12.3J13.1
J3.2J13.3
JI3.4J13.5
0109233
24

Tema 1.4. ITonutrka O€30MACHOCTH H
(hopMUpOBaHUE OPraHU3AIUOHHOMN CTPYKTYPBI
CUCTEMBI 3aIUThl UH(OPMAIUH Ha
npennpustuu /p/

OIIK-3.1
OIIK OC-
10.1

JI1.1J11.2
JI1.3J12.1
2.2
J12.3J13.2
J3.3J13.4
J3.5
019233
24

Tema 1.4. ITonutrika 6€30MaCHOCTH U
(hopMHpOBaHHE OPraHU3AIIMOHHON CTPYKTYPBI
CHCTEMBI 3aIIUThI HH)OPMAITHH Ha
npeanpusituu /Cp/

OIIK-3.1
OIIK OC-
10.1

J1.1J11.2
JI1.3J12.1
J2.2
J12.3J13.2
J3.3J13.4
J3.5
213233
24

Tema 1.5. TexHooruu 3aliuThl OT BPEAOHOCHBIX
nporpamm u cnama. /Jlex/

OIIK-3.1
OIIK OC-
10.1

J1.1J11.2
JI1.3J12.1
2.2
JI2.3J13.2
JI3.3J13.4
J3.5
919233
24

Tema 1.5. TexHomoruu 3amuThl OT BPEIOHOCHBIX
nporpaMm u cniama. /IIp/

OIIK-3.1
OIIK OC-
10.1

J1.1J11.2
JI1.3J12.1
J2.2
J12.3J13.2
J3.3J13.4
J3.5
019233
24

Tema 1.5. TexHOIOTHH 3aIIATHI OT BPEIOHOCHBIX
nporpamm u ciama. /Cp/

OIIK-3.1
OIIK OC-
10.1

J1.1J11.2
JI1.3J12.1
J2.2
JI2.3J13.2
JI3.3J13.4
JI3.5
019233
24

Tewma 1.6. HanpaBnenus obecnieuenus Ub.
[IpaBoBast, uHGOpMAIIMOHHAS, TEXHUYECKAS

OIIK-3.1
OIIK OC-

J1.1J11.2
JI1.3J12.1




Oe3omacHOCTh. /Jlex/

10.1

2.2
JI2.3J13.2
JI3.3J13.4

J3.5
019233

24

Tema 1.6. Hanpasnenus obecnieuenus Ub.
[IpaBoBast, ”HPOPMAITHOHHAS, TEXHUIECKAs
6e3omacHoCTh. /I1p/

OIIK-3.1
OIIK OC-
10.1

J1.1J11.2
JI1.3J12.1
2.2
J12.3J13.2
J3.3J13.4
JI3.5
0109233
24

Tema 1.6. HanpaBnenus obecnieuenus Ub.
IIpaBoBast, *HPOPMAIHOHHAS, TEXHUYIECKAS
oe3omacHocTh. /Cp/

OIIK-3.1
OIIK OC-
10.1

J1.1J11.2
JI1.3J12.1
J2.2
J12.3J13.2
J13.3J13.4
J3.5
019233
24

Pa3pen 2. TexHos1orus 3aiiuThl HHGOPMALIMH

Tema 2.1. 3ammuTa OT yTeYeK M0 TEXHUYECKUM
kaHanaMm. 3aumuta UC u CBT ot cpencts
AIIEKTPOMArHUTHOTO Bo3ehcTBHs /JIek/

OIIK-3.1
OIIK OC-
10.1

J1.1J11.2
JI1.3J12.1
J2.2
J12.3J13.2
J3.3J13.4
J3.5
019233
24

Tema 2.1. 3amuTa OT yTeYeK M0 TEXHUYECKUM
ka"anaM. 3amurta UC u CBT ot cpencts
AIIEKTPOMArHUTHOTO Bo3neicTBus /I1p/

0,5

OIIK-3.1
OIIK OC-
10.1

J1.1J11.2
JI1.3J12.1
J2.2
JI2.3J13.2
JI3.3J13.4
J3.5
019233
24

Tema 2.1. 3anuTa OT yTeUeK M0 TEXHUYECKUM
kaHanaMm. 3aumta UC u CBT ot cpencts
ANIEKTPOMAarHUTHOTO Bo3aeiicTBus /Cp/

OIIK-3.1
OIIK OC-
10.1

J1.1J11.2
JI1.3J12.1
2.2
JI2.3J13.2
J3.3J13.4
J3.5
919233
24

Tema 2.2. OCHOBHBIE TIPUHIIAITE M METOIHI B
00JIACTH TEXHUYECKOM 3aIUThI
uHpopmarun /Jlex/

OIIK-3.1
OIIK OC-
10.1

J1.1J11.2
JI1.3J12.1
J2.2
JI2.3J13.2
JI3.3J13.4
JI3.5
019233
24




Tema 2.2. OCHOBHBIE IPUHIUIIBI U METO/IBI B
00J1aCTH TEXHUUECKOMN 3aIlUThI
undopmaruu /TIp/

0,5

OIIK-3.1
OIIK OC-
10.1

J1.1J11.2
JI1.3J12.1
2.2
J12.3J13.2
J3.3J13.4
JI3.5
0109233
24

Tema 2.2. OCHOBHBIE TIPUHIIMITH X METOIHI B
00/1aCTH TEXHUYECKOU 3aIUTHI
uHdopmarun /Cp/

OIIK-3.1
OIIK OC-
10.1

J1.1J11.2
JI1.3J12.1
J2.2
JI2.3J13.2
JI3.3J13.4
J3.5
019233
24

Tema 2.3. IIpotuBoaeiicTBre
HECaHKIIMOHUPOBAHHOMY JIOCTYILY K
KoH(UAeHIHANpHON nHopMarny /JIex/

OIIK-3.1
OIIK OC-
10.1

J1.1J11.2
JI1.3J12.1
J2.2
J12.3J13.2
J3.3J13.4
J3.5
213233
24

Tema 2.3. IIpoTuBoaeiicTeue
HECAHKIIMOHUPOBAHHOMY JOCTYIY K
KoH(uAeHIHaNbHON nHopMaruu /T1p/

0,5

OIIK-3.1
OIIK OC-
10.1

JI1.1J11.2
JI1.3J12.1
2.2
J12.3J13.2
J13.3J13.4
J3.5
019233
24

Tema 2.3. [IpoTuBoaelicTBrE
HECaHKIIMOHUPOBAHHOMY JIOCTYIY K
KoH(puaeHunansHoN nHpopmauuu /Cp/

OIIK-3.1
OIIK OC-
10.1

J1.1J11.2
JI1.3J12.1
J2.2
J12.3J13.2
J3.3J13.4
J3.5
019233
24

Tema 2.4. Kputepuu 3amuiieHHOCTA KOM-
MBIOTEPHBIX cUCTeM. JInTieH3upoBaHue u
ceprudukanus Ub /Jlex/

OIIK-3.1
OIIK OC-
10.1

J1.1J11.2
JI1.3J12.1
J2.2
JI2.3J13.2
JI3.3J13.4
J3.5
019233
24

Tema 2.4. Kpurepun 3aliiIeHHOCTH KOM-
MBIOTEPHBIX cUCTeM. JInIieH3upoBaHue u
ceprudukanus Ub /Tlp/

0,5

OIIK-3.1
OIIK OC-
10.1

J1.1J11.2
JI1.3J12.1
2.2
J12.3J13.2
J3.3J13.4
J3.5
019233
24

Tema 2.4. Kputepuu 3amumeHHOCTA KOM-
IBIOTEPHBIX cucTeM. JIneH3upoBaHue u
cepruduxauus Ub /Cp/

OIIK-3.1
OIIK OC-
10.1

J1.1J11.2
JI1.3J12.1
J2.2




J12.3J13.2
JI3.3J13.4
JI3.5
019233
24

Tewma 2.5. MexnyHapoansie ctanaaptsl Ub.

COBIT /JIex/

OIIK-3.1
OIIK OC-
10.1

J1.1J11.2
JI1.3J12.1
J2.2
J12.3J13.2
JI3.3J13.4
JI3.5
019233
24

Tema 2.5. MexnyHnapoansie ctanaaptsl 1b.

COBIT /Ip/

0,5

OIIK-3.1
OIIK OC-
10.1

J1.1J11.2
JI1.3J12.1
2.2
JI2.3J13.2
J3.3J13.4
J3.5
213233
24

Tema 2.5. Mexaynapoansie ctanaaptel Ub.

COBIT /Cp/

0,5

OIIK-3.1
OIIK OC-
10.1

JI1.1J11.2
JI1.3J12.1
2.2
J12.3J13.2
J13.3J13.4
J3.5
019233
24

Tema 2.6. [IpakTHuecKkue acmeKThl
6e3onacuoctu UC /Jlex/

OIIK-3.1
OIIK OC-
10.1

JI1.1J11.2
JI1.3J12.1
2.2
JI2.3J13.2
JI3.3J13.4
J3.5
019233
24

Tema 2.6. [IpakTrdeckue acmeKThI
6e3onacuoctu UC /TIp/

0,5

OIIK-3.1
OIIK OC-
10.1

J1.1J11.2
JI1.3J12.1
J2.2
JI2.3J13.2
J3.3J13.4
J3.5
019233
24

Tema 2.6. IIpakTHuecKkue acreKThl
oe3omacuoctu UC /Cp/

0,5

OIIK-3.1
OIIK OC-
10.1

J1.1J11.2
JI1.3J12.1
2.2
J12.3J13.2
J3.3J13.4
J3.5
919233
24

Tema 2.7. O0ecnieuenne 6e3omacuoctu OC.
BesonacHocts MS /JIex/

OIlK-3.1
OIIK OC-
10.1

J1.1J11.2
JI1.3J12.1
J2.2
J12.3J13.2
JI3.3J13.4
J3.5




510233
4

Tema 2.7. O0ecnieuenne o6e3omacuoctu OC.
Bbezonacnocts MS /Tlp/

0,5

OIIK-3.1
OIIK OC-
10.1

J1.1J11.2
JI1.3J12.1
J2.2
J12.3J13.2
JI3.3J13.4
JI3.5
019233
24

Tema 2.7. O0ecnieuenne o6e3omacuoctu OC.
Bezomacunocts MS /Cp/

OIIK-3.1
OIIK OC-
10.1

J1.1J11.2
JI1.3J12.1
J2.2
JI2.3J13.2
J3.3J13.4
J3.5
0109233
24

Paznen 3. Kpunrorpaguueckue MeToAbI 321U ThI
uHpopmanuu

Tema 3.1. Kpunrorpaduueckue METOIbI 3aIIUTHI
nHpopmarun. Kimaccuduxanus
KpuUnTOorpadhnIecKuxX METOAOB 3alIuTHI. /JIex/

OIIK-3.1
OIIK OC-
10.1

J1.1J11.2
JI1.3J12.1
J2.2
J12.3J13.2
J3.3J13.4
J3.5
013233
24

Tewma 3.1. Kpunrorpaduueckue METOIBI 3aIIUTHI
nHpopmarmn. Knaccudukanms
KpHUnTorpaduIecKux MeTo/10B 3auThl. /T1p/

0,5

OIIK-3.1
OIIK OC-
10.1

JI1.1J11.2
JI1.3J12.1
2.2
JI2.3J13.2
JI3.3J13.4
J3.5
019233
24

Tema 3.1. Kpunrorpadguueckue METO/IbI 3aIIUTHI
nHpopmarun. Kimaccuduxanus
KpUnTorpaduuecKux MeToa0B 3amuThl. /Cp/

OIIK-3.1
OIIK OC-
10.1

J1.1J11.2
JI1.3J12.1
J2.2
JI2.3J13.2
J3.3J13.4
J3.5
019233
24

Tema 3.2. CuMMeTpUYHbIC KPHIITOTpapUUECKHIE
anroputmsl /Jlek/

OIIK-3.1
OIIK OC-
10.1

J1.1J11.2
JI1.3J12.1
J2.2
JI2.3J13.2
J3.3J13.4
J3.5
019233
24

Tema 3.2. CumMeTprUHbIe KpUIITOrpaduuecKue
anroputmsl /T1p/

OIIK-3.1
OIIK OC-
10.1

J1.1J11.2
JI1.3J12.1
2.2
J12.3J13.2




J3.3J13.4
JI3.5
0109233
24

Tema 3.2. CuMMeTpUIHBIE KpUITOTpapUICCKUE
anroputmsl /Cp/

OIIK-3.1
OIIK OC-
10.1

J1.1J11.2
JI1.3J12.1
J2.2
JI2.3J13.2
J3.3J13.4
J3.5
0109233
24

Tema 3.3. AcuMMeTpUyHbBIE
Kpurrrorpadudeckue aaropuTMel /JIex/

OIIK-3.1
OIIK OC-
10.1

J1.1J11.2
JI1.3J12.1
2.2
J12.3J13.2
J3.3J13.4
J3.5
213233
24

Tema 3.3. AcummeTpUUHBIE
Kkpunrorpapuieckue anroputmsl /I1p/

OIIK-3.1
OIIK OC-
10.1

JI1.1J11.2
JI1.3J12.1
2.2
J12.3J13.2
J13.3J13.4
J3.5
019233
24

Tema 3.3. AcumMmMeTpuyHbIe
Kkpunrorpapuieckue anroputmsl /Cp/

OIIK-3.1
OIIK OC-
10.1

J1.1J11.2
JI1.3J12.1
J2.2
J12.3J13.2
J3.3J13.4
J3.5
019233
24

Tewma 3.4. Lludpoast 31eKTpOHHAS MTOAITUCH
(BUIT). /Jlex/

OIIK-3.1
OIIK OC-
10.1

J1.1J11.2
JI1.3J12.1
2.2
JI2.3J13.2
JI3.3J13.4
J3.5
019233
24

Tema 3.4. Lludporast 371eKTpOHHAS MOIUCH
(OUIT). MIp/

OIIK-3.1
OIIK OC-
10.1

J1.1J11.2
JI1.3J12.1
J2.2
J12.3J13.2
JI3.3J13.4
J3.5
019233
24

Tema 3.4. Lludporast 371eKTPOHHAS MOIMUCH
(OUIT). /Cp/

OIIK-3.1
OIIK OC-
10.1

J1.1J11.2
JI1.3J12.1
J2.2
JI2.3J13.2
JI3.3J13.4
JI3.5
019233




24

Tema 3.5. Texnosnoruu ayreHtudukaun. /Jlex/

OIIK-3.1
OIIK OC-
10.1

J1.1J11.2
JI1.3J12.1
J2.2
JI2.3J13.2
J3.3J13.4
J3.5
0109233
24

Tema 3.5. Texnonoruu ayreHTudukanuu. /IIp/

OIIK-3.1
OIIK OC-
10.1

J1.1J11.2
JI1.3J12.1
2.2
J12.3J13.2
J3.3J13.4
JI3.5
0109233
24

Tewma 3.5. Texnonoruu ayrentudukamnuu. /Cp/

OIIK-3.1
OIIK OC-
10.1

JI1.1J11.2
JI1.3J12.1
2.2
J12.3J13.2
J3.3J13.4
J3.5
019233
24

/Konc/

OIIK OC-
10.1

J1.1J11.2
JI1.3J12.1
J2.2
J12.3J13.2
J3.3J13.4
J3.5

Paznen 4. Uupopmanunonnas 6esonacuocts UC u
ceTeit

Tema 4.1. [IpoGiembl HHGOPMATMOHHOH
OesomnacHocTH cereit /Jlex/

OIIK-3.1
OIIK OC-
10.1

J1.1J11.2
JI1.3J12.1
J2.2
JI2.3J13.2
J3.3J13.4
J3.5
019233
24

Tema 4.1. [IpoGiembl HHGOPMAITMOHHOM
oe3omacHoctu cerei /I1p/

OIIK-3.1
OIIK OC-
10.1

J1.1J11.2
JI1.3J12.1
J2.2
JI2.3J13.2
J3.3J13.4
J3.5
019233
24

Tema 4.1. IIpoGiembl HH)OpMALTMOHHOM
oesomacHoctu cereit /Cp/

11

OIIK-3.1
OIIK OC-
10.1

J1.1J11.2
JI1.3J12.1
2.2
J12.3J13.2
JI3.3J13.4
J3.5
019233




24

Tema 4.2 YTpo3sl W YS3BUMOCTH TIPOBOJHBIX
KOpIopaTuBHBIX ceteid /JIex/

OIIK-3.1
OIIK OC-
10.1

J1.1J11.2
JI1.3J12.1
J2.2
JI2.3J13.2
J3.3J13.4
J3.5
0109233
24

Tema 4.2 Yrpo3el W yS3BUMOCTH TPOBOJHBIX
KopropaTuBHEIX ceteit /I1p/

OIIK-3.1
OIIK OC-
10.1

J1.1J11.2
JI1.3J12.1
2.2
J12.3J13.2
J3.3J13.4
JI3.5
0109233
24

Tema 4.2 Yrpo3pl U YSA3BUMOCTH HPOBOJHBIX
KopropatuBHbIx ceteid /Cp/

OIIK-3.1
OIIK OC-
10.1

JI1.1J11.2
JI1.3J12.1
2.2
J12.3J13.2
J13.3J13.4
J3.5
019233
24

Tema 4.3. TexHOJIOTrU 3aILUTHI MEXKCETEBOTO
oOMeHa naHHbIMU. bpanamayapel. /Jlek/

OIIK-3.1
OIIK OC-
10.1

J1.1J11.2
JI1.3J12.1
J2.2
JI2.3J13.2
J3.3J13.4
J3.5
213233
24

Tema 4.3. TexHOJIOTUSA 3aLIUTHI MEKCETEBOTO
oOMeHa nanHeiMU. bpanamayaper. /I1p/

OIIK OC-
10.1

J1.1J11.2
JI1.3J12.1
2.2
JI2.3J13.2
J13.3J13.4
J3.5
019233
24

Tema 4.3. TexHOJIOTH 3aIUTEI MEKCETEBOTO
oOmeHa jaHHbBIMH. bpanamayspel. /Cp/

OIIK-3.1
OIIK OC-
10.1

J1.1J11.2
JI1.3J12.1
J2.2
J12.3J13.2
J3.3J13.4
J3.5
019233
24

Tema 4.4. Texuonoruu VPN. /Jlex/

OIIK-3.1
OIIK OC-
10.1

J1.1J11.2
JI1.3J12.1
J2.2
JI2.3J13.2
JI3.3J13.4
JI3.5
919233
24

Tewma 4.4. Texnonoruu VPN. /I1p/

OIIK-3.1
OIIK OC-

J1.1J11.2
JI1.3J12.1




10.1

2.2
JI2.3J13.2
JI3.3J13.4

J3.5
019233

24

Tewma 4.4. Texnonoruu VPN. /Cp/

11

OIIK-3.1
OIIK OC-
10.1

J1.1J11.2
JI1.3J12.1
2.2
J12.3J13.2
J3.3J13.4
JI3.5
0109233
24

Tema 4.5. b B ceTsax. IHTEpHET 6€30MMaCHOCTH
Crex nporokonoB TCP/IP /Jlex/

OIIK-3.1
OIIK OC-
10.1

J1.1J11.2
JI1.3J12.1
J2.2
J12.3J13.2
J13.3J13.4
J3.5
019233
24

Tema 4.5. UB B cetsax. UaTepHeT 6e30macHOCTb
Crex nporokonoB TCP/IP /Ip/

OIIK-3.1
OIIK OC-
10.1

J1.1J11.2
JI1.3J12.1
J2.2
J12.3J13.2
J3.3J13.4
J3.5
213233
24

Tewma 4.5. Ub B cersax. UnTepHeT 0€30macHOCTh
Crek mpotoxomnos TCP/IP /Cp/

OIIK-3.1
OIIK OC-
10.1

JI1.1J11.2
JI1.3J12.1
2.2
JI2.3J13.2
JI3.3J13.4
J3.5
019233
24

Pazgen 5. OcoGennocTH 32Tl HHPOPMALIMH HA
ypoBHsix Mmoaeau OSI

Tewma 5.1. 3ammra uHpOpMaHH B
KOMITBIOTEPHBIX CETSX. 3alllMTa Ha KaHAJIbHOM U
ceaHCcoBOM ypoBHe. /JIek/

OIIK-3.1
OIIK OC-
10.1

J1.1J11.2
JI1.3J12.1
2.2
JI2.3J13.2
J3.3J13.4
J3.5
919233
24

Tewma 5.1. 3ammra uHpOpManMK B
KOMITBIOTEPHBIX CETSX. 3alUTa Ha KaHAIEHOM H
ceaHcoBoM yposHe. /IIp/

OIIK-3.1
OIIK OC-
10.1

J1.1J11.2
JI1.3J12.1
J2.2
JI2.3J13.2
JI3.3J13.4
JI3.5
019233
24




Tewma 5.1. 3ammra uHpOpMaHK B 6 9 OIlK-3.1 | JI1.1JI1.2 0

KOMITBIOTEPHBIX CETSAX. 3alTuTa Ha KaHATHHOM U OIIK OC- | JI1.3J12.1

ceaHcoBOM ypoBHe. /Cp/ 10.1 J2.2

J12.3J13.2

JI3.3J13.4
JI3.5

2139233

24

Tema 5.2. 3amuTa Ha CETEBOM YPOBHE — 6 2 OIlK-3.1 | J1.1J11.2 0

npotokon [PSec. MudpacTpykTypa 3amuTsl Ha OIIK OC- | JI1.3J12.1

NpUKJIagHOM ypoBHe /JIex/ 10.1 J2.2

J12.3J13.2

JI3.3J13.4
J3.5

013233

24

Tema 5.2. 3amura Ha CETEBOM ypOBHE — 6 4 OIIK-3.1 | JI1.1J11.2 0

npotokon [PSec. UadpacTpykTypa 3amuTsl Ha OIIK OC- | JI1.3J12.1

npukiagHoM yposae /I1Ip/ 10.1 J2.2

J12.3J13.2

J3.3J13.4
J3.5

313233

24

Tewma 5.2. 3ammra Ha CETEBOM ypOBHE — 6 9 OIIK-3.1 | JI1.1JI1.2 0

npotokon [PSec. MadpacTpykTypa 3amuTs! Ha OIIK OC- | JI1.3J12.1

npukiIanaHoM yposHe /Cp/ 10.1 J2.2

J12.3J13.2

JI3.3J13.4
JI3.5

019233

24

/Konc/ 6 2 OIIK OC- | JI1.1JI1.2 0
10.1 JI1.3J12.1
J2.2
JI2.3J13.2
J3.3J13.4
J3.5

PA3JIEJI 3. OBPA3OBATEJIBHBIE TEXHOJIOI'H

B nporiecce ocBOSHMS AUCIMIUIMHBI UCTIONIB3YIOTCS CIIEAYIOIINE 00pa3oBaTeNbHbIE TEXHOIOTHH: JICKITUH

(JD, mpaxtuaeckue 3anstus (I1P), camocrositensHas padota cryneHToB (CP) 110 BHITOTHEHUIO PAa3IMYHBIX BUIIOB
3aIaHUN.

1. B poriecce ocBoeHMs TUCIUTUIMHBI UCTIONIB3YIOTCS CIIEAYIOIINE HHTEPAKTUBHBIE 00pa30BaTEIbHBIC TEXHOIOTHH:
npo6iemuas nexius (I1JT). JIeknuuoHHBI MaTepran peacTaBieH B BUJIE clai-pe3eHTanuu B popmate «Power
Point». [{st HATIATHOCTH KCIIONIB3YIOTCS MAaTEPHAIBI PA3IMYHBIX HAYYHBIX M TEXHIYECKUX HKCIIEPUMEHTOB,
CIIPaBOYHBIX MaTePUANIOB, HAYYHBIX CTaTel T.1. B Xoe nekuun npeaycMoTpeHa o0paTHas CBS3b CO CTYICHTaMH,
AKTUBU3HUPYIOLIHE BOIIPOCHI, POCMOTP U 00Cyx)IeHre BuieoPpriabMoB. [Ipu poBeieHnH JISKITUIA UCTIONB3YeTCs
po0JIEeMHO-OPUEHTHPOBAHHBIN MEXTUCIIMTUTMHAPHBIN ITOJIXO/1, TIPEAIIONAratoIINi TBOPUYECKHE BOIPOCH U CO3/IaHUE
JIUCKYCCHOHHBIX CUTYAITH.

2. Ilpu U3N0KEHUN TEOPETUIECKOTO MaTepHala UCTIONB3YIOTCS TAKHE METO/IbL:

— MOHOJIOTHYECKHI;

— MOKa3aTeNbHBIH;

— TUAJIOTUYECKHIA,

— 3BPUCTUYECKHH;

— HCCIIEI0BATEIIbCKHIA;

— npo0JIEeMHOE U3JI0KEHHE.

3. Ucnonb3yroTcs crnenyronye IpUHITUIB AUTAKTUKA BBICIISH IITKOJTBI:




— IMOCJIEZI0BATEIFHOCTh OOYUCHUS;

— CUCTEMAaTUYHOCTh O0Y4CHHUSI;

— IIOCTYITHOCTH OOyYCHHS;

— MPUHIIKI HAYYHOCTH;

— MPUHIIKITEI B3aUMOCBSI3H TSOPUH U TTPAKTHKH;

— MPUHIIMIT HATJISTHOCTH U JIp.

B koHIIe KaX01 JIEKITUH MPEAYCMOTPEHO BPEMS JUIsSi OTBETOB Ha MPOOIEMHBIE BOIIPOCHI.

4. CamocTrosTenbHas padoTa npegHa3HavueHa I BHEAYIUTOPHOU PabOTHI CTYICHTOB, CBS3aHHOM C
KOHCIICKTHPOBAHHEM UCTOYHHUKOB, yYCOHOTO MaTepHalia, U3y4eHHUEM JIOTIOTHUTEIBHOMN JINTEPATyPhI MO JTUCIUILINHE,
MIOJITOTOBKOM K TEKYIIIEMY U CEMECTPOBOMY KOHTPOJIO, & TAKXKE BHIMOJIHEHUEM HHAWBUAYAILHOTO 3a/1aHus B (hopMe
pedepara, acce, mpe3eHTaluH, IMIIMPUIECKOTO UCCIICAOBAHNSI.

PA3JIEJ 4. YYHEBHO-METOANYECKOE U MATEPUAJIBHO-TEXHUYECKOE

OBECIHIEYEHMUE JUCHUIIVINHBI

4.1. Pexomenayemasi Jureparypa

1. OcHoBHas JIMTEpaTypa

ABTOpBI, 3arnaBue W3parensctBo, rox
JI1.1 |bananoB A.H. Kommekcnas nadopmannonnas 6ezomacHocTs (400 c.) WznarensctBo "Jlanp", 2025
JI1.2 | Bornapenko U.C. HNudopmarmonnas 6e30macHoOCTh (254) Jlans, 2023
Cemnuactaenii NI
JI1.3 | Tecnenko N.b. Nudopmarmonnas 6e30macHOCTh: Y4uebHoe mocooue Jlans, 2023

Cemuuactabeid M.J1.

(212 ¢.)

2. lonoiHUTEIbHAS JTUTEPATYPA

ABTODBIL, 3armaBue UznarenscTBO, TON
JI2.1 |ITapTeika T.JL. HNudopmarmonnas 6e30macHOCT: Y4uebHoe mocooue Mocksa : DOPYM :
Cemuuactaerit MJI. [(432 ¢.) HMH®PA-M, 2021
JI12.2 |Ilomos U.B. HNudopmarmonnas 6e3onacHocTs: [paktukym (90 c.) Camapa : Camapckuit
Cemunyactasriii N.JL. IOpUINYECKUN UHCTUTYT
®CHH Poccun, 2022
JI2.3 |Pauenko T. A. HNudopmarmonnas 6e30macHOCTh: YuebHo-MeTonudeckoe |, 2024

Cemuuactabid M.J1.

mocodbue (135¢c¢.)

3. Metoauyeckue pa3padoTku

ABTOpBI,

3arnaBue

H3maTenscTBO, IO

JI3.1 | Cemuuactabiid U.J1.

Cemuuactaeid M.J1.

Pabouas mporpamMma no yueOHOMN TUCIUTLINHE
«MHpopmannonHas 6€30MacCHOCTbY I 00YJaroIXCs 3
Kypca oOpa3oBaTeNIbHOM pOrpaMMbl OakanaBpuaTa
HanpasneHus noarotoBku 9.03.03 «llpuknagnas
UH(POpPMATHKA» OYHOW/3209HON (OopM 00yUeHHUs / COCT.
N.JI. Cemuuactasiii. — [Iporokon 3acemanus kadeaps
nHpOpMaMoHHbIX TexHomoruit Ne 9 ot 20.04.2023 r:
Pa6ouas mporpamma (27 c.)

Honenk :IOHAYUI'C,
2023

JI3.2
N.JI. CemuuacTHBII

KoncnekT nekiuii 1o y4eOHOM JUCTIUITITNHE
«MuapopmanronHast 6€30IaCHOCTHX» (ISl CTYACHTOB
HarpasieHus noarorosku 09.03.03 IlpuknagHas
unpopmatuka) .- I[Iporokon 3acemnanus kadeapbl
nHpOpMaMoHHBIX TexHomoruit Ne9 ot 20.04.2023 1
Koncnekr nekruii (147 c.)

Honenx: JOHAVYUI'C,
2023

JI3.3
N.JI. CemuuacTHBII

MeTtoandeckne peKOMEHAAINH AJISl IPOBEACHUS
NPaKTUYECKUX 3aHATUH 10 y4eOHOU AMCLUILTHE
«MudpopmannonHas 6€30MacHOCTBX» (IS CTYICHTOB
HampasieHus noaroroBku 09.03.03 Ilpukmagaas
uHpopmatuka) .- Ilporokon 3acemanus kadeapsl
nHPOpMaMoHHBIX TexHomoruit Ne9 ot 20.04.2023 r:
Metoandeckue pekoMmenaauu (35 c.)

Honenx: JOHAVYUI'C,
2023

JI3.4

MeTtonuueckrue peKOMEHIAIMNU I CAMOCTOSITEIbHOMN

Honernx IOHAYUI'C,




ABTOpBHI, 3arnaBue HznaTenscTBO, TON

N.JI. CeMuyacTHbI# |paOOTHI CTYACHTOB IO YICOHOM TUCIMILIINHE 2023
«HbopmanmonHas 6€30IacCHOCTEX» (TSI CTYACHTOB
HanpasneHus noarotoBku 09.03.03 [puxiagnas
uHpopmatuka) .- Ilporokon 3acemanus kadeaps
nH(DOpMaITMOHHBIX TexHooTHii Ne9 ot 20.04.2023 1
Mertoandeckue pekoMeHmauu (28 c.)

JI3.5 WunuBuayansHble 3aJaHUS TSI CAMOCTOSTETbHOM Honenx: JOHAYUI'C,
N.JI. CemuuacTtHbli | paboThI 0 yueOHoM quctmuinae «MHpopManronHas 2023

0€30MacHOCTEX» (M1 CTYICHTOB HAIPaBIICHUS
nonroroku 09.03.03 Ipuknagnas nHpopMaTHKa) .-
IIpoTokon 3acemanus kadenpsl HHGOPMAITHOHHBIX
texaonoruit Ne9 ot 20.04.2023 r: aauBuayanbHbIe
3amanus (87 c.)

4.2. [lepeyeHb pecypcoB
HHGPOPMANIMOHHO-TEJIEKOMMYHUKAIIMOHHO# ceTH "WHTepHeT"

31 | 2bC SHAHUYM» https://znanium.ru/

o | Hayunas snexrponnas 6ubmuoreka «KubepJlennnkar https://cyberleninka.ru/
33 |9bC «JIAHb» https://e.lanbook.com/
34 | 9BC «SOCHUM» https://sochum.ru/

4.3. IlepeyeHb NPOrpaMMHOI0 o0ecneYeHust

JIunieH3UOHHOE ¥ CBOOOTHO PacpOCTpaHsIeMOe MNPOrpaMMHOE 00eCIICUeHHE, B TOM YHCIIC OTEUSCTBEHHOTO
MPOM3BOICTBA!

JlunieH3MOHHOE B CBOOOTHO pacpocTpaHsIeMoe IporpaMMHoe 00ecrieueHne, B TOM YUCIIe

OTEYECTBCHHOTO MPOU3BO/ICTBA!

JIuneH3uOHHOE ¥ CBOOOTHO pacpOCTpaHsIeMOe MPOrPaMMHOE O0ecIieUeHIEe, B TOM YHCIIe OTEYCCTBEHHOTO
MPOM3BOICTBA!

- Libre Office (inuen3us Mozilla Public License v2.0.)

- 7-Zip (munen3us GNU Lesser General Public License)

- AIMP (auuensust LGPL v.2.1)

- STDU Viewer (freeware for private non-commercial or educational use)

- GIMP (numensuss GNU General Public License)

- Inkscape (iuniensuss GNU General Public License).

4.4. IllpodeccuonajibHble 0a3bl JAHHBIX U MH(OPMALMOHHBIE CIIPABOYHbIE CHCTEMbI

He HCIIOJIB3YCTCA

4.5. MaTtepuajibHO-TeXHHYeCKoOe o0ecneyeHne JHCUMIINHbI

s mpoBeneHnst yueOHbIX 3aHATHH, IPEIYCMOTPEHHBIX 00pa30BaTeIbHON NPOrpaMMON, 3aKpeIlICHbI
ayJIUTOPUH COTJIACHO PACTIMCAHUIO YUEOHBIX 3aHSTHIA:

pabodee MeCTO IpernoaaBaTelis, ocaJ0YHbIe MECTa 110 KOJIIMUECTBY 00yUaroIIXCs, J0CKa MEJIOBas,
NEePCOHANBHBINA KOMIIBIOTED C JIMLEH3UPOBAHHBIM ITPOTPAMMHBIM OO€CIIeueHIEeM OOLLET0 Ha3HAUEHHUS,
MYJIbTUMEIMIHBIN IPOEKTOP, IKPaH, MHTEPAKTUBHAS TAHEb.

PA3JIEJI 5. POHJI OHEHOYHBIX CPEJICTB

5.1. KoHTpoJbHBIE BONPOCHI M 3aJaHUS

1. MUudopmalionHas BoHa KaK yrpo3a HHGOpMaIMOHHON 0€30M1aCHOCTH HAIIMOHAILHOTO YPOBHS
2. OOBEKTHI B CyOBEKTHl MH()OPMAIIMOHHOTO MPOCTPaHCTBA. [IpuMephl.

3. CyObexTbl HHPOPMAMOHHBIX OTHOLUICHUH U UX HHTEPECHI.

4. Tpu ypoBHs yNpaBieHUs NOJIUTUKON O€30IIaCHOCTH Ha MPEIIPUSTHH.

5. BapuaHThI TOCTPOEHNS BUPTYaJIbHBIX 3AIINIICHHBIX KaHAIOB.

6. IlonsTre «Mozeny 3I0yMbIIUIEHHNKa. [IpuBecT mpuMepsl.

7. KonpunennuanpHocTh nHGopMarmu. CriocoOs! odecrieueHus KOH(DHUISHIIMATLHOCTH HHQOPMAIIUU B
OpTraHHU3aIHH.

8. IlpakTHueckue MeTobl ayTeHTU(UKAILINH, HCITOJIb3YEMbIE B HACTOSIIIEE BPEMS

9. Knnaccuduxanus KaHajIoB IPOHUKHOBEHUSI B CUCTEMY M YTEUKH HH(POPMaLUU

10. [Nonutrka uHGOPMALIMOHHON OE30MaCHOCTH OPraHU3aLIH.

11. Coneprxanue MOJMTHKHA OE30MACHOCTH OPTaHU3aIHH.




12. OnpenencHue nHOPMAITUOHHOM OE30MTACHOCTH U €€ COCTaBIISIOIINE.

13. IIpuunHbI pOCTa KOMIIBIOTEPHON IpecTynHOCTH. KoMIbloTepHbIE PECTYIIEHNS IPOTUB FOCYIapCTBEHHBIX
U O0LIECTBEHHBIX UHTEPECOB.

14. KntoueBble kaTeropuu (MOHATHS) 0€30MAaCHOCTH 1 UX B3aUMOCBs3b B cooTBeTcTBUM ¢ [[OCT P UCO/MDOK
15408-1-2008.

15. Knmaccuukarms BpeTIOHOCHBIX IPOTPaMM.

16. CurnarypHbie MeTOABI OOHapyKeHus BpenorocHoro [10.

17. IlpoakTiBHBIE MeTOABI 00HapyKeHus BpegoHocHoro [10.

18. TenneHIMH pa3BUTHS COBPEMEHHBIX AHTUBUPYCHBIX ITPOTPaMM

19. Mogynu 1 pexuMBbl pabOThl COBPEMEHHBIX AHTUBUPYCHBIX IMPOTPAMM.

20. Monens aBromatuzupoBanHoi cuctemsl (MC) u TITel BUpYCHBIX yrpo3 6e3onacHoctu MC ais ee
Pa3IUYHBIX YPOBHEM.

21. 3amura nepumeTpa ceti MC mpeanpusThs ¢ TOMOIIBI0 MEeXKCETEBIX dKpaHoB (MCD)

22. 3ammra UC npennpusaTis Ha ypoBHE pabovnX CTAHINI ITOJIb30BaTENIEH U CEPBEPOB.

23. Mopnenb HapyLIUTEIsl aHTUBUPYCHON 6€30macHOCTH. PexoMeHIyeMble METOIbI 3alUThI AJIS KIIACCOB
HapYLIUTENIEH.

24. TenneHIMN pa3BUTHA COBPEMEHHBIX aHTHBUPYCHBIX POrpaMM

25. 3ammrta HHPOpPMAINK Ha YPOBHE KOPIOPATHBHON CETH TPEAIPUATHSI.

26. TexHuueckre KaHAJbl yTEYKH HHPOPMAIMH. 3alInTa OT yTeueK HHPOPMAIH N0 TEXHHYECKUM KaHajlam
27. Moaynu 1 peKuMBbl pabOTHl COBPEMEHHBIX aHTHBHPYCHBIX IPOTPaMM.

28. Mogens apToMaTu3upoBaHHo# crcteMbl (MC) u Tunsl BupycHbBIX yrpo3 6ezonacHoctr UC s ee
Pa3INYHBIX YPOBHEH.

29. 3amura MC npennpusiTis Ha ypoBHE pabounX CTaHIUH MOJIB30BATENICH H CEPBEPOB.

30. Mozenp HapyIIUTENs aHTUBUPYCHOM 0€301MacHOCTH. PeKOMEHIyeMbIe METOIbI 3aIUTHI JIJIsl KJIIACCOB
HapyLIUTEIEH.

31. 3ammra HHPOpPMAIMA HA YPOBHE KOPIOPATHBHON CETH MPEAIPUATHS.

32. MeTtonrka co3AaHus AEMUINTapU30BaHHBIX 30H B KOPIIOPATUBHOM CETU MPEAIPUATHS

33. 3ammTa HHPOPMAIMH OT YTEUKH TI0 JIEKTPOMATHUTHBIM KaHAIaM

34. TexHuueckre KaHAIIBI YTEUKHA WHPOpMAIHH. 3alIiTa OT yTeueK HHPOPMAINH IO TEXHUIECKIM KaHaJIaM
35. Hanpasnenus obecnieuenus: b npennpusitus. [IpaBoBas u opraHu3anroHHas 3alIuUTa.

36. Texnonorus obecneuenust 6ezonacaoctu UC npu 6ecripoBOJHOM COCTUHEHUH

37. Hanpasnenus obecnieuenus b npeanpustust. @u3ndeckne U OpraHu3aliOHHO-TEXHHYECKUE CPEICTBA
3aLIUTHI.

38. Cucrema oOHapYKECHHUS M IPEAOTBPAIIECHHS BTOP>KEHHIA.

39. Texuonoruu obecneuenus 6ezonacuoctd B OC Windows 7.

40. Crtoco0b! 3amuThl HGOPMAITUN B OpTraHU3aIMH. XapaKTepUCTUKA 3alUTHBIX JeHCTBHI

41. 3ammTa HHGOPMALIMK OT YTEUKH 110 BU3YaJIbHO ONTHYECKUM KaHaJlaM.

42. Crioco0bl 3a1uThl MHHOPMAIIUU B OpraHU3aI[uK. XapaKTePUCTUKA 3alUTHBIX JCHCTBUN

43. Hanpasnenus obecneuenus b npennpustus. [IpaBoBas 1 opraHu3aliioOHHAs 3aIUTA.

44. Texnomnorus obecrieuerns 6e3omacHoctu VC mpu 6ecripoBOIHOM COETHHEHUHT

45. Cucrema oOHapyXeHHUS M NPEAOTBPAILICHHUS BTOP)KEHHUH.

46. Texuonoruu obecrnieueHus 6e3onacHoctd B OC Windows 7.

47. Hanpasnenus obecniedenus: Ub npennpusatus. @uszndeckue U OpraHn3alliOHHO-TEXHUUECKHE CPEICTBA
3aLIUTHI.

48. 3amuTa nHGOPMAIUHU OT YTEUKH IO JIEKTPOMArHUTHBIM KaHajlaM

49. UudopmarronHas 0e3onacHOCTh Ha 0a3e cranaapTa CobiT

50. TepMuHBI 1 OTIpeAETEHHs KpUTITOTpaduu.

51. Kimaccudmkanus Kpunrorpapuieckux alropuTMOB

52. Kputepun 6€301macHOCTH KOMITBIOTEPHBIX cucTeM «OpaHKeBasi KHUTa.

53. Kpunrorpadudeckuii anroput™m Brokenepa. [IpenmMytiecTBa u HEJOCTATKH.

54. TexHonoruu GMOMETPHUUYECKON ayTeHTH(PHUKALIUK MTOJIH30BATES.

55. IlpeumymiecTBa U HEAOCTATKA CUMMETPHUYHBIX aITOPUTMOB MIH(POBAHUS

56. TIlpoGnemsl Oe3onacuocTu IP-cereit

57. Tlopa10K UCTIOJIb30BAHUSI CUCTEM C CUMMETPUYHBIMU KITFOUaMHU.

58. TexHomoruu cTporoi ayreHTU(UKAIMN TOIb30BaTEes.

59. CummerpuyHble anroputMsl mudposanus. [Ipumepsr

60. Crpykrypa 1 QyHKIHOHAILHOCTE cTeka mpoTokosioB TCP/IP ¢ Touku 3peHus uHGOpManOHHOK
Oe3o0macHOCTH.

61. TexHONOTHS UCIIOIBL30BAHUE IEKTPOHHOM U(PPOBOH MOAMHCH.

62. Knaccugukanus MexaHu3MOB ayTeHTH(PUKALMH [TOJIb30BaTeNIeH




63. Knaccugukanus cereir VPN. IIpenmyiectBa npuMenenus texHoioruii VPN.

64. CTpyKTypa OJUTUKH 0€301TaCHOCTH OpTaHU3aIuN

65. IlpenmymecTBa u HEAOCTATKH ACHMMETPHUYHBIX CHCTEM IIH(POBAHUSL.

66. TexHoJOruu BUPTYyaIbHBIX 3amuIeHHBIX ceTeld (VPN). OcHoBHBIE MOHATHS U GyHKUIUHN ceTr VPN
67. Ilopsmok UCTIONB30BAHUS CUCTEM C aCUMMETPUYHBIMU KITFOYaMU

68. IIpoTtokoinbl popMHupOBaHUS 3aUTUIIEHHBIX KaHaoB ceTd VPN Ha ceaHcOBOM ypOBHE

69. IIpobaema nenoctTHOCTH HHMOpMaluu. [IpuMeps! HapyIIeHUS IETOCTHOCTH WH(POPMAITIH

70. OcHoBHBIe BapuaHThl apxuTekTypbl VPN. CpeacrBa obecneuenus 6e3onacHocta VPN.

71. MeToap! 3amuThl ”HPOPMAIMK Ha KAHAILHOM M CEAHCOBOM YPOBHSIX.

72. Metopsl 3anuTa nHpopMaIu Ha ceteBoM ypoBHeE. [Iporokon [PSec

5.2. Tembl NUCbMEHHBIX PadoT

[IuceMeHHBIE PaOOTHI HE IPEAYCMOTPEHBI
5.3. @oHa OLIEHOYHBIX CPENACTB
®DOoH/| OLIECHOYHBIX CPEJICTB AUCHUIUIMHEI "MHpopMamonHast 6e301macHOCT" pa3paboTaH B COOTBETCTBHUH C
JOKaJIhHBIM HOpMaTHBHEIM akToM PI'BOY BO "JIOHAVYUI'C".
®DoHT OIICHOYHBIX CPEICTB TUCITUTLINHEI "'MHpopMannonHas 6e301acHOCTh" B TIOTHOM 00beMe
MPEJCTABIICH B BUJE MPUIOKEHUS K JaHHOMY PIIJI.
TUITOBBIE TECTOBBIE 3AHAHU S JJIA TEKYIIEI'O KOHTPOJIA 3AHAHUSA 3AKPBITOI'O TUITA
Pasznen 1. Texnonoruu u meroabl ooecrneuenus b
3aganue 1
Yro Takoe KOMITBIOTEpHBIE MTpecTyIuieHus1? BoibeprTe MpaBUilbHBINA BapUaHT OTBETa U OOOCHYIHTE €ro.
A. KoMIbIOTepHBIC TIPECTYIICHHS - 3TO UCKIFOYUTEIBHO B3JIOM KOMITBIOTEPOB HPABUTEILCTBEHHBIX OPraHU3aIHi.
b. K pa3psamy KOMOBIOTEPHBIX NPECTYIUICHUN CIIEAyeT OTHECTH Te W3 HHUX, Y KOTOPBIX OOBEKTOM IMPECTYIHOTO
MOCSITaTeNbCTBA sBIseTCs MH(popManus, oOpadaThiBaeMasi W XpaHAIMIAACS B KOMITBIOTEPHBIX CHCTEMaX, a OpYyIUEM
MOCSTaTEeNIbCTBA CIYXKUT KOMITBIOTED.
B. KowmmbroTepHble MpEeCTYIUIEHHST — 3TO yCTAHOBKA HENWIIEH3MOHHOTO TMPOTPAMMHOTO oOecrieueHus] Ha pabodnii
KOMIIBIOTED.
I'. KoMnbroTepHBIC MPECTYIUICHUSI — 3TO JIFOObIE JCHCTBUS, COBEPIIAEMBIC C IIOMOIIBIO KOMIIBIOTEPA, BKIIIOYAsk UTPY B
BUJICOUTPHI M OOIIICHHUE B COITUAIBHBIX CETSIX.
J1. KoMmproTEpHBIE IPECTYIUIEHUS] — 3TO MTOKYIKa HOBOTO 000PYIOBaHUS JIJIsl CBOETO KOMITBIOTEpA.

3ananue 2
Yro Takoe nHpOpMaIMOHHBINH 00beKT? BriOeprTe paBUIIbHBII BapHaHT OTBETA K OOOCHYHTE €ro.
A. HNudpopManroHHBII OOBEKT - 3TO HMCKIIOYUTEIBHO 3allOMHHAIONIEE YCTPOWCTBO JUIS XpaHEHUs WH(OpMaIuH,
Hanpumep, KECTKUH TUCK WK (IIeIIKa.
b. NadopMarimoHHbIii 00BEKT - 3TO TOIBKO TEKCTOBBIN OOBEKT, CO3/TaHHBIH MOJE30BaTEIIEM.
B. NHdopmanmoHHblii 00bEKT — cpezia, B KOTOPOH HH(pOpMaIns CO3AaeTcsl, epenaeTcs, 00pabaThIBacTCs MM XPAHUTCSI.
I'. UadopmMaioHHbIH 00BEKT - 3TO MPOrpamMMa, YIPaBIISoas KOMIIBIOTEPOM, HE COAepKaIIast JaHHBIX.
. UadopMaimoHHbI 00BEKT - 3TO JIF000#1 00BEKT, KOTOPHII MOKHO HAWTH B TTIO0ATBHOM CETH.

3ananue 3
VYrpo3bl uHpOpMaLIMOHHON 6€30IacHOCTH pa30uBarOTCs Ha /iBe Oombiive rpynmsl. Kakue ato rpynmnsl?
A. BuzyaJbHbIE YIPO3BI.
b. EcrecTBennbie (ciiydaiiHbIe) yrpO3HI.
B. HckyccTBeHHBIE YIPO3BI.
I'. DnexTpoMarHuTHBIE YTPO3bI.

J1. 3ByKOBBIE YyTPO3HI.

3ananue 4
OO0ObsICHUTE Ballle IOHUMaHKUE IBYX TPYIII (PaKTOPOB, BIAUSIOIIMX HA BeJCHHE HHPOPMAI[IOHHOW BOMHBI.
1) O0BscHUTE, YTO TAKOE TEXHOJOTUYECKHE (DaKTOPHI, BIHUSIOIINX HA Pa3BUTHE WHGOPMAITMOHHOW BOIHEI.
2) Pa3pscHUTE, YTO TAKOE CONUATBLHO-TIONMUTHUECKUE (DAKTOPHI, BIUSIOMIMX HA Pa3BUTHE HH(POPMAIIMOHHON BOWHBI.

3ananue 5
1) O0BsicHuTE, 4TO Takoe HH(GOPMALMOHHAS 0€30MACHOCTD B IIMPOKOM CMBICIIE.
2) Pa3bsicHuTe, 4TO Takoe Oe30macHoCTh HHPOpMaIyu, To ecth b B 6osiee y3kom cMmbicie.

3amanue 6
1) OO6BsicHUTE, 4TO Takoe KOH(QHUACHIIMATBHOCTh HH(QOpMaINK Kak coctaBHas yacts Ub.




2) Pa3psacHuTe, 4TO TaKOE IEIOCTHOCTh HH(POPMAIMK, KaK cocTaBHas 4acTh Ub.
3) Pa3bsacHUTE, UTO TAKOE JOCTYHMHOCTH HH(OPMAILMH, KaK cocTaBHas 4acTh VB

3ananue 7

1) OOBsicHUTE, YTO TAKOE UACHTU(PHUKALMS CYOBEKTA.
2) PazpsacHuTe, 9TO Takoe ayTeHTA(DUKAIHS CyOBEKTA.
3) PasbsicHUTE, YTO TAKOE ABTOPU3ALIUS CyOBEKTA

3aganue §

1) O6psacHuTE, 9TO O3HAYAET Ipr() JOKYMEHTA «OCOOO0H BaXKHOCTH.

2) PazpscHuTe, 4TO 03HaUYaeT rpu( JOKYMEHTA «COBEPIICHHO CEKPETHOM.
3) PasbsacHuTE, 4TO 03HAYAET TPU( JOKYMEHTA KCEKPETHON.

3anmanue 9

1) OOBsACHUTE, YTO TaKOE KOMMEpUECKas TaiHa.

2) Pa3wsacuuTe, 4TO Takoe npodeccuoHaabHas TaitHa.

3) PasbsacHuUTE, YTO TaKOE IMYHAs TaliHa (EPCOHAIBHBIE JAHHBIE).

3aganue 10
[Iporecc mpoBEpKH MOUTMHHOCTH 00CHX CTOPOH 3TO?

A. JIByxdakTopHas ayTeHTHPHUKALINSI
b. MHorodakropHast ayTeHTUDUKAIHS
B. JIByxcTOpoHSIS ayTeHTHQUKAIISL

I'. Buomerprdeckas ayTeHTH(OUKAIIAS
M. INaponbHas ayTeHTUDUKAIHS

5.4. IlepeyeHb BUIOB OLIEHOYHBIX CPENCTB

YcTHBIH onpoc (KOHTPOJIb 3HAHUHN pazjesnia yaeOHO! JUCIUTLITHE )
CobecenoBanue (caMoCTOsTENbHAS padoTa)
VHmBHayanbHbIE 3a1aHAS

PA3JIEJ 6. CPEACTBA AJAIITAIIUU ITPEIIOJABAHUSA JUCHUIIVIMHBI K
MHNOTPEBHOCTSAM JIML] C OTPAHUYEHHBIMHU BO3MOXKHOCTAMMU 310POBbS

B cirydae He00X0IMMOCTH, 00YYAIOIIMMCS U3 YUCIIa JIUIL C OTPAHUYEHHBIMH BO3MOXHOCTSIMH 310pOBbsI (TI0
3aABJICHUIO 00YYAaOLIErocsl) MOT'YT IPEAJIaraTbCsl OAHU U3 CIECIYIOUINX BAPHAHTOB BOCHIPUATHS HHPOPMALIUH C
YUETOM MX WHAWBUAYAIBHBIX NCUXO()U3NIECKUX 0COOCHHOCTEH:

1) ¢ npuMeHeHneM JIEKTPOHHOTO 00YUYEHHUS U IMCTAaHIIMOHHBIX TEXHOJIOTHH.

2) ¢ MPUMEHEHUEM CIIEUATEHOTO 000PYA0BaHHUS (TEXHUKH) U IPOTPAMMHOTO 00€CTIeYeHHU ST, UMEFOIIIUXCS B
OI'bOY BO "IOHAYUI'C".

B nponecce 00yuenus npu HeoOXOAMMOCTH JUIA JIML ¢ HAPYLICHUSIMH 3PEHNS, CIyXa U OIIOPHO-
JBUraTeIbHOIO alllapaTa IpeoCTaBIsI0TCS CISAYIOIUE YCIOBHU:

- J7IS1 JIUI] ¢ HAPYUICHUSIMH 3PCHUS: Y1eOHO-METOJMUECKIe MaTepHalbl B le4aTHOH GopMe yBeITHIeHHBIM
mpudToM; B hopMe IIEKTPOHHOTO JOKYMEHTa; B (hopMe ayanodaiina (mepeBo yaeOHbIX MaTepraioB B
aynuodopmar); WHAWBUAYaJbHbBIC 3aJaHUS U KOHCYJbTALUH.

- JJIS1 JIUI] C HAPYUICHUSIMH CITyXa: Y9eOHO-METOAMYECKIE MaTepralbl B rieyaTHoi hopme; B hopme
3JIEKTPOHHOT'O JOKYMEHTA; BUAEOMATEPUAIIbl ¢ CyOTUTpaMK; HHIMBULYaJIbHbIC KOHCYJIbTALUHU C IPUBJICUCHUEM
CYpZIOTIepEBOAYMKA; WHANBUAYaJIbHbIE 3aJaHNsI 1 KOHCYJIbTalKH.

- IS JIUI] C HAPYUICHUSIMH OITOPHO-JIBUTATENILHOTO anlapara: yaeOHO-MEeTOINIeCKHEe MaTepUalIbl B

nedaTHoit Gopme; B (hopMe AIIEKTPOHHOTO JJOKYMEHTa; B hopMe ayauodaiina; HHANBUAYyATbHBIE 3aIaHHs 1
KOHCYJIbTAILNH.

PA3ZJIEJ 7. METOANMYECKHUE YKA3ZAHUA JJIS OBYUYAIOHIUXCA ITIO YCBOEHUIO
JNCHUIIVINHbI

AynuTOopHBIE 3aHATHS 110 qucuuIuiuHe "MHpOopMalnOHHBIE CUCTEMBI M TEXHOJIOTUU" IPOBOASTCS B (POPME JIEKLIMOHHBIX
W MPaKTUYeCKuX 3aHATHH. Ha JEeKIMOHHBIX 3aHATHAX, COTJIACHO Y4eOHOMY IUIaHY IUCHHMIUIMHBI, OOYyYaroIIuMcs




MpenyIaraeTcst pacCCMOTPETh OCHOBHBIE TeMbI Kypca. CTyAEHTY TpeJiiaraeTcsi y4acTBOBATh B AWAJIOTE C IPENoJaBaTelieMm,
B X0JI¢ KOTOPOTO MOT'YT 00CYKJIaThCSI MOMEHTBI, aKTyalbHBIC JIJIs €r0 OYAyIei MPaKTHUECKON JIESITeTbHOCTH; OH MOXKET
BBICKa3aTh CBO€ MHEHHE ITOCJIE COIMOCTaBICHHS Pa3HBIX (PAKTOB W Pa3HOOOPA3HBIX TOUEK 3peHUsS Ha HuxX. K umcmy
BOXHEHIINX YMEHWH, SBISIONIMXCA HEOThEMJIEMOH YacThIO YCIENIHOTO Y4eOHOTO MpOoIecca, OTHOCHUTCS YMCHHE
paboTaTh ¢ Pa3NIUYHBIMHU JTUTEPATYPHBIMH HCTOUYHUKAMH, COIEP)KaHNE KOTOPBIX TaK MM MHAYE CBI3aHO C M3ydaeMOi
mucturinHON. [loAroToBKy K 10001 TeMe Kypca peKOMEH TyeTCsl HAauMHATh C N3yUeHHS TPE3eHTAlMOHHBIX MaTePHAIIOB
WK y4eOHOW JMTEpaTyphbl, B KOTOPHIX JAETCSA CHUCTEMATH3UPOBAHHOC W3JIOKEHHE MaTepuaia, Pa3bsCHICTCS CMBICT

DA3HEIX TENMUHOB W COOOMMMaeTcs 00 MIMEHEHNUSX B TTOMXOMAX K WIVHEHWI) TEX WITW WHKLIX TMNOONEM TAaHHOTO Kvhca.
NI y'-IC6H01>i JIMTCPATYpPbl, B KOTOPLIX HOACTCA CHUCTEMATU3UPOBAHHOC U3JIOKCHUC MaTcpualia, pa3bACHACTCA CMBICIT

Pa3HBIX TEPMHHOB M COOOIIACTCS 00 M3MEHEHUSAX B MOAXOJaX K MU3YyUEHHWIO TE€X WJIM MHBIX MPOOJEM JaHHOTO Kypca.
Meromuveckne ykKazaHUS 10 OpPraHMU3AldH CaMOCTOATENbHON paborel CamocTrosTenpHas paboTa MO AUCHUIUIHHE
OpTraHW30BaHA B CIIEAYIONINX BUOAX:

. I3YYEHHUE TEOPETUUECKOTO MaTepuaa 1o 3aJaHHOi TeMe;

. aHaJU3 METOJIOB PEIICHU TOCTaBICHHON 3a/1a4H;

. BEITIOJTHEHHE MHINBUIYATbHBIX 33 IaHHI;

. OIICHKA TOCTOBEPHOCTH TIOIYUECHHBIX PE3yIbTaTOB;

. OTUET TMepe]l MPEero1aBaTesieM M0 TEOPETHYSCKON U MPAKTUISCKON YaCTH MHIUBUAYAILHON pabOThI.
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PA3JIEJI 1.
IMACHOPT ®OHIA OHEHOYHbBIX CPEACTB
no aucuuivinie «Mugopmanuonnas
0e30macHOCTb»

1.1. OcHOoBHBIE CBCACHHUA O JUCHUIIINHE

Tabmuma 1

XapakTepHuCTHKa TUCITUIUIMHBI (CBEICHHUS COOTBETCTBYIOT pazaenyPITV /1)

OOpasoBaTenbHas IporpamMma

OakanaBpuar

Hanpasnenue noaroroBku

09.03.03 Ilpuknaanas uadopmaruka

[Tpoduns «[IpuxnagHasuapopMaTUKABYIPaBICHUN
KOPHOpaTUBHBIMU UH(POPMAITMOHHBIMU
crucTeMaMi»
Konnuecto pas3zernos 5
JUCIUTUIAHBI
Yactb 0o0pa3oBaTesbHON b1.0.19
IPOrPaMMBbI

q)OpMBI TCKYIICI'O KOHTPOJIA

NuauBuayanbHbIe 3a4aHUs], YCTHBIN OIPOC,
MMHUCbMEHHBIN ONPOC, TECTOBBIC 3aIAHUS,
pedepart, noknan

llokazamenu Ounas gopma oOyueHus

KonmnuecTBO  3a4€THBIX  €IMHUIL 6
(KpeauToB)

Cemectp 5,6
Oobwan mpyooemkocms (axaoem. 216
uacoe)
Ayoumopnasn KOHMaKmHas 106
paboma:

JIeK1IMoHHbBIC 3aHITHSA o4
[IpakTrueckue 3aHATUSA 48
Koncynpranuu 4
CamocrosiTesibHas padora 83
KontpoJas 27
Dopma NPOMEHCYMOUHOU J1/3a4et, HIK3aMeH

ammecmauyuu




1.2. IlepevyeHb KOMIIETEHIUI ¢ YKa3aHHeM 3TanoB GopMHUPOBaHMSA B
npouecce 0CBOCHUs 00pa3oBaTeIbLHOI MPOrpPaMMBbl.

Hepequb KOMH@TGHHI/Iﬁ N UX 3JICMCHTOB

Tabmuma 2

Komrerenmms

Nupukarop
KOMITETCHIIMH U €T0
dbopmyIHUpoBKa

DJeMeHThI HHAWKATOpa
KOMIICTCHIINH

Nunexc
DJIEMEHT a

[1K-9.2

Y4acTByeT B
opranuzanuu UT
UH(PACTPYKTYpPHI U
yIpaBJICHUH
MH(OPMaAIMOHHOM
0€30MacHOCTHIO

3namov:

1. TUTIOBBIE MPOTPAMMHO-
anmnapaTHbIe CpECTBa U
CUCTEMBI 3aIIUTHI
uHbOopMaIuu oT
HECAaHKI[MOHHUPOBAHHOTO
JOCTyTIa B
KOMITBIOTEPHYIO CPELy.
2. METONBI 3aIUATHI
uHbopMauu B
BBIYHCITUTEIBHBIX
CUCTEMAX U CETSIX.
3. TUIIOBBIE cpencTBa
3aIIATHl THPOPMALIMH B
BBIUYHCITUTEIBHBIX
CUCTEMAX U CETsIX.

[1K-9.2 3-1

[1K-9.2 3-2

[1K-9.2 3-3

Ymemon:

1. ucnosp30BaTh TUMOBBIE
porpaMMHO-anmnapaTHbIe
CpEeACTBA M  CHUCTEMBI
3alIKUThl HHPOPMALIUU OT
HECAHKIIMOHHUPOBAHHOTO
J0CTyIa B
KOMITBIOTEPHYIO CpPELyY.

2. UCTIOJIb30BATh TUIIOBBIE
porpaMMHO-anmnapaTHbIe
CPeACTBA M  CHCTEMBI
3alnuThl HHPOPMAILIUU OT

HapylIeHUs ee
L[EJIOCTHOCTH.

3. UCIIOJIB30BATh METOIBI
3alUThl THGOPMALIVH B
BBIYHCITUTEIBHBIX
CUCTEMAax M CeTsIX.

[1K-9.2 V-1

[1K-9.2 V-2

[1K-9.2 V-3

briaoemes:




Komnerenus

Nuaukarop
KOMITETCHITNH U €ro
dbopmyIHUpoBKa

DneMeHThI HHAWKATOpa
KOMIICTCHIINH

Nunexc
SJIEMEHTa

1. HaBBIKaMU pabOTHI C
METOIaMH ¥ TUIIOBBIMU
CpEICTBAaMU 3aIUThHI
uHpopMaru B
BBIYHCITUTEILHBIX
CUCTEMax M CeTsIX.

2. TUIOBBIMU

[1K-9.2 B-1

MIPOTrpaMMHO-
amnmapaTHBIMU CPEJICTBaMU
oOecrieueHus
JIOCTYITHOCTH
uHpopMaIuu.

3. HaBBIKAMH
HCIIOIB30BaHNS THUIIOBBIX
MIpOrpaMMHO-aINapaTHBIX
CPEIICTB U CHCTEM
3aIIUTHI UHPOPMAITUU OT
HECaHKITMOHUPOBAHHOTO
JIOCTYTIa B
KOMITBIOTEPHYIO CPEy.

I1K-9.2 B-2

I1K-9.2 B-3

Pemaer
CTaHJApTHHIC 3aa4H
npodecCuoHaNTBHOM

NesITeIbHOCTH Ha

3name:

1. HOPMAaTHBHbBIE
MIPaBOBBIC IOKYMCHTHI B
chepe uHpopmMamoHHON
0e301acHOCTH B 00JIaCTH
HH()OPMAITMOHHBIX CUCTEM
U TEXHOJIOTHH.

2. Buael yrpos UC.

3. MeToapl oOecreueHus
MH(}OPMaAIMOHHOM
0e30I1aCHOCTH.

OIlK 3.1 3-1

OIIK 3.1 3-2
OIIK 3.1 3-3

Ymemon:




Kommerenmms

Nuaukarop

KOMIICTCHIIMHU U €T'0

dbopMynupoBka

DneMeHThI HHAWKATOpa
KOMIICTCHIIN

Nunexc
SJIEMEHTa

OIIK-3.1

OCHOBC

UHPOPMAITMOHHOHN U
oubmorpadudeckoit

KYJBTYPBI C
IIPUMEHEHUEM

uH(OpMaIMOHHO-

KOMMYHHUKAIIHOHHBIX
TEXHOJIOTUH U C

y4e€TOM OCHOBHBIX

TpeOOBaHMIA

1. ucosp30BaTh
HOPMAaTHBHBIC IPABOBBIC
JOKYMEHTHI B  c(epe
nH(pOpMaITMOHHOM
0e301acHOCTH B 00JIaCTH
HH(POPMAITMOHHBIX CUCTEM
Y TEXHOJIOTUM 1A
OpraHHu3aluu
uHbOpMaIuu.

2. IPUMEHSTh METO/IBI
aHaJHu3a MPUKJIaTHON
obiacTn Ha
KOHIICTITyaJIbHOM,
JIOTUYECKOM, 51
ANTOPUTMUYECKOM
YPOBHSIX c LIENBIO
BBISIBJICHHS yIpo3

3aIIUTHI

OIIK 3.1 V-1

OIIK 3.1 V-2

Kon
KOMIIETEHIIUNA

dopMynupOBKa
KOMIIETEHIIUU

DJIeMEHTHI KOMIICTEHIINN

HNunexc
JJIEMEHTA

0€e30I1aCHOCTH.

3. pemiatb  CTaHIApPTHBIE
3a/1auu
podheCcCHOHAIBHOM
NEeATeTLHOCTH Ha OCHOBE
UHOOPMAITMOHHOM u
oubmorpapuueckoit
KYJbTYpPBI C
MIPUMEHEHUEM
nH(OPMAIMOHHO-
KOMMYHHUKAITMOHHBIX
TEXHOJIOTUH U C YYETOM
OCHOBHBIX  TpeOoBaHUU
uH(OOPMAITMOHHOM
0€30IacCHOCTH.

OIIK 3.1 V-3

Braoembs:




Nuaukarop
KoMmneTeHIus KOMIIETEHITUU U €T DIeMEHTEI HH/IMKATOPA Hupexc
KOMIICTCHITUH JJIEMEHTa
bopMynupoBKa
1. mexxnyHapoaueimu  u | OIIK 3.1 B-1
OTE€UYECTBCHHBIMH
CTaHJapTaMH B 00JIacTH
oOecrieueHus
0e30MmacHOCTH
WH(POPMAIMOHHBIX CUCTEM
Y TEXHOJIOTHU. OIK 3.1 B-2
2. CTIOCOOHOCTBIO
OJIOKUPOBATHYTPO3BI
0€30IacHOCTH ncC
PEINPHUITHS C TOMOIIIBIO
METOJI0B oOecrieueHus
3alUThl THHOPMAIIUH. OIIK 3.1 B-3
3. HaBBIKAMH TMOJITOTOBKHU
0030pOB, AHHOTAIINM,
cocTaByieHHs pedeparos,
HAyIHBIX JTOKJIaJI0B,
nyOJIuKaLuii, u
oubnuorpaduu o
Hay4HO-
HCCIIEI0BATEIIbCKOU
pabote C y4eTOM
TpeOoBaHUI
uHOOPMAITMOHHOM
0€30MacHOCTH.
Tabmuma 3

Orarnbl GOpMHUPOBAHUS KOMIIETSHIINH B MPOIECCE OCBOCHUSI OCHOBHOM
00pa3oBaTenbHON TPOrPaMMBbI

0 HaumenoBanue
KonTposnmmpyemsie H K
Ne paszensl (TeMbl) oMep Il THIUKATOpA | OIEHOYHOT'O
i/ o ceMecTpa KOMIIETCHITUH CpeAcTBa
Allvulllldlllllul

Tema 1.1. OcHoBHEIE 1K 9.2 3-1 NunuBunyans

| | momsTHA Ub. Ub B 5 OIIK3.1V-1 Has pabora
" | cucTemMe HallMOHAJIbHOU Nel
KQ O ACIIOCTIA YaYalo.av i

s} O
UVIOVUIIAVITUVTYI T"UUVUVUTYIYTT



h

KonTpoaupyemsie HanmenoBanug
No Tpommpy Howmep Ko nnaukaropa
pazzensl (TeMbl) OIIEHOYHOTO
/1 ceMecTpa KOMIICTCHIIUH
JTHUCIUATIIAHBI CpeAcTBa
Tema 1.2.  Hudop- NunuBuayanp
MaIlMOHHBIEC OTHOIICHHUS, Has pabota Nel
CyOBEKThI Y CTHBIN 0nTPOC
OIIK 3.1 3-1
9 | ”HGOPMALMOHHBIX 5 (Bompocsl,
OTHOLIEHUH, UX OIIK 3VY-2 BBIHOCHUMBIE Ha
I/IHTCPGCLI, HYTI/I CaAMOCTOSATCIIBH Of
HaHEeCeHus yIiiepoa obyenie)
ymep NuauBunyainp
Tema 1.3.  VYrpo3sws OIIK 3.1 3-1 | Has pabora NeZ
3. | uHpopmaImoHHOI 5 OIIK 3.1 B-1 140591050:37 0170110
0€30MacHOCTH . Hasi paboTa NeZ
Tema 1.4. IloauTuka Y CTHBIN OnTPOC
0€e30macHOCTH u (Bompocs,
dbopMupoBanHe BBEIHOCHUMEIE Ha
OpTraHu3alMOHHOU . OIIK 3.1 3-3 Cgfgg;igﬁ??
4.
CTPYKTYPBI CHUCTEMBI OIIK 3.1 B-1 VIHAMBUYAIIb
3aImuThl “HGOPMAIIUU Ha Hast paGoTa
MpEanPUATAN No3
Tema 1.5. TexHosoruu OIIK 3.1 3-2 NuauBuayaib
c 3aIIATHI OT 5 [IK-9.2 B-1 Has paboTa
" | BP€AOHOCHBIX ITPOTpPaMM No3 VcrHbiit
U cIiama. ompoc
Tema 1.6. HarpaBienus (BOTIpOCHT,
obOecrieueHus Ub. BBIHOCHMBIC Ha
H aBOBAS I/IH(I)O Ma- CaMOCTOATCIIbH
6. p ’ p 5 OIIK 3.1 3-1 oe 00ydeHue)
IMOHHAS, TEXHUYECKAs 1K-9.2 B-1
0€30I1acCHOCTb.
Paznen 2. Texunonoruu 3amutsl nHGOpMaIUu
Tema 2.1. 3amura ot
YeK 110 TEXHHUYECKUM O Y-
7. JANCARECAALCAV/ PERS [CANEN S NE AN & B Wy ¢ 5 CSTIR 3. T Y 1 Has pa60Ta
CBT orepencrs Hr 9550
K=22 B-2 Neg
3JIEKTPOMArHUTHOTO

BO3JEUCTBUS




KonTponupyemsie

Haumenosanue

No Howmep Ko nnaukaropa
o/ pasaenbl (TeMbI) cemectpa B —— OIIEHOYHOT'0
JTVCIMILTHHBI CpeAcTBa
Tema 2.2. OcHOBHBIC OIIK 3.1 V-1 | MuauBuayanb
8. | IpUHUMIBI U METOABI B OIIK 3.1 B-1 | Has pa6oTta Ne4
o0JlacTh  TEeXHUYECKOU 5 I1K-9.2 B-3 | YcTHBI onpoc
3aIUThl HHOPMALIUU (BompocHl,
BBIHOCHUMBICHA
CaMOCTOATCJIIBH
oe o0yueHue)
140591050:37 017010
Tema 2.3. Has paboTa
[IpoTuBOAEHiCTBIE OIlK 3.1 V-3 Ned
9 HECAHKIIMOHUPOBAHHOMY 5 OIIK 3.1 B-2
" | moctymy K 1K 9.2 B-1
KOH(HUIESHIIUATIBHOM NuauBuayans
uH(popmanuu Has pabora
Nod VcTHbIN
Tema 2.4. Kpurepuu ompoc
3aIIUIICHHOCTH KOM- (BompockH!,
10. | TBIOTEPHBIX CHCTEM. 811:11§ :Z:i 133’-1 BBIHOCHMBICHA
JTuIeH3MpOBAHHE - 5 1 B CaMOCTOSITENIbH
ceprudpuxarms 1B, [1K-9.2 B-2 oe 00y4eHwue)
NunuBuayainb
Has paboTta
Ne4
Tema 2.5. MexnyHa- OIIK 3.1 V-2
11 ponubie crangaptel Ub. 5 OIIK 3.1 B-3
| COBIT I1K-9.2 B-3
NunuBunyans
Has paboTa
Tema 2.6, Ip?kriuecke OIIK3.1VY-3 Ned .
12. | acriekThl 0€30MacCHOCTH ) OIIK 3.1 B-2 Y CTHBIA
ompoc
nc T1K-9.2 B-2
(Bompocks,
BBIHOCHUMBIC Ha
CaMOCTOSATCIIbH
oe o0yueHue)
Tema 2.7. O0ecnieueHue OIIK 3.1 V-1 NunuBunyans
13, | GesomacHocTH OC. 5 OIIK 3.1 V-2 Has pabora
bezomacuocts Windows I1K-9.2 B-1 Nes

7

Paznen 3. Kpunrorpadudeckrue MeTo bl 3aIUTHI HHPOpMAITUU




No Kontponupyemslie Howmep Ko MHmKaTopa Haunmenosanug
n/n pasaeibi (TeMe1) cemecTpa KOMITETCHIINH OUCHOTHOTO
JTUCITATITAHBI cpencTBa
Tema 3.1. Kpunro- NunuBuayanp
rpadUyecKue  METOJIbI Has paboTta Ne5
3alUThl  WH(OPMALIUU. OIK 3.1 V-3 Y CTHBIN O1IIPOC
Kraccuduxkanus OLIK 3'1 B2 (Bompocer,
14, KPUIITOrpadUIeCcKhX S e 2 B.3 BBIHOCHMBIE HA
METOJIOB 3aIlUTHI. . - CaMOCTOSTEIbH
oe o0yueHue)
NuauBunyainp
Has paboTa
Tema 3.2. OIlK 3.1 V-1 Ne5
15 CuMMeTpuIHbIE 5 OIIK 3.1 B-2
" | kpunTorpaduuecKue I1K 9.2 B-2 NuauBumyais
AITrOPUTMBI Has pabora
Tema 3.3. OIIK 3.1 V-2 Ne$5
16 AcUMMeETpUYHBIC 5 OIIK 3.1 B-1
" | KpunrorpapuyECcKre 11K 9.2 B-1 NuauBumyans
aJITOPUTMBI Has pabora
Tema 3.4. Iludposas OIIK 3.1 V-3 No5
17. | 3MEKTpOHHAsI 5 OIIK 3.1 B-3
noanuck (DLIIT). I1K 9.2 B-2
1059105037017 011
Has pabora
Teva 35. T OIK 3.1 Y-2 yCJ‘TIiSB -
18. eg[};aTeI;IT.I/I(beIfI?a(iIHI/?;.H ' 5 OIIK 3.1 B-3 OIpoc
[1K 9.2 B-3
(Bompocsl,
BBIHOCUMBIC Ha
CaMOCTOATCIIbH
oe 00yudeHue)
Paznen 4 Mndopmanunonnas o6ezonacuocts MC u cereit
Tema 4.1. 11Ipo06IeMBbI OIIK 3.1 B- I/IHI[I/IBI/II[yaJIBHaH
19. MH(MOPMALMOHHON 6 1 pabota Ne6
0€30IacHOCTH ceTel OIIK 3.1 B- VYcTHbIl onpoc
2
[IK 9.2 B-1
Tema 4.2 VYrpo3ssl OlIK 3.1 ¥-| HuauBupyanbHas
U ySI3BUMOCTH 2 pabota Neb
IIPOBOJIHBIX OIIK 3.1 B- | MuauBuayanbHas
20. KOpIIOpaTUBHBIX CETEH 6 2 pabota Ne/
IIK 9.2 B-2| VYcrHbIlN onpoc
(Bompocksl,
BBIHOCHUMBICHA
CaMOCTOATCIIbHOC
o0ydeHue)




KonTponupyemsie Haumenosan e
Ne Howmep Kon nnaukaropa
pasaenbl (TeMbI) OIICHOYHOID
n/ cemecTpa
JTVCIMILTHHBI KOMIICTCHITHH e
.| Tema 4.3. Texuoyorus e
21 6 OIIK 3.1 NunuBunyanbHas
3aIUTEl  MEXKCETEBOIO
obMeHa JTAHHBIMH y-3 pabota Ne7
' OIIK 3.1 Y cTHBIN onpoc
bpanamaysper. B-3 (Bompocsl,
HK 9 2 B_ BBIHOCHUMBIC Ha
3; CaMOCTOATCIIBHOC
oOyueHue)
Tema 4.4. Texuomoruun NunuBuayanbHas
VPN. OIIK 3.1 3- pabota Ne8
6 1 VeTHbIH ompoc
22. OIIK 3.1 B- (BorpocCHL,
1 BBIHOCHUMBIC Ha
CaMOCTOATCIIBHOC
Tema 4.5. b B ceTax. NuauBuayanbHas
HNuTtepHeT 6€30MacHOCTh OIlK 3.1 V- pabota Ne8
Crex MIPOTOKOJIOB 6 2 Y cTHBIH ommpoc
23. TCP/IP OIIK 3.1 B- (Bompochl,
3 BBIHOCHUMBIC Ha
CaMOCTOATCIIBHOC
D')V)TTDTT < nnnﬁnrrrrnnﬂ'\rx QI AT L T]’TTI}'\I\‘I’\T\JOTTTITI HA LYV IDODORHIANY MO OJdaelllx nQT
P WA\JJI <. UVUUVVIITIIUVIYT ou_u,xxlul IlllwuylVluullll jeyen JH\JUAAIA(\ lVlUHVJLIl A\ aw by
Tema 5.1. 3ammura NuauBuayanbHas
uHpOpMaIuu B pabota Ne9
KOMIIBIOTEPHBIX CETAX. OIIK 3.1 B-1 YcrHbliionpoc
24 | 3aluTa Ha KAHATBHOM U 6 OIIK 3.1 B-2 (BOmpoOCH!,
CEaHCOBOM YPOBHE. [1K 9.2 B-3 BBIHOCHMBIC Ha
CaMOCTOATECIIBHOC
o0OyueHue)
NuauBuayanbHas
pabota Ne9
Tema 5.2. 3amura Ha KoHTposbHas
CETEBOM OBHE —
MIPOTOKOJI P IPSec OIIK 3.1 B-3 poora
25. I/II; (bpacTpyKTypa ' 6 OIIK 3.1 B-2 Y cTHBIN ompoc
PacTPyKTyP MK 9.2 B-1 (Bompocht,
3aIIUTHI HA MPUKJIATHOM
BBIHOCUMBIC Ha
yYpOBHE
CaMOCTOATEIIBHOC
oOyueHue)
PA3EJI 2

TEKYIIAHA KOHTPO.JIb IO JUCIUTIIINHE
«AndopmaunoHHas 6€30MaCHOCTD)




Texkymmii KOHTpPOJIb 3HAaHMM HCIOJIB3YETCS Ui  OIEPAaTUBHOIO U
pEeryisipHOrO  ympaBieHUss  y4eOHOM  JeATeNbHOCThIO (B TOM  4YHCIE
CaMOCTOSITeJIbHON Pab0TOM) 00yUYarOIINXCSl.

B ycioBusX OaJIbHO-PEUTHHIOBOW CHUCTEMBI KOHTPOJIA PE3YJIbTAThI
TEKYILIEr0 OLIEHWBAaHUA OO0YYaroIlerocsi HUCIHOJB3YIOTCS KaK II0Ka3aTellb €ro
TEKYyIIEro peuTuHra. TeKymuid KOHTPOJIb YCIEBAEMOCTH OCYLIECTBISIETCS B
TEYEHHE CEMECTPA, B XOJ€ MOBCEIHEBHON yuyeOHOW pabOThl O MHAWBHUIYAIBHOM
WHULMATUBE Inpenojasarensd. JlaHHBIA BUJ  KOHTPOJIL CTUMYJIHPYET Yy
OOy4aroIerocsi CTPEMJICHHE K CHUCTEeMAaTHYECKOM CaMOCTOSITENbHON paboTe Mo

U3YYCHUIO JUCITUTLINHBI.
Tabmuna 2.1.

Pacnpenenenue 6ayuioB 1Mo BuaaM y4eOHOM IesITeIbHOCTH
(banmpHO-pEHTHHIOBAs CHCTEMA)

HaunmenoBaunue Bun 3amanug
Paspena/Tembr 3 Beero | K3P [P (CP)| W3
J3 YO T3 3a TeMy

PITII 1 1

PITI12 1 1 1 4

PIT.IA 1 1

PIT.14 1 1 15 1 4

PITI5 1 10

PIT.I16 1 3 1 4

PATAI 1 1

PIT22 1 1 1 4

PITIA 1 1

PAT2A 1 1 15 1 4

P2T2S 1 10

P2T26 TPAT27 1 4
1 3

P3TA31 1 1

PIT32 1 11 1 4

PIT33 1 10

PIT34 1 1 4

PIT35 1 3

PITAI [PIT42
T 1 4

PIT43 1 15

PITAA 1 1 4

PIT4S 1 3 1 4

PITS1 TPIT52 : . )
1 3

Hroro: 1000 25 15 40 60 12 48

J1I3 — IEKOUOHHOE 3aHATHE,

YO — ycTHBI onpoc;

T3 — TecToBOC 3a7aHNUE;

[13 — npakTUyecKoe 3aHATHE;

K3P — konTpons 3Hanuii no Pazneny;



P — pedepar.
CP — camocTosTenbHast paboTa 00y4aromerocs
W3 — nHIMBHIyabHOE 3a/1aHNC

PA3AEJI 2.1 PekoMeHaanuu no OeHUBAHUIO HHANBUIYAJIbHBIX 3aaHUH
00y4arImnxcs

2.1. PeKOMeHIlaIII/II/I M0 ONCHUBAHUIO HHANBUAYAJbHBIX 3anaHm71 oﬁyqammnxcn

MakcumaJibHOe
KOJIN4€eCTBO 0a/JIOB™ Kpurtepun
OTnan4HO BricTaBnsercs 00y4aromemMycs: eCiii BBITIOJTHCHBI BCE
MYHKTHI pabOThl CAMOCTOSITENIBHO, O€3 OLINOOK, €CIH
IPEJIOKEH 00Jiee palMOHAIBHBIN aTOPUTM PEIICHUS
3a/1aun.
Xopouio BricTaBnsiercst oOydaromeMycs: eciii caMOCTOSITETbHO

BBITIOJTHEHBI BCE€  IYHKTBI  pabOThI, JIOMYIICHBI
HE3HAYUTEbHbBIC OIIMOKHU, €CIIU MPEJJIOKEH Ooee
palMOHAJIHBIN aJITOPUTM PEIICHUS 3aJ1auHu.

Y 10BIETBOPUTEIBHO BricTaBnsiercs oOyyaroniemMycs: eciii CaMOCTOSTEIbHO
(vMM ¢ TIOMOIIBIO TPETOAaBATENsI) BBIIIOJHEHBI BCE
MYHKTHI pa0O0ThI, AOMYIIEHBI IPyObI€ OIIMOKHU.

HeynoBnetBoputensHo | BeicTaBisieTcss oOydaromiemycsi: €cild C OMOIIbIO
MpernoaaBaTelisi BBIOJIHEHBI HE BCE MYHKTHI PaOOTHI,
JOMYIIEHBI TPYObIe OIMIMOKHU.

* IIpencraBneno B Tadbnuue 2.1.

NHIANBUAYAJIBHBIE 3ATAHUSA AJIA ITPOBEPKHU YPOBHA
COOPMUPOBAHHOCTHU KOMIIETEHIINU

Paznen 1. TexnoJsioruu u meroabl odecneyenuss Ub
Tema 1.1. OcnoBubie nousitust Ub. b B cucteme HaloHaIbHOM 0€301acHOCTH
Poccun
Tema 1.2. WnadbopmalmoHHbIE OTHONICHHS, CYOBEKTHI HHPOPMAIIMOHHBIX
OTHONIEHUH, X UHTEPECHI, TyTH HAHECEHHUS yIepOa
NuauBuayaabHoe3aganueNel
1. U3yunte TpeGoBaHMS MO CO3AAHUIO HAJCKHBIX MapoJei.
2. Ckauaiite nporpammy reHepaiiuu maposeir Advanced Password Generator mo
CCBUIKE
https://drive.google.com/open?id=1Q7qL TrCefuZNJ3XDzgOFFZ2IWISINW-S
3. CreHepupyiiTe MNpU MOMOIIM CKAYaHHOW MpOrpaMMbl TPYMHIbl Mapojie 1o
cieaytomierr  cxeme: 8-10-12-20 cumBosoB (OykBel / OykBeItmIH(PBHl [
OYKBBIHIIU(DPBI+CIELCUMBOJIBI).
4. ITpu moMoIny HHTEPHET pecypca http://www.passwordmeter.com/ mpoBepsTe
CreHepupoBaHHbIe Mapoyik. ONUIINTE U3MEHEHHUSI CTOMKOCTHU MapoJiei B



https://drive.google.com/open?id=1Q7qLTrCefuZNJ3XDzq0FFZ2lWIsINW-S
http://www.passwordmeter.com/

3aBUCUMOCTH OT UX CTPYKTYpPHI (OMUCAHUS MOATBEPAUTE CKPUHILIOTAMHU ).
SABnstOTCS TMOHU HAIC)KHBIMU ?

5. Co3paiiTeHa OCHOBE U3Y4YEHHBIX Bamu nmpaBuil HaJeKXHbIN TapOJIb YPOBHS
Strong. 3anuinuTeerou UCMoIb3yiTe BCBOEHpabdoTe.

6. O3HaKOMBTECH C MPOTPaAaMMHBIMITPOYKTOM XpaHeHHs maposieit KeePass?
CkauaB eroc uHTepHeT-pecypcahttps://keepass.info/.

7. Jlyist 3HAKOMCTBa ¢ pabOTO# MpOrpaMMbl, CKa4alTe IpOrpaMmy, YCTAaHOBUTE
nporpamMmmyKeePassuco3naiTecBor06a3yqaHHBIXTAPOJICH.

8. Coznaiite cBOIO MOpPTaTUBHYIO 0Oa3zyHa cMeHHOM Hocutene. Co3llaHue HOBOM
0a3w1 maposteid. Jlo6aBbTe 3amucu o mapoje B 6a3y. Jlo6aBpTe B CBOIO 6a3y Bce
NapoJIU: JUISITIOYTHI, COLICETEN UAPYTUETIapOIIH.

9. O3HakoMbTECh € PabOTOM TeHepaTopa maposiei. Bocmonb3yiTech reHepaTopom
JUTSL CO3/IAHMST MacTep- MapoJis

10.Co3znanuepesepBHoit konuuOa3bl. Co3maTepe3epBHYI00a3yaposieH.

11.Bcepe3ynbTaTblOATBEPAUTECKPUHILIOTAMHU.

12.03HakomMbTeCh ¢ paboToii  cepBuca  xpaHeHuss maposeit  LastPass
https://www.lastpass.com/ru

13.InsicepBucalastPassnoBropurenynkreic6mol0.

14.Bcepe3ynbTaThlnOATBEPAUTECKPUHIIIOTAMH.

Tema 1.3. YTpo3sl nHHOPMALIMOHHON OE30MMaCHOCTH .

Tema 1.4. Tlonutuka 6€30MacHOCTH U (OPMUPOBAHKE OPTAHU3AIIMOHHOM

CTPYKTYPBI CHCTEMBI 3aIIUTHl HHPOPMAIIMHA HA TIPEATIPHITHH

Tewma 1.3. YTpo3s1 nHGOpMATMOHHOM 0€30MMaCHOCTH .
Tema 1.4. Tlonutuka 6€30MacHOCTH U (OPMUPOBAHKE OPTAHU3ALIMOHHOM
CTPYKTYPBI CUCTEMBI 3alIUThI HHPOPMAIIUU HA MIPEANPUITHH

NuauBuayaabHoe 3aganmne Ne2:
1. 3arpy3ure 'OCT P UICO/MDBK TO 13335-3-2007 «METO/IbI U CPEJICTBA
OBECIIEYEHUA BE3OINACHOCTHU. Yacte 3 «MeToasl MeHEIKMEHTA
0e301macHOCTH MH()OPMALIMOHHBIX TEXHOJIOTHII»
2. Oznakombtecsk ¢ [lpunoxenusimu C, D u E I'OCTa.
3. Boibepure Tpu pa3nuuHbIX HHPOPMAIIMOHHBIX aKTHBA OPraHU3aIuu (CM.
BapHAHT WHIUBUIYAILHOTO 33 JaHHS).
[To xaxa0My aKTHBY JaTh HAUMEHOBAHUE, ONMCAHKE, YCIOBHYIO CTOUMOCTD B
pyOJIsX.
4. U3 Ilpuaoxkenusi D 'OCTa nogdepute Tpy KOHKPETHBIX YSI3BUMOCTH CUCTEMBI
3aIMThl YKa3aHHBIX UHPOPMALIMOHHBIX aKTHUBOB.
5. Tlomw3ysice Ilpuaoxenmem C T['OCTa chopmymupyiite Tpu Yrpo3Hl,
peanu3anusi KOTOPbIX BO3MOXKHA, MOKa B CUCTEME HE YCTpPaHEHbl Ha3BaHHBIE B
NyHKTE 4 ysSA3BUMOCTH.
6. [Tonb3ysice nByMsi MeTogamu (CM. BapuaHT) npeioskeHHbIX B [Ipuioxkennn E
['OCTa, nmpousBenute OIeHKY PUCKOB MH(pOpMaImoHHOM Oe3onmacHOoCTH. OreHKa
PUCKOB 00s3aT€bHO JIOJDKHA BKIIOYATh WX PAaHXKMPOBAaHUE IO NPUMEPY Ha
ocHoBanuu Tabmuiel 2 'OCTa, 4To SABIsSETCS KAYeCTBEHHOM OIICHKON PHUCKOB.
7. OueHKy UEHHOCTH MH(OPMAIMOHHOTO aKTUBA IPOU3BOIUTH HA OCHOBAaHUU


https://keepass.info/
https://securityinabox.org/ru/using_keepass#2.0
https://securityinabox.org/ru/using_keepass#2.0
https://securityinabox.org/ru/using_keepass#2.3
https://securityinabox.org/ru/using_keepass#2.3
https://securityinabox.org/ru/using_keepass#2.3
https://securityinabox.org/ru/using_keepass#2.3
https://securityinabox.org/ru/using_keepass#2.6
https://securityinabox.org/ru/using_keepass#2.8
https://www.lastpass.com/ru

BO3MOXHBIX MTOTEPH JIJIs1 OPraHU3alliK B ClTydae peann3aliu yrpo3sl.
8. PaccunTaTh 5KOHOMHUYECKHUE TIOTEPHU OT PeATH3alUU YTPo3 (KOJIUYECTBEHHbBIN
OLIEHKHU PUCKOB):

¢ Ilo xaxmou yrpose;

¢ B cymme it opranuzanuu.
9. Pa3pabotath cuctemMy 3alIUTHBIX MEp MO 00eCTIeueHUI0 O€30MacHOCTH, KOTOPbIE
JOJKHBI  OJOKMpoBaTh yrpo3bl. [lpum 3TOM paccTaBUTh NPUOPUTETHI, B
COOTBETCTBHUH C BBHIMOJIHEHHBIM PAHKUPOBAHUEM YIPO3.
3alUTHBIE MEPBI: Ha3BaHUE, KAKOW yIpo3€ MPOTHBOCTOUT, HAYaJIbHAsA CTOUMOCT,
CTOMMOCTbD B T'O/I.
10. TlocuuTaTh OIIEHKY 3alIUTHBIX Mep B pyoOssax. JlaTh pacueT CTOMMOCTH WM
OLICHKY KaKJI0il MEphI B OTAEIBHOCTH U CyMME OOIIMX 3aTpaT Ha 3allUTHBIE MEPbI
1o o0ecrneyeHnto HH(HOPMAMOHHOK 0€301aCHOCTH MPEAITPUSATHS.
Mepa 1 —10000 p +
mepa 2 - 40000 p.
+ Mepa 3 -.....HUroro: 100000 p.
11. Pa3zpaboTaTh MOJUTUKY O€30M1aCHOCTH, KOTOpAasi SBJIAETCS CUCTEMOM
yhpaiieHust ”HGOPMAIIMOHHOM O6e30macHoCThiO Barero npeanpustus. B ee
OCHOBE TIepeYeHb BONPOCOB s npeanpusitus (Ha npumepe [Ipunoxenust A
['OCra), a Taxke TpedoBanus no CYUD, nznoxxenusie B Jlekunu 5 u npe3eHTamu
K 3TOU JICKLIUH.

Tema 1.5. TexH0/I0TMH 3a1HMTHI OT BPEIOHOCHBIX IIPOrPAMM M CIIAMAa
Tema 1.6. HanpaBienusi ooecneuenus Ub. IlpaBoBas,
HHGpOpPMALMOHHAS, TEXHUYECKasA 0€30IIACHOCTb.
IMPAKTUYECKASI PABOTA Ne 3.
NuauBuayaabHoe 3aganue Ne 3
1. U3yunte Bo3MOkHOCTH miporpammbl TrueCrypt.
2. Cxauaiite porpammy TrueCrypt Bepcun 7.0la. Co3naiite Ha momamHeM [TK
HeOobIION 3amudpoBaHHbll auck. Mcnonb3yiite it JocTyna K 3TOMY AUCKY
CO3/IAaHHBIN MAPOJIb.
3. Uzyuute Bo3MOxkHOCTH TTporpammbl VeraCrypt.
4. Cxauaite mnporpammy VeraCrypt. Coszmaiite nHa IIK  HeOombiioi
3amu@poBaHHbIl nucK. Vcmonp3ydTe aiig JoCTyna K ATOMY AMCKY CO3JIaHHBINA
1apoJib.
5. U3yuure Bo3moxxkHocTH nporpammbl Windows Bitlocker.
6. Mcnonw3ys nporpammy Windows Bitlocker, coznatite na IIK
HeO00Ib11I0H 3amm(poBaHHbIA AUCK. Vconb3yiTe A JOCTYyNa K 3TOMY AUCKY
CO3JaHHBIHN 1apOJib.
7. CpaBHUTE BCE ONMPOOOBAHHBIE TPOTPAMMBI, YKAXKUTE UX CIA0bIe U CUIIbHBIC
CTOPOHBI, a TakXe (yHKIHOHAJIbHbIE 0cOOeHHOCTU. CrenaiiTe BBIBOIbI O
11eJI€CO00Pa3HOCTH MPUMEHEHHSI TOW WJIM MHOW PACCMOTPEHHOM MPOrpaMMbl B
OMPEJICNICHHBIX ycIoBUsAX (0(uC, JOMAITHEe UCTIOJIb30BAHNE, CMCHHBI HOCHTEIb

Tema 1.7. 3amura oT yredyek mo rexuuyecknMm kanajaam. 3amura UC n
CBT ot cpeacTB 3J1eKTPOMATHUTHOTO BO3/1eliCTBUS



Tema 1.8. OcHOBHBIC NPUHIUIIBI M METOJAbI B 00JIaCTH TEXHUYECKOH
3alUTHI HHPOPMALMH

Tema 1.9. IIpoTuBoaeiicTBHE HECAHKIIMOHUPOBAHHOMY A0CTYIY K
KOH(PUACHIMAIbHOU HHPOPMALIUHA

Tema 1.10. Kpurepun 3a1uMieHHOCTH KOM-NIIOTEPHBIX CHCTEM.
JIunensuposanue u ceprupukanus Ub.

NuauBuayanbHoe 3aganne Ned
1. Ha ocHOBaHMM JTaHHBIX BapuaHTa 3ajianus u3 Tabmuuel 1, ckayaTh
WHCTaJUIILIMOHHYIO BEPCUIO AHTUBUPYCHOTO IaKeTa.
2. YcranoButh ee Ha cBol 1K, npenBapuTenbHO OTKIIOUYNB aHTUBUPYCHBIN MAKET,
YCTAHOBJICHHBIA HA HEM.
3. IIporecTupoBaTh YCTAHOBJIECHHBI AHTUBUPYCHBIN MMAKET B TEYEHHE HECKOIBKUX
nHel. 3yanTh pesKuMBI ero paboThl, HA OCHOBAaHUH TIOJTYYEHHBIX TAHHBIX
3anoaHuTh Tabmuiry Ne2 1t CBOEro aHTUBHPYCHOTO TTAKETa [0 CBOEMY BapUAHTY.
4. CoxpanuTh B (paiiie oTyera CKpUHIIOTHl OCHOBHBIX PEKMMOB UCIIOIb30BaHUS
porpamMMbI-aHTUBHpYca B (hopMaTe Npe3eHTAIUH.
5. W3yuutrb oOTH4eT MO aHAIM3y pPbIHKA AHTUBUPYCHBIX  MPOTrpaMM
https://ichip.ru/rejjting-antivirusov-full
6. [ToAroTOBUTHCS K OTBETAM Ha TEOPETUUYECKHUE BOMPOCHI U3 cToI01a Nob npu
3allMTe OTYETa MO padoTe.

Tab6mauia Nel
Joas
Ho- pbIHKA 0| Bompocsl
Mep F_re:e- JaHHBIM 1A
Bap Bennop Web-caiir antivirus- | KOMOaHHHM CaMoOCTO-
arTa download | OPSWAT| sreabnoii
(AHBApL | paGoTHI
2018)
http://www.avast.com/
1. Avast free-antivirus- + 21.4% 1,3,4
download
http://windows.micros
5 Microsoft oft.com/ru- + 19.4% 25,7
' RU/windows/products/
security-essentials
3. AVG http://free.avg.com/ + 8.6% 8,10, 12
4, Avira http://www.avira.com/ + 7.4% 9,11, 13
en/avira-free-antivirus



http://www.avast.com/free-antivirus-download
http://www.avast.com/free-antivirus-download
http://www.avast.com/free-antivirus-download
http://windows.micros/
http://free.avg.com/
http://www.avira.com/en/avira-free-antivirus
http://www.avira.com/en/avira-free-antivirus

http://norton.symantec.

com/norton/ps/bb/3up

nsl ns nsbu ru_ru_lar| Becrmarnas
5. Symantec go_tw_brfr.ntml?om_s | npoGuas 7.1% 6, 15, 17
em cid=hho sem sy:r BEpCHs
u:ggl:ru:elkw00005172
42]71830912762|c
TaGmuia Ne2
Hannune pexrnMoB MpOrpaMMHOTO aHTUBHUPYCHOTO KOMILJIEKCA
Ne PexxuM ncnmoJib30BaHusA HasBanue | /locromncrBa HemocraTtku
nakera
1. | 3ammra OT pYTKUTOB H

HIITMOHCKHUX POrpamMm

2. | Texnomorus DeepScreen

3. | Pexxumbr Hardened («0embrii»

CIIUCOK IIPHIIOKEHUI)

B

Be0-3ammra

o

Cleanup»

Ouuctka 6paysepo «Browser

Tema 1.14. Kpunrorpajguueckue MeToabl 3a1MTHI HHpOpMAINH.
Kaaccudukanus kpunrorpadgpuuecknx MeToi0B 3alUTHI.
Tema 1.15. CummeTpuYHBIe KpUNTOrpadguueckue ajJropuTMbl
Tema 1.16. AcumMeTpUYHBIe KPUNITOrpaduyecKkne aJIrOPUTMbI
Tema 1.17. Hudposas 31exkrponnas noanucs (JLII).

Tema 1.18. Texnosioruu ayTeHTUPUKATMHA.

BapuaHTbI MHIMBUAYAJBHOIO 3a1aHus NeS,
amudpyitte u pacumdpyiite cooduenne metoaom Llezaps u Buxunepa, mis
9TOH 1eJIM COCTaBbTe anroput™ u mporpammy Ha Excel, Visual Basic nimn C++.

N Meton Metoa Buikenepa
Bap. He3aps Bapuanr Bapuaunr Bonpocst
CO00IeHUSA KJII4a
Yy, s cabiry | JToctaTOYHO Aunroput™ 2, 6,23
1. IMyCK FpOM! HaJaeKHOE
ROT1 3aKpbITHE
uH(popMaIu
Yy, s cipiiry | Takas 3amMeHa CrnyyaitHo 30,7, 22
2. myniek rpoM! | paBHOCHIIbHA
ROT?2 BBEJICHUIO
KJIFO4a
Qy, s CHbILLY [Iponemypa 3HaueHue 29,8, 21
3. mymiek rpom! HaJIOKECHUS
ROT3 raMMbl Ha
OTKPBITBINA TEKCT



http://norton.symantec/

Uy, s cnbly Pasnensror nee | KauectBo 28,9, 20
4. mymek rpomM! | pasgoBumHOCTH
ROT4 raMMUpPOBaHUS
Yy, st cneitty | DddextuBroe | [Ipouemyp 27,10, 19
5. mymiek rpom! | cpescTBoO a
ROT5 ITOBBIIICHUS
CTOMKOCTH

Paznen 2. Uudpopmannonnas 6esonacuocts UC u cereit Tema

2.1. IIpo6aemMbl MH(POPMALMOHHOI 0€30IIACHOCTH ceTell

Tema 2.2 Yrpo3sl U yS3BUMOCTH IIPOBOIHBIX KOPIOPATHUBHBIX CeTel

NupuBuayaabHoe 3aganue Ne6.

Yacrsp 1. 3arpy3uts u ycranoButh nporpammy Wireshark (aeobs3arensao npu
ucnonb3oBanuu [10 Ha ynaneHHOM cepBepe).
Yactp 2. O3HaKOMHUTBCS €  METOJUYECKUMH  PEKOMEHIAUMSIMHU  TIPU
UCTIO0Ib30BaHuu nporpammer Wireshark.
Yactp 3. Cobpath 1 MpoBeCTH aHAN3 JaHHBIX TpoTokoa ICMP mo nokanpHBIM
y3iam B niporpamme Wireshark

* Hauarb 1 0CTaHOBUTH COOp AaHHBIX TpaPHUKa 3X0-3aMPOCOB C MOMOUIBIO

KOMaH bl PING K JIOKATBHBIM y3JIaM.

* Haiitu nannsie 06 IP- u MAC-anpecax B nonydeHnsix PDU.
Yactb 4. COop u aHanu3 qanubix nporokona ICMP no yganéunsiM y3iam B
nporpamme Wireshark

* HaunuTte 1 ocTaHOBUTE COOP TaHHBIX TpadUKa IX0-3aMPOCOB C IIOMOIIBIO

KOMaH/IbI PING K yIaIEHHBIM y3JIaM.

» Haiigure nannsie 06 IP- 1 MAC-aapecax B momydeHHsix PDU.

* Iloscuure, nouemy MAC-anpeca ynan€HHbIxX y310B oTindarorcs or MAC-

aJpeCcoOB JIOKAIbHBIX Y3JIOB.

« Ilpu 3TOM onucarh Bce MPOTOKOJIbI, UCMOJIb3yEMbIE YTUIUTOW. Onucarh Bce

noJist MpoTOK0JI0B. COCTaBUTh JUarpaMMy B3aWMMOJEHCTBUSI MAlllMH IIPU padoTe

YTHIUTHL PiNg.
Yactsp 5. 3axBatuth 100 mpou3BobHBIX MakeTOB. OMpeaenuTh CTAaTUCTUIECKUE
JIaHHBIE:

* MPOLEHTHOE COOTHOIIEHHE TpaduKa pa3HbIX TPOTOKOJIOB B CETH;

*  CpEAHIOI0 CKOPOCTh KaJpOB/CEK;

*  CPEAHIOI CKOPOCTh OaiT/CeK;

*  MHHMUMAaJbHBIN, MAKCUMAJIBHBIN U CPETHUN pa3MephI MAKETA;

* CTENeHb UCIOJIb30BAHUS MOJIOCHI MIPOMYCKaHUs KaHala (3arpy3Ky CeTH)

* Ha mpumepe Jrodoro IP-makera ykazath CTpYKTYpbl IpOTOKOJI0B Ethernet u

IP, oTMeTUTB MOJIS 3aTOJIOBKOB M OIUCATH UX.

Tema 2.3. TexHosiorMsi 3alIUTBI MEKCETEBOr0 O0MEHAa [IaHHBIMH.
bpanamayapsl.
Tema 2.4. Texnonoruu VPN.

NuauBuayajabHoe 3aganue Ne/.
1. 3arpy3uth nporpaMmy «LogMeln Hamachi» C caiita



http://hamachi.ru.softonic.com/ Ha 06a kommnbroTEpa OyayIIEH CETH.

2. Coznatb CETh, MOJIb3YACh MOJICKa3KaMu Ha caiire
http://hamachiinfo.ru/nastrojka.html

3. OObeauHUTh B CEThb MNPHUHTEP, KaMmepy WIH APYroe YCTPOHCTBO aHOO
pa3BepHYTh B CETH Kakoe-TMOO mporpaMMmHOe oOecredeHue (Hampumep,
urpy).

4. TlogroroButh oTueT. [Ipu 3amuTe oT4eTa OTBETUTH HA BOIIPOCHI JJISI
CaMOCTOSTEeNILHOM paboThI 1o BapuanTy (Jlekmms Ne19-21).

Tema 2.5. UB B cersix. UuTepHeT 6e30nacHocTh CTek nporokosioB TCP/IP
Tema 2.6. 3ammTa HHPOPMALMH B KOMIILIOTEPHBIX CETAX. 3alllUTA HA
KAHAJbHOM H CEAHCOBOM YPOBHe.

NuauBuayajabHoe 3aganue Ne8
1. 3yumuTe pa3aenbl METOAMYECKUX YKa3aHUM U OTBETHTE HAa BOMPOCHI JJIS
CaMOIIPOBEPKH, ITIPUBEICHHBIE B KOHLIE TEMBI.
2. Co3paiiTe JIMYHBIN KJIIOY MIKU(YPOBAaHHUS.
3. 3anummte cBom kimoun pubring.pkr u sekring.skr Ha auckery I qanpHEHIIETO
UCITOJIb30BAHU.
4, 3armmmmute (eXport) cBod myONWYHBIA (OTKPBITBIA) KIIOY Ha JUCKeTy (MU
NEepenuinTe MO CEeTH) M INEepelailTe ero y4YacTHUKAaM JIIEKTPOHHOIO OOMeHa
uH(popmanuen.
5. IlomyuuTe OTKPBITHIE KJIIOUX OT YYaCTHUKOB 0OMeHa HH(popManuei u
UMIIOPTUPYITE UX HA CBOM KOMIIBIOTED.
6. [lonnmumure KI0YM NapTHEPOB U YCTAHOBUTE K HUM JIOBEpHE.
7. Cosnmaiite daitn(er) B MS Word, 3ammdpyiite ero, moamnummre 3I1eKTPOHHON
NOANKCHI0 W TEepeAailTe ydyacTHUKY oOMeHa MH(pOpMalHeil, KIYOM KOTOPOro
mdpoBasics (aii.
8. ITosnyunTte OT yyacCTHUKOB 0OOMeHa nHpopmanuei 3ammdpoBaHHbIE U
noAnucaHHble (Hailiibl U pacluppynTe ux.

Tema 2.7. 3ammuTa Ha ceTeBoM ypoBHe — npoTokoa IPSec. UudpacTpykrypa
3al[UTHI HA TPUKJIAJTHOM YPOBHE

NuauBuayajabHoe 3aganue Ne9
1. ITonb3yscey Tabmuuei 1, n3ydntb paboTy ¢ yTHIIMTAMH CBOETO BapUaHTA.
2. BbINoHUTE onepanuy ¢ ’TUMH YTHIUTaMU C OCHOBHBIMH MTapaMeTpamH.
Pe3ynbpTaThl COXpaHUTh B (ailie oTyeTa B BUE NpPE3CHTAUH.
3. [Nonb3ysice KoHCONIbIO a AMUHUCTPUPOBAHUS YCTAHOBUTH OCHACTKY MO
BApPUAHTY. BBINOIHUTE ¢ HEM HECKOJIBKO onepanui. Pe3ynbraTsl COXpaHUTH B
daiine oTuera.
4. TTonw3ysice KOHCOIBIO aAMUHUCTPUPOBAHMS YCTAHOBUTD 3alpeT
UCII0JIb30BAHUS BHEIIHUX HOcHUTelNeH ((hielieKk) BceM MoJIb30BaTeNIsIM KpoMe
aJIMUHUCTpATOpPa C MOMOIIbIO TPYNIOBBIX MOJUTUK. Pe3ynbTaT COXpaHUTh B
daiine otuera.
5. OTBETUTH HA TEOPETHUUECKUE BOMPOCHI 110 BAPUAHTY.


http://hamachi.ru.softonic.com/
http://hamachiinfo.ru/nastrojka.html

TaoOmura Nel

Koncoan Bonpocs! s
Homep VrInTa aIMUHHCTPH- camocTo-
BapHaHTA poBaHusi B MS ATEeJbHOM
Windows padoThI
ping IoymTuku
1. netstat /a YYETHBIX 1,34
systeminfo 3anuceil Aynut
systeminfo BX0JIa B
2. Ping CHUCTEMY 2,5,7
tasklist
Ttracert
3 Systeminfo JlokaibHbIE 8.10, 12
Ping MTOJIUTUKH
netstat /a
Netsat /a [11a010HbBI
4, Systeminfo 0€30MMacHOCTH 9,11, 13
tracert
JlokanbHas
Netsat /a ITOJIUTHKA
systeminfo 0€30IMacHOCTH
. Ping Co3manue 6,15, 17
tracert JKypHaJIOB
0e30I1acHOCTH

2.2. PexomMeHJa1MU 110 OLIEHUBAHUIO YCTHBIX OTBETOB 00YYAKOIIMXCS

C 1uenbro0 KOHTPOJIST YCBOCHHSI MPOWIEHHOTO MaTepualia U OMpeAeNICHUs] YPOBHS
MOJTOTOBJICHHOCTH OOYYaloIUXCsl K M3yUYEHUI0 HOBOM TE€Mbl B Hayaje MPaKTUYECKOTO
3aHATHS  TPENojaBaTeleM MPOBOAUTCS HWHAMBUAYAJIbHBIM  YCTHBIM  OMpOC TIO
BBITIOJTHEHHBIM 3aJ[aHHSIM MPEABIAYIICH TEMBI.

Kpurepun ouenku.
Ouyenka «omauuHo» CTAaBUTCS, €CITU O0YyJarOIITHIICS:
1) NOJHO M ApPTYMEHTHPOBAHO OTBEYAET IO COJIEPKAHUIO BOMPOCA;
2) oOHapyXUBaeT MIOHUMaHUE MaTepHralia, MOXKET 0O0CHOBATh CBOU CYXKICHMUS,
NPUMEHUTDH 3HAHUA HA TPAKTHKE, TPUBECTH HEOOXOAUMBIE TIPUMEDHI,
3) uznaraet MaTepual Mocjie0BaTeIbHO U MPABUWIBHO, C COOIIOJJIEHUEM UCTOPUUYECKOM
¥ XPOHOJIOTHYECKOH MOCIIeI0BATEIbHOCTH;
Ouenka «xopouio» — CTaBUTCS, €CIIM O0YUAIOIIUICS TaeT OTBET, yIOBICTBOPSIOIHIA
TEM k€ TpeOOBaHUSAM, UTO U IS OLICHKU «OTJIIMYHOY», HO IOMYCKAET OJIHA-/IBE OLIUOKH,
KOTOPBIE CaM K€ UCIPABIISET.
Ouenka «y0oenemeopumenbHo» — CTaBUTCS, €CIIM 00yJaroImuiics 0OHapy>KUBaeT
3HAHWE ¥ IOHMMaHUE OCHOBHBIX IMOJIOKEHUHN JTAHHOTO 3aJaHMs, HO:
1) uznaraet MaTepuan HEMOJHO U JOMYCKAaeT HETOYHOCTH B ONIPEACICHUH MTOHATUI WU
bopMyIMPOBKE TIPABUIT,
2) HE YMEET JI0CTaTOYHO TITyOOKO M JI0Ka3aTeJIbHO 000CHOBATH CBOM CYXKJICHUS U
MIPUBECTU CBOU TIPUMEPHI,



3) n3jiaracTt MaTcpral HEIIOCJICAOBATCIIBHO U JOIIYCKACT OIITNOKH.

BOIIPOCHI IJIs1 CAMOITIOAI'OTOBKNOBYYAIOIIUXCA
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Pasaert-TexHoAorHiHMeToAb0bechederst b
1. PazpsacHuTe, B 4eM 3aKJIIOUAIOTCS MPUYUHBI POCTA
KOMITBIOTEPHOM MPECTYIMHOCTH ?
Tema 1.1. OcnHoBHbIe 2. OnMUIUTE, YTO TAKOE HHPOPMAITHS U JlaiTe
nousatuss Ub. Wb B prnpenenenne 3ToM Kateropuu

CHUCTEME HAIMOHAIBLHOM 3
oeszonacuoctu Poccun .

PazbsicauTe, yem nHGOpMaLIUS OTINYAETCS OT
JTAHHBIX ?
4. Onummure, 4T0 TAKOE 3HAHUA?

OnummmTe, KAKUMH OCOOCHHOCTSIMU OTIMYAETCS
uHpopmaIus Kak 00beKT?

Tema 1.2. Hudop-
$op 2. Yro Takoe nHhopMaIimoHHOe 00111eCTBO?
MAaIMOHHBIE OTHOIIICHUS,
CyGHEKTEI 3. PazpsicHuTe, B uYE€M NPUHLUIHUAIBHOE OTIMYUE
MSITOTO YKOHOMHUYECKOTO M TEXHOJIOTHUYECKOTO YKJaaa
MH(OPMAITMOHHBIX ( )
OTHOMICHHH, Jix | OT 9ETBEPTOro (MHIYCTPHAIBHOTO).
e
H "p
H T ecH, oy 4@&%@%? 4TO TaKkoe MH(POPMaALIMOHHOE
HaHeceHus yuiepoa
5. HazoBute KOMIIOHEHTBI UH(OPMAITUOHHOTO
HHPOoTTpaaC1lBd.
1. Chopmynupyiite, YTO TaKoe yrposa

Tema 1.3.  VYrposs
HH(bOp OHHOv
63010, CHOC -

uHdopmarmonHoi 6ezonacuoctu MC?
2. Yto TAKO€ MCTOYHHUK YIPO3bI
MHGOpMAITIH?

0€30IacHOCTH

3. OnummTe, Ha KaKWe TPYIIbI Pa3AeSIIOTCS YTPO3bI
nH(OOPMAITMOHHONW 0€30TTaCHOCTH?

4. Chopmynupyiire, u3 KakKuX  CTPYKTYpHO-
GbyHKIHMOHATBHBIX AieMeHTOB cocTosT C u kakum
yrpo3aM OHU MOTYT OBITh MOJIBEPKEHBI?

5 PaB’bﬂCHI/ITe YTO TAKOE €CTECTBEHHBIE YIPO3bI

), 7als)

\ley ﬂaYIHDIC} XLL/
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Tema 1.4. IlomuTuka
0e30macHOCTH "
dbopmupoBaHue
OpraHU3alMOHHOU
CTPYKTYPBI CHUCTEMEI
3aIuThl “HPOpMAIMK Ha
MPEANPUATAN

1. Chopmynupyiire, YTO TaKO€ HCKYCCTBEHHBIC
yrpo3sl IC?
P. [lepeunciure HEMpeTHAMEPEHHBIE HCKYCCTBEHHBIC
yrpo3sl UC?
3. [lepeuncnure npeAHaAMEPEHHbIE UCKYCCTBEHHbBIE
yTPO3BI.
A. Ilepeunciure BU/IBI HapyLIeHUN

paboTOCIIOCOOHOCTH CHCTEM M HECAaHKUIMOHUPOBAHHOIO
J0CTyIa K HHPOpMaLUH.
5. Pa3zpscHuTe, kakue GakTopbl ClIOCOOCTBYIOT POCTY

AWA R aYals) AATI OIS TANYT IV 1N Y Iﬂr\l\n’)

Tema 1.5. Texnomoruu 1.

RATIIITEE

JLPUJ 1111@\}}}1\’1“1_\11\]1111”11\ UeL\JDDLA PVUJP\JUJJ

OHI/IHII/ITC KaKHC BUbl aHTUBUPYCHBIX KOMILIICKCOB

I VIO Yl]f\"r‘r\rrvrren ni’\n‘l\/rrro

O
A rYIToDI A\ 8

BPEJOHOCHBIX MTPOrpal
criama.

IULLUHD\)J TOT \./H D 1ITAUTOUZT J_)IJULVLII .
M 2. ChopmynupyiiTe, Kak peaan3yeTcs CUTHATypHbBIN 1
aHanu3? ONMUIIUTE €T0 OCHOBHBIC JOCTOMHCTBA U

HETOCTATKHA?
3. Pa3zbsicHuTe, 4TO IIPEACTABIISAIOT coboit
MPOAKTUBHBIE  METOJIbI  OOHApyXeHUs? Jaiite

XapaKTEPUCTUKHU ABYX Han0oJiee U3BECTHBIX MOIXO0/IOB.
4. Onuimure NpUHIUI ACHCTBUS, JOCTOMHCTBA U
HEJOCTATKU NOBEAEHUYECKUX OJIOKUPATOPOB.

5. HazoBuTte u onummTe GyHKIUU JOMOTHUTEIBHBIX

TaeIn TR ACIHILIN --CHAACTR

lV{UAJ JIUYT ulI T 11]_)111_}] CITTDT7Y UI_IUA\/ T,

Tema 1.6. HanpaBnenus
oOecreueHus UBb.
ITIpaBoBas,
nHpopMaImoHHas,
TEXHUYECKas
0e30IMacCHOCTb.

1. Chopmynupyiite MOJI€JIb AaBTOMAaTHU3UPOBAHHOMU
cucteMbl (MC) u Tumbl BUPpYCHBIX yrpo3 0€30MaCHOCTH
NC nns ee pa3nuyHbIX ypOBHEN.

2. OxapakTrepusyire IPEANPUATHUS
YPOBHE €ro\ KOPIOPaTUBHOM CETH

3. Onummre opranu3anuio 3amutel UC npeanpusitus

3alIUTy  Ha

Ha ypOBHE paboUYuX CTaHIIUN MMOJb30BaTEICH 151
CEPBEPOB
4. Onummre  cnocoObl  3alIUThl  UHQOpPMALUHU B
opranu3anuy. JlaiiTe XapakTEpUCTHUKY 3allUTHBIM
NEUCTBUI
5. Onumwure HalpaBJICHUSA 06ecnequHﬂ b

Lohaasd

mnenapnuarua I lnanorag 1 ane
11}}\//_\11}}11[1111[1- LLP“DUDHII rr UPL aIrrrr

| N e Pate 7ot o dedioYohanns tan ah e YITTI]’\I\Y\‘JQTTTIYI

\®)

P> Yot d/=Vin 4
aSATIT

o« LT UAITTUJIUILIYIZD Ol I DI KLLL\PUPLVL“LI‘ILKI




Koumponupyemeoie
" pazoevl émeMbt)H

LA

Bonpocwt 015 noozomoeku Kk uHOUEUOYATbHOMY

ycmuomy onpocy no memam Oucuunﬂunbl)

T 1
wmIrv/rvv ov

Tema 2.1. 3amura ot

1. Onumute OCHOBHBIC TCHACHINU Pa3BUTHA
COBPCMCHHLIX BPCAOHOCHBIX IIPOTI'PAMM.
2. Onumure OCHOBHBIC OTallbl Pa3BUTHA

COBPEMEHHBIX BPEAOHOCHBIX MTPOTPAMM.
3. ChopMynupyiiTe OCHOBHbIE TEHACHIIMHN Pa3BUTHUS
AHTUBUPYCHOTO MPOrPaMMHOI0 00ECIICUCHHS

4. Pa3bsicHure, Kakue  OCOOCHHOCTH  pPa3BUTHUS
yTE€UEK MO TEXHUIECKUM 9
nH()OPMAITMOHHBIX TEXHOJIOTHIA CIIOCOOCTBYIOT
KaranaM. 3augura UC u aCIpOCTPaHEHUIO BPEJOHOCHBIX MPOTpaMM U YIpo3 C
CBT o cpeacTs ]I;/)IX ’ cTTpo OHBI PHI; OBHIe) ’ i
AJIEKTPOMATrHUTHOTO P M
- obecnieueHust HHGHOPMAITMOHHON 0e30macHOCTU
BO3JICUCTBHS
OTJIENILHOTO TI0JIb30BATEIIS
5. Pazpsachure, Kakue  OCOOCHHOCTH  pPa3BUTHUA
nH()OPMAITMOHHBIX TEXHOJIOTHHA CIOCOOCTBYIOT
PacCIpOCTPAHEHUIO BPEIOHOCHBIX MPOTPaMM H YIPO3 C
ux CTOPOHBI Ha ypOBHE
OpraHU3aINH
Tema 2.2. Ocnosubie |. Chopmynupyiire, Kakue  OOBEKTHUBHBIE U

INPpUHOUIIBI WU MCTOJbI B
00J1aCTH TEXHUYECKOU

CyOBbeKUBHBIE (DAKTOPHI CO3/IaI0T BO3MOXHOCTH JJIA
YT€UKHU KOH(GUICHIINATLHON NHGOPMAIIHH.

3amuThl uHGopMarmu 2. Onumure CTPYKTYPY KaHasa YTEUKH|
KoH(uneHIManbHoN nHhOpMAIIN
3. Onumwure METOAbl  OJIOKMPOBaHUS  YTEUKHU
KOH(MUIEHIIUAbHON MH(OpMalMUd 1O  BU3YaJbHO-
ONTUYECKOMY KaHaITy
4. Onumure METO/Abl  OJOKUPOBAHHUS  YTCUKHU
KOH(DHICHIIMATILHON uHdopmanuu o
AJIEKTPOMArHUTHBIM KaHaJlaM
5. Onumwure METOAbl  OJIOKMPOBaHUS  YTEUKHU
KOH(DHIeHIIMATTEHON HMHQPOpPMAlUKU 110 aKyCTHYECKOMY
KaHally
l. Onumure  cnocoObl  HECAHKIMOHUPOBAHHOIO
nocryna kK wuHbopmamuu. Ilpusegure
TIPUMEPHI
Tema 2.3. peanu3anuy KaKI0ro U3 HUX
[TpotuBoaeiicTBUE 2. OnumuTe METOIbl 3aIUThI OT HAOIIOACHUS U
HECaHKIIMOHUPOBAHHOMY [OACITYIINBAHUS
JOCTYITY K 3. OnMuUIImMTe METOIbI 3aIUTHI OT MOCTYIIIUBAHUS
KOH(QUACHIIMATEHOM 4. Onummre METONIBI ~ 3aIlUThl  OT  TepexBaTa
uHbOpMaIuu DJIEKTPOMATHUTHBIX CUTHAJIOB

5. Onummure MCTOAbI 3alllUTHEI OT IICPCXBaTa CUT'HAJIOB
I10 CCTU IICPECMCHHOI'O TOKA
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Tema 2.4. Kpurepuu
3alUIIEHHOCTH KOM-
IBIOTEPHBIX

CHCTEM.
JInuensupoBanue

u ceprudukanus Ub.

1. ChopmynupyiiTe, Kak  OCYLIECTBISETCA
JUIEH3UpOBaHWe W ceprudukamuss B chepe
uH(GOPMaIIMOHHON 06€30MacHOCTH

2. Onumure OTE€UECTBEHHbBIEC CTaHIapTHI

6e3omacHOCTH HHPOPMAITMOHHBIX TEXHOJIOTUN

3. Chopmynupyiite 3HaueHne «OpaHKEBOM KHHUTU» B
paspaboTke MEXKTyHAPOTHBIX CTaH/IapTOB
uH(POPMAIIMOHHON 0€30MacHOCTH

4. Onumute Tpedoanus Crannapra ISO/IEC 27001
nH(popMaIMoHHOM 6€30IacCHOCTH

Tema 2.5. MexnyHa-
poansie cranmaptel Ub.
COBIT

5. Onummre CTaHaPTHI UHPOPMAIMOHHOH
6e3onacHocTH B MIHTEpHET

1. ChopmynupyiiTe, Ha3HaueHHe U  (QYHKIHUH

MEXIYHApOJHBIX  CTaHJIAPTOB  WH(OpMAIMOHHOM

0€30IacHOCTH

2. Chopmynupyiite, Ha3HauYeHHEe U  (PYHKIUU

MEXyHapOJHOTO cTaHgapta  WHGOPMAIMOHHOU

6e3omacuoctu COBIT

3. Pa3psIcHUTE OCHOBHBIC WIPHHIIMIIBI, JICXKAIIUE B
ocHoBe cranmapta COBIT, B mmane B3ammomercTBUS
NT-noxpazneneHnii OpraHu3alvy U €€ PyKOBOJICTBA

4. Pa3psicHUTE OCHOBHBIC MPUHIIUIBI, JEXKallUe B
ocHoBe ctannapra COBIT, ¢ Touku 3peHus yrnpaBlieHUs
T u MeHe1>XKMEHTOM OpTraHu3alru

5. Onummwmre npouecc 3Bomonnu cragaapra COBIT u
otnuuue ero Bepcun COBIT 2019 ot mpeapiaymumx
BEpCUH

Tema 2.6. IlpakTrueckue

aCleKkThl 0e30ITaCHOCTH
nC

1. Ha xakue 3Tansl pa3ouBacTcs MpOoIEecc NOCTPOCHUS
KC3U opranuzanun?

2. Jlaiite ~ kpaTkoe O0OOCHOBaHHWE HEOOXOIUMOCTH
kaxoro srana nocrpoenns KC3M opranuzamum.

3. Onummte nepBbie Tpu 3Tana co3ganus KC31
OpraHuU3allUH.

4. OnuumTe 3a1a4i, KOTOPBIE PEIIAIOTCSA HA TPEThEM U
yeTBepTOoM dTanax co3nanus KC3U opranuzanum.

5. Ilepeuuncnure OpraHn3alMOHHBIE MEPBI, KOTOPBIE
paspabaThiBatoTCs B opranu3aiuu B pamkax KC3U
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Tema 2.7. O0ecricucuHue P

0€30MaCHOCTH OC.
Be3omacuocts Window,

1

A3bCHUTE, noueMy  HEOO0XOJIUMO
ycTaHaBiIMBaIuCh 0O0HOBIeHUsE OC

S 2. Pa3zpsicHUTe, HA3HAYEHUE U IPUHIUIIBI peaau3anuu 7
IpOLEAYpPbl  PE3EPBUPOBAHMS C  TOYKA  3PEHHUS
obecnieuenus 6e3onacHoctu OC

3. Cdopmynupyiite, Kakyl0 poJib UIpaeT ayauT
0e30macHOCTH [JIi OpTraHW3alid B IIEJIOM W IS
¢ynunonuposanusi OC B 4aCTHOCTH

4. Onummure MPOLENYPY  YIPaBICHUS
6e3onmacuoctr B OC MS Windows

5. Onwumwute pynkuu Active Directoty u ero

ITOCTOAHHO

IIOJINTHUKA

AL 201

s}
'
HTO

QOITOOTYY ﬂ{“‘ '\AS \I\I”ndn\nlc

I A CT Fay
Ir IVITYI7ZT HJlIA UVvoOUIIavIiIivuvITrl

a
Amial

Pasren 3 KpHitorpadrieeke Mero b 3a b o pMatrt
Tema 3.1. Kpunto- L. Chopmynupyiite, uto Takoe kpunrtorpadus? B
rpadguueckue  METOBI [UeM 3aKTI0YAETCs TTIaBHAA 3a/1a4a KpUnrorpapuun?
3amuTel  uHGopmanuu. 2. ChopmMynupyiiTe, KTO SBISETCS «ITPOTUBHUKOM» B
Knaccudpukanus kpunrorpadun? CoctaBbTe MOJENIb IPOTUBHUKA B
KpUINTOrpadUuecKux Kpunrorpaduu.
METOJIOB 3aIIUTHI. 3. Onuure, 4TOo Takoe IMmHUPp U KI0Y B
Kkpunrorpapun?
4. ChopmynupyiTe, 4TO TaKO€ KpUNTOrpadhuIeCKUMil
anroput™ (KA).
5. Onumwure, B uem 3akimwouaercs  IIpuHiun
Keprxohdea? Kak ol HpHMEHSC TS Ha HPaicFH IS
Tema 3.2. . Onumute OCHOBHBIE TEPHOJbI KpUOTOrpapuu
CuMMeTpHUyHbIe QITOPUTMBI,  KOTOpbIE  NPUMEHSAJIOCH B  JIOXY
Kpunrorpaduieckue AHTUYHOCTH U CPETHEBEKOBBS ?
aJIrOPUTMBI 2. Chopmynupyiite, YTO Takoe Mudp COrIacHoO
crauaapra ['OCT 28147— 97?7
3. Chopmynupyiite KJ1IacCU(UKALTUIO
kpunrorpapuueckux anroputmon (KA).
[Tpusenure IpUMEpPHI OECKIIIOUEBbIX

kpunrorpapuyeckux anroputmon (KA).

5. IlpuBeaure npuMepsl OTHOKIIOUYEBBIX KA.
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HURAH bl
Tema 3.3. L. Chopmynupyiite OTJINYUTEIbHBIE OCOOEHHOCTHU
AcHUMMETpUYHBIE ACUMMETPUYHBIX KPUIITOCUCTEM.
Kpunrorpapuyeckue 2. Onumure IPEeUMYIIECTBA u HEJI0OCTATKU
aITOPUTMBI ACUMMETPUYHBIX KPUIITOCUCTEM
3. Pa3bsicHuTe, Kakyl0o pojb B HHQPPACTPYKType
otkpeiTeix kimrouerr (Public Key Infrastructure, PKI)
urpaet ynocrosepsromuii Llentp (V1I)
4. Onumurte Qynkiun cepruduraroB Y1, a Takxe ux
coJiepKaHue
5. Onumwmre anroput™ RCA. Pa3zpacHute, Kakyto posib B
eFO-peaHH3aHHH BhIHOFIIeT- Py HIcHIT DHAepa
Tema 3.4. Iudposai |. Chopmynupyiite, B yeM 3aKIIF0YAETCS
AIIEKTPOHHAS MOAMKCH TIpeAHA3HAYCHNE DJICKTPOHHOW IU(POBON MOAHCH
(OUIT). (DLIT).

2. Onuure IIPEUMYILECTBA
ANIEKTPOHHOM U(POBOM MOAIUCH
3. Onuiure peanuzanuio aaropurma cozaanus 11T u
€ro COCTaBHBIX JIEMEHTOB

4. Onumure Buasl DI 1 pa3psicHUTE UX Ha3HAYEHUE
5. ChopmynupyiiTe, kKakyto poib B peanusamuu D111

mrnact NIy amer

IIPUMCHCHU A

Xrr Pu\d T 320101 \.J:IJ 111\]_{}{/1

Tema 3.5. Texuonoruu 1. Pa3esacHure, qTOo TaKoe UJICHTU(PUKAIHUS.
ayTeHTU(PUKALIMHU. [IpuBenuTe npuMepkl ee peanu3aluu
2. O0bsicHUTE, qTO0 TaKoe ayTeHTUdUKALIHS.
[IpuBenuTe NpUMEpPEHI €€ peannu3anuu
3. O0BsicHUTE, UTO Takoe aBTopu3anus. [Ilpuseaure
IPUMEPBHI €€ peATn3aLu
4. ITpuBenure IIPAKTUYECKUE IIPUMEPBI
IBYX(hakTOpHON ayTeHTU(PUKAIINH
5. Onuuure KJ1acCU(HUKaALUIO METO/I0B
AVFCHTHPHK AT
Pasaes4-—HMndopmannontas-oesonactocrs 4 Cir-cereit
1. Ilepeuncnure ypoau moaenu TCP/IP.
2. ChopmynupyiTe, Kakiue TpU CUCTEMBI aJipecaliiu
UCIIOJIb3YIOTCS B CETEBBIX TEXHOIOTUSX?
Tema 4.1. TIpoGemsr 3. PazbsacHuTte, Ha kakoM ypoBHe moaenu OSI 3anarorcs
WHGOPMAITMOHHON IP-anpeca?

0€30MaCHOCTH CETEM

4. Onumure CTPYKTYpy UM (PYHKIHMOHAIBHOCTH CTEKa
npotokojioB TCP/IP ¢ Touku 3peHuss nHGOPMAIMOHHOMN
0e30macHOCTH

5. Chopmynupyiite npobsiemsl 0e3onacHocTu [P-cereit




Koumponupyemwie
pazoenvt (memwi)
YUeOHOU OUCYUNTIUHBL

Bonpocwt 0151 noozomoeku Kk uHOUGUOYATbHOMY
YCHHOMY ORPOCY RO MeEMAM OUCUUNIUHDL)

Tema 4.2 Yrpo3sl
YSA3BUMOCTH IPOBOAHBIX
KOPIIOPATUBHBIX CETe

1. PazpsacHuTe, Kakyro poib urpaet mojeib OSl| B
pealin3aiyy B3auMOJICHCTBUS OTKPBITHIX CUCTEM

2. OnUIIATE YETHIPEXYPOBHEBYIO TEXHOJIOTUICCKYTO
MOJIeTb TIOJICUCTEMBI HHPOPMAITMOHHOHN 0€3011acHOCTH
3. Onummure CTPYKTypy U QYHKIIMOHAIBHOCTD CTEKA
npotokosioB TCP/IP

4. Pa3picHHTE, Kak pEaTU3YIOTCS JIOTHYECKHE |
dusznueckue COEAMHEHUS MEXIY YpPOBHAMH CTEKa
npotokosioB TCP/IP

5. Onummre yrpo3sl ¥ YA3BUMOCTH TTPOBOIHBIX
KOPIIOPaTUBHBIX CETEN

Tema 4.3. Texnomnorus

3allUTBIl  MEXKCETEBOTO
oOMmeHa JTAHHBIMU.
bpanamayapsl.

1. Chopmynupyiite, YTO  TaKO€  BUpTyajJbHas
3alMIIeHHas ceTh U TyHHelb VPN.
2. OnumuTe, Ha KaKUX TeXHOJIOTHAX OCHOBaHa

3ammTa WHQOpMaMKM B TPOIECCE €€ Tepenayd Iio
tyHHemo VPN

3. [IpuBenuTe onucanue TakuM Kareropusim, kak VPN-
kineHT, VPN-cepep u numo3 6e3onacHoctu VPN 4.
PazpsicauTe, KaK  pealn3yeTcs  TEeXHOJIOTHS
TYHHEJIMPOBAHUS

5. Chopmynupyiite, Kak TEXHOJOTUSI TYHHEIUPOBAHUS
pemiaer mTpoOsieMy 3allMThl  KOH(PUACHIIMATBHOCTH,
[EJIOCTHOCTH W AyTeHTUYHOCTH  IepeaaBaeMoi
uHbopMaIuu

Tema 4.4. TexHomoruu
VPN.

I. PazpsacHure,  Kakue MPOTOKOIBI WUTparOT  pOJIb
MPOTOKOJIA-«IIACCAXKUPA», HECYIIEr0 MNPOTOKOIa U
MPOTOKOJIa TYHHENIUpoBaHus B TexHosoruu VPN

2. PazpscHure, KAKOBbl ~ BapUaHTbl  IOCTPOECHUS
BUPTYaJIbHBIX 3aIIUIIEHHBIX KaHAJIOB npu
ucnonszoBanuu VPN

3. O0bsicHUTE,  TOYEMY BapuaHT, MpPU KOTOPOM

KOHCYHBIC TOYKH 3allIMIICHHOI'O TYHHCIIA COBIIAAANOT C

KOHCYHBIMHU TOYKaAMU 3aIUIIAeMOTO
MOTOKAa COOOIICHUN, C TOYKHU 3peHus
obecrnieyeHus nH(pOpMaITMOHHOM 0€30MacHOCTH

SIBJISICTCS JIy4ILIUM ?
4. Pa3bsicHUTE, C TOMOUIBIO KAKUX KOMIIOHEHT B y3J1ax

3amuineHaoro coeaunenus cetu VPN co3maercs
TYHHEITb
5. Onuumre, Kak oOecrieunBaeTcs

KOH(I)I/II[GHI_II/IaJIBHOCTI), a TaKXKC LCJIOCTHOCTh U

IIOJJIMHHOCTH HHKAIICYJIMPYCMBIX ITaKE€TOB Inpu

TYHHEJINPOBAaHNN B CETH VPN




Konmponupyemoie
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Tema 4.5. b B ceTsax. 1. Qnummre npoliecc MHKAMNCYISAIUSA JaHHBIX U TY
HuTepHeT 6€3011acHOCTH POJIb, KOTOPYIO OH BhIMONIHSET B cTeke TCP/IP

Crek poTok0JIoB 2. ChopMyIupymTe, KaKOBbI OCHOBHBIE (DYHKITUH
TCP/IP Yposus 1 mogenu OSI

AV AGARAR R 2N AVARRVTARAPAP S

3-ChopmyAHpyHTe, KakoBbt OCHOBHBIe- Py HICHHH
VYposus 2 moaenu OSI

4. OnummTe CTPYKTYpy cTeka mpotokosioB TCP/IP u ee
otinuust ot Mmoaenu OSI.

5. Pazwscaute, uto Takoe ¢aza mpoekta? Ilpusectu
XapaKTEePUCTUKHU (a3 v pe3yabTaTOB U3 CBOETO

HHOOLIETA
lltl\.l\dl\ pae

I N AL I OB M AT 1T YN ORI MO IO T an

FaN s s a faValsal
CITIT CIYI Ol riTDr Xlll\tlul_llvluullll I JIJU TIZIA IV VT T OJIT

1. PazpsicHuTe, B UeM 3aKJIFOYAETCs HA3HAUYCHHUE CPECTB
VPN, KkoTopble HCHOJB3YIOTCS Ha KaHAJIBHOM H
CEaHCOBOM YPOBHE

2. OnumwuTe, Kakue IPOTOKOJIBI HCIOJB3YIOTCS Ha
KaHaJIbHOM M CEaHCOBOM YpOBHE, I (popMHpOBaHUS
3alUIICHHBIX KaHAJIOB B ceTH VPN

3. Cdopmynupyiite, kakue (QYHKIHH HEOOXOIUMO
peaqu30BBIBATh  IMPOTOKOJAM HAa  KaHAIBHOM |
ceaHcoBoM ypoBHe B cetu VPN, nna co3manus
3alAIICHHOTO COCAUHEHUS

Tema 5.1 3amura
uHbopMaIuu B
KOMITBIOTEPHBIX ~ CETSX.
3amura Ha KaHAJIBHOM U
CEaHCOBOM ypPOBHE.

4. Onummure IIPOTOKOJIbI (bopmMupoBaHUS
3AIIMILECHHBIX KaHAJOB HA CEaHCOBOM YPOBHE B CETH
VPN

5. Cdopmymupyiite, kakue (QOYHKIMH HEOOXOIUMO

pCaIn30BbIBATH IIPOTOKOJIaM Ha CCaHCOBOM YPOBHC B
cer-VV RPN

V1 TV

1. OnummmTe Kak co3aaBayics mpotokoi IPSec u s
KakKUX LEJIEN 3TO AEaI0Ch.

2. Onumure, Uil pealu3aluu  KakuxX  (QyHKIHMA
UCITOJIB3yeTCsl CTEeK TpoTokonoB IPSec. MoxHo
CUMTATh €r0 CTEKOM MTPOTOKOJIOB M IOYEMY

3. Onummmre cTpykTypy IP-nakera n oObsicHUTE Kakue

Tema 5.2. 3amura Ha
CeTeBOM  ypOBHE —
MIPOTOKOJI IPSec.

Nudpactpykrypa
np HO

W é)l Ha HKJIa M

3 oOecrneueHus 0e3zonacuoctu |P-makeroB oH
B 610

4. Chopmynupyiite MPEeUMYIIECTBA CpEICTB
6e3omnacHoctu IPSec

5. OnuiuTe OCHOBHBIE CXeMbl TpuMeHeHus 1PSec

2.3. PexomeH1anuu 1o OLEHNBAHUIO Pe3yJIbTATOB TECTOBBIX 3aJaHUH
o0yuyaromuxcs



B 3aBepmieHMM HM3ydYeHHsI KaXAOTO pa3jena  AWCUUILTHHBI  IPOBOIUTHCS
TECTHPOBaHUE (KOHTPOJIb 3HAHUIA IO Pa3eity).

Kpumepuu oyenusanus. YpOBEHb BBINOJIHEHUS TEKYIIUX TECTOBBIX 3aJaHH
OlleHMBaeTCs B Oayutax. MakcHMMajabHOE KOJMYECTBO OAJUIOB MO TECTOBBIM 3aJIaHHSIM
npeacTaBieHo B Tadsmire 2.1.

TecroBble 3amaHusi MPEICTABICHBI B BHJIEC OIEHOYHBIX CPEICTB U B IOJIHOM
o0beMe TIpeACTaBICHBI B OaHKE TECTOBBIX 3aJaHUN B AJIEKTPOHHOM Buie. B doHne
OLICHOYHBIX CPEJCTB NPEACTABICHB THIIOBBIC TECTOBBIC 3aJlaHHs, pa3paOOTaHHBIC IS
U3yUYCHUs JTUCIUIUIMHBI «3ammTa nHGOpMAIMH B KOPIOPATHBHBIX HH()OPMAITMOHHBIX
CHCTEMax».

TUIIOBBIE TECTOBBIE 3AJIAHUSA
JJSA TEKYHIEI'O KOHTPOJISA
3AJIAHUSA 3AKPBITOI'O TUITIA
Pasznea 1. Texnosoruu u metoabl ooecnneuenns Ub

BBIBEPUTE OJIVH BEPHBIIT OTBET / BRIBEPUTE HECKOJILKO BEPHBIX
OTBETOB*

1. 3a0anue 1. UndopMaimoHHoe 00IIIECTBO — 3TO OOIIIECTBO, B KOTOPOM:
A. OOJNBIIMHCTBO  pabOTAlOIMX  3aHATO  IPOMU3BOJCTBOM, XpaHEHHUEM,
nepepaboTKoON M peanuzanueit nHbopMaIiu, 0COOCHHO BhICIIEH e€ (popMbl —
3HAHUMN;
B. moCTOSITHHO pacTeT KOJIUYECTBO HHTEPHET-NOIb30BaTENEH;
C. peayi30BaHbI TEXHOJIOTHH JICKTPOHHOTO YIIPABJICHUS U JICKTPOHHOTO
MIPaBUTEIIbCTBA,
D. »snexktpoHHass KoMMepLHUsl SBJISIETCA TMpeobJiafaroniell  3KOHOMUYECKOU
MOJIEIBIO.

3aoanue 2. UupopManimoHHBIN 0O0BEKT — 3TO
A. anmapaTHas yacTb MHPOPMALIMOHHON MHPPACTPYKTYpPbI, XpaHAIas JaHHBIE;
B. daiinbl (10OKyMeHTHI), pecypchl JIOKAIBHBIX U T100aTbHBIX CETEH;
C. cpena, B koTopoi nH(MDOpMAITUS CO3aeTCs, TIepeaaeTcs, 00padaThIBACTCS UM
XpaHHUTCS,
D. ¢aiinsl (IOoKyMEHTBI), CaliThI, TOPTANIBI, CPEACTBA UX CO3JIAHUS .

3aoanue 3. SIBnsercs mu uHGOPMAITMOHHOE OOIIECTBO pean3aIlieil SJKOHOMHUIECKOTO H
TEXHOJIOTUYECKOTro yKjaaa?

A. na;

B. mer;

3aoanue 4. OCHOBHBIMU KOMITOHEHTaMU WH()OPMAITMOHHOTO MPOCTPAHCTBA SIBIISIOTCS:
A. monb30BaTenu, MHPOPMAITMOHHBIE PECYPCHI, POBANIEPHI;
B. Bmanensiibl, mpoBaiaepsl, HGOPMAIIMOHHASI HHPPACTPYKTYPA;
C. uH(popmMaImoHHbIE PECYPCHI, CpEICTBA HHPOPMAITMOHHOTO B3aUMOIECHCTBHUS,
udopmalmoHHas UHPPaCTPyKTypa;


https://ru.wikipedia.org/wiki/%D0%98%D0%BD%D1%84%D0%BE%D1%80%D0%BC%D0%B0%D1%86%D0%B8%D1%8F
https://ru.wikipedia.org/wiki/%D0%97%D0%BD%D0%B0%D0%BD%D0%B8%D0%B5

D. rocynapctBo, BiaiebIlbl, TOCPETHUKH .

3aoanue 5. CyobekTamMu HHPOPMAITMOHHOTO IPOCTPAHCTBA SBIISIOTCS:
A. TrocynapcTBo, IOpHINYCCKUE JINIIA, PU3NICCKUE JTUTIA,
B. monp3oBarenu, mpoBaiiepsl, BIaaebIlbl HHPOpMAIUH;
C.) rocynapcTBo, MOJIL30BATENH, BIaAelblibl HH(OpPMAIUY,
D. dusnyeckue nuiia, FOPUANIESCKHUE JIUIA, TTOCPETHUKH.

3adanue 6. KoMIploTepHbIE IPECTYIUIEHUS — 3TO T€ IPECTYIUIEHHUS, B KOTOPBIX:
A C  TOMOIIBPI0  HECAaHKUIMOHMPOBAHHOTO  JOCTyNMa  HapyllaeTcs
KOH(UACHIIMATBEHOCT HH()OPMALINY;
B. pesynbraToMm siBIsiCTCS HapyIIEHUE CUCTEMBI O€30MTaCHOCTH MPEIIPUSITHUS,
C. 00BeKTOM MpPECTyNHOro  MOCATaTeNbCTBA  SBISETCS  MHGOpMaIus,
oOpabaTbiBaeMass W XpaHsIIAsACSi B KOMIIBIOTEPHBIX CHCTEMax, a OpyIueM
HOCSITaTeNbCTBA CIYKUT KOMIIBIOTED;
D. napymaercs HeIOCTHOCTb U IOCTOBEPHOCTh HH(POPMAIIHH.

3aoanue 7. Ayrentudukanus cyObeKTa — 3TO:
A. nony4yenue cyobeKTOM UACHTU(DUKATOPA, IPEIOCTABIIAIOIETO MIPaBO JOCTYIIA
K OTPEJEICHHON YacT UH(POPMAaLIHH,;
B. 3T0 mpoBepKa MOJJIMHHOCTUA CYOBhEKTa C JaHHBIM UJEHTU(HUKATOPOM;
C. BBOJI JIOTHHA MOJIH30BATENIEM PU BXO/JIE B JIOKATHHYIO CETh,
D. onpenenenue npas 1ocTyna cyObeKTa ¢ ONpeAeIeHHbIM JOTMHOM U apOoJIEM. .

3aoanue 8. ABTopuzanus CyobeKTa — 3T0:
A. ipoBepKa MOJIMHHOCTH €T0 UAeHTU(PUKATOPa;
B. o910 nmpouenypa mpenocTaBieHHs 3aKOHHOMY  CYOBEKTY,  YCHEIIHO
npoleaeMy UACHTUDUKAIMI0 W ayTeHTU(PHUKAIHUIO, COOTBETCTBYIOIIUX
MOJIHOMOYHM U JOCTYITHBIX PECYPCOB CUCTEMBI (CETH);
C. mpoBepKa COOTBETCTBHSI CYOBEKTY CBOEMY MIECHTHU(DHKATODPY;,
D. mpoepka ero uudpoBoil moAnmucH.

3aoanue 9. 3M10yMBIIUIIEHHUK — 3TO:
a) U110, MPENPUHSBIIICE TIOMBITKY BHITIOJHECHUSI 3aNIPEIICHHBIX OlTepaIiuii
(meticTBMIT) 1O OLIMOKE, HE3HAHHMIO UJIM OCO3HAHHO,
b) numo, mnpexnpuHSABIICE TMOMBITKY BBIMOJHCHHUS 3allPEHICHHBIX OIepamui
(me¥icTBUi) MO oOIMOKe, HE3HAHWIO WM OCO3HAHHO CO 3JIbIM YMBICIOM (W3
KOPBICTHBIX HMHTEpPECOB) WM 0€3 TaKOBOrO (paaud WUIPbl WKW YIOBOJBCTBHUSA, C
IEJIBIO CAMOYTBEPIKACHHS U T.I1.);
C) JUIO, TPEANPHUHSBIICEC ITONBITKY BBIMOIHCHHS 3alpPEIICHHBIX —OIeparui
(me¥icTBUi) MO oOIIMOKE, HE3HAHWIO WM OCO3HAHHO CO 3JIBIM yMBICIOM (U3
KOPBICTHBIX HMHTEPECOB) WM 0€3 TaKOBOTO (paaud UTPHl WIH YAOBOJLCTBHUS, C
IEIbI0 CAaMOYTBEPXKICHUS W T.I.) M HCIOJB3YIONMIEe JUIsI 3TOTO Pa3InYHbIC
BO3MOKHOCTH, METOJIbI U CPEJICTBA;
d) mHapymutens nHGOPMAITMOHHON O€30MTaCHOCTH, HaMEpPEHHO MAYIIUI Ha
HapyIIEHNUEe U3 KOPBICTHBIX OOy KICHHM.



3adanue CoOCTBEHHUK MH(POPMAITUHU — ITO:
A. dusnueckoe IUIO, WM MaTEPHAIBHBIA OOBEKT, B TOM UHCIE (PUINIECKOE
moJjie, B KOTOPBHIX MH(pOpMaIusi HaXOAUT CBOE OTOOpak€HHE B BUJE CHMBOJIOB,
00pa30B, CUTHAJIOB, TEXHUYECKHUX PEIICHUI U MPOIIECCOB,
B. cyOBekT, mosp3yromuiicss uHGOpMalUei, MOJTydeHHOH OT €€ COOCTBEHHUKA,
BJaJeNblla WIM TMOCPEIHUKA, B COOTBETCTBUU C YCTAHOBJICHHBIMHU MpPaBaMU U
IpaBUJIaMU JOCTyMa K nH(popmamu a0 ¢ UX HapyIIEHUEM,
C. yJacCTHHK MPaBOOTHOIICHUY B HH(MOPMAITMOHHBIX MTPOIIECCaX;
D. cyObekT, B TOJHOM OO0BEME pPEaTU3yIOMIMA [OJHOMOYHUS BIaJCHUS,
MOJIb30BaHUS, pacnopsbkeHust ~ uHQOpManmeil - B COOTBETCTBHUH  C
3aKOHOJATEIbHBIMHA aKTaMH.

*(omeem — 6ce omeemul 6epHbl — ObIM b HE MOHCEN)

3AJJAHUSA OTKPBITOI'O THUITIA
Paszngea 1. Texnoqaoruu u MmeToabl ooecneuennsa Ub

3aoanue 1.
Nudopmarmonnast o0bEKT — 3TO
3ananue 2.
[TpuHIUTIBI pacuupeHus CyObeKTHOCTH B MH()OPMAITMOHHOM MPOCTPAHCTBE —
9TO

3aoanue 3.
[lpuHun  gocTkeHUs WHOOPMAIMOHHOTO TOCTOJACTBA B HH(POPMAIMOHHOM
MIPOCTPAHCTBE — ITO

3aoanue 4.
VYrpo3za 6e3omacHocTy HHGOPMAITUH — 3TO

3aoanue 5.

KoudunennmnansHocts nHGOPMAITUU — 9TO

3aoanue 6.

[{enoctHOCTh MH(DOpPMAIIUK — 3TO

3aoanue 1.
JlocToBepHOCTh HHPOPMALIMH — 3TO

3aoanue 8.

JlocTynHOCTh MH(OPMALIUU — 3TO

3aoanue 9.

[Tox naopManmonHoM O6e30macHOCThI0 PO moHnmaeTcs

3aoanue 10.

HedopmansHas MOJIETb HAPYITUTEIS - 3TO

2.4. PexoMeHauum 1o OlleHUBAHMIO pedhepaToB, 10KJIAI0B.

MakcumMmajabHOe

Kpurepuu
KOJINYECTBO 0ALJIOB™ puTep

BrictaBnsercs o6yqa}0meMyc;1, €CJIM OH BbIpa3ujl CBOE MHEHHE

Otnu4uHO N
110 chopMyIHpOBaHHOM MpoOIeMe, apryMEHTUPOBAJI €10,




TOYHO OINpEAEINB NPOOIEMY COAEpKaHUE M COCTaBIISAIOLIME.
[IpuBeneHbl  MaHHBIE  OTEYECTBEHHOH U 3apyOe:KHOM
JUTEepaTyphl,  CTaTUCTUYECKHE  CBElIeHMs,  HMH(opManus
HOPMATHBHO TMpPaBOBOTO xapakrepa. OOydaromuiicss 3HAaeT |
BJIAJICET HABBIKOM  CAaMOCTOSATEIbHOU

MCCIIEI0BATENBCKOM pabOTHI 110 TEME MCCIIEI0BAHUS; METOJaMU
U [IPUEMaMU aHaJIU3a TEOPETUYECKUX u/vnm
MPAKTUYECKUX aCHEeKTOB H3ydaeMoil obnactu. DaKkTHUECKHUX
OomMOOK, CBA3aHHBIX C TIOHUMAaHUEM MpPOOJIEMBI, HET;
rpadudecku paborta opopmiieHa MPaBUIBHO.

BricraBisercs o0yuaromemMycs, eciii paboTa xapakTepusyercs
CMBICII0BOI LICJILHOCTGIO, CBS3HOCTBIO u
[IOCJIEI0BATENbHOCTBIO U3JI0KEHUS; IOMYIIEeHO He Oonee 1
OlIMOKKW T1pu  OOBSCHEHHMM CMbICIAa WJIM COJEp’KaHus
XOpOHlO npobnemsl.  Jlns aprymMeHTauuMu — NPHUBOAATCA  JITaHHBIE
OTE€YECTBEHHBIX " 3apyOeKHBIX aBTOPOB.
IIponeMOHCTpUPOBaHBI UCCIAEAOBATEIILCKUE YMEHUSA U HABBIKH.
daxkTHYeCKUX OIMOOK, CBA3aHHBIX C TIOHUMaHUEM IIPOOJIEMBI,
HeT. JIONYIIeHbI OT/IeNbHbIC OIUOKHN B 0(OpMIICHUH PaOOTEHIL.

BricraBnsercs oOyuaromiemycs, eciu B paboTe CTyIeHT
MPOBOJIUT JIOCTATOYHO CAMOCTOSITETILHBIN aHATH3 OCHOBHBIX
ATAINOB ¥ CMBICIIOBBIX COCTABIISIONIMX MPOOJIEMbI; TOHUMAET

Y 10BIETBOPUTEIIHHO 0a30BbIe OCHOBBI M TEOPETHUECKOE 00OCHOBAHNE BHIOpaHHOU
TEMBI. [TpuBneueHs! OCHOBHBIE UCTOYHUKH o
paccmarpuBaemoii Teme. JlonmymieHo He 6osee 2 ommboK B
COJIepKaHUU TPOOTIEMBI, 0HOPMIICHHH PAOOTHI.

BeictaBisiercs oOyuwatomemycs, eciiu paboTa HpeAcTaBiseT
coOOi mepecka3aHHbI WM IOJHOCTBIO 3aUMCTBOBAaHHBIN
UCXO/HBIA TEKCT 0€3 KakuxX Obl TO HU ObLIIO KOMMEHTAPHEB,
HeyJ:[OBJIeTBOpI/ITeJIBHO aHanu3a. He packpeita CTpykTypa U TEOpeTHUYECKast
cocTaBJsitolIas TeMbl. JlonmymeHo Tpu wim 6osee Tpex omuooK
B COJIEpKAHUU PacKpbIBaeMoii po0ieMbl, B 0popMIeHUH
paloTHI.

*

|

)

[Ipencrapieno B Tabmure 2.1.

TEMBI PE®EPATOB, TOKJIAAOB U1 IPOBEPKH YPOBHA
COOPMUPOBAHHOCTHU KOMIIETEHIINU

. 'mo6anbHbIe BEI30BBI HHPOPMAIIMOHHON 0€30MacHOCTH B TEKYIIIEM TOTY
. TpeOGoBaHUsI HOPMATUBHBIX U NMPABOBBIX TOKyMEHTOB P® no obecneyeHunto

BaH_II/IHIéHHOCTI/I I/IH(l)OpMaI_[I/II/I B JIOKAJIBHBIX BBIYUCIIMTCIBHBIX CCTAX

. TpeOGoBaHUsI HOPMATUBHBIX U MPABOBBIX TOKyMEHTOB P® 1o obecneyeHunto

3aIUIEHHOCTH HHPOPMAIIUK B IUPPOBBIX TeNeHOHHBIX JTUHUSIX CBS3H

. CTpyKTypa 1 NOpsI0K OpraHU3aliK padoThl CIIyKObI 0€30MaCHOCTH MIPEANPUSITHS B

OOBIYHBIX U IIpe?,BBI‘IaI‘/JIHBIX YCIIOBUAX.

. TexHonoruu 3amuThl KOHUAECHIMATLHON HHPOPMALIUU OT BUPYCHBIX aTak.
. KommnuiekcHoe o0ecneuenne nHpopMalmoHHON 6€301MacHOCTH B KOMMEPUYECKHIX

CTPYKTYpax.

. UccnenoBanue npoOieM nHGOpMaAIMOHHON O€301TaCHOCTH 00BEKTOB KPUTHUECKOM

MH(OPMATMOHHON UH(PPACTPYKTYPHI.

. BeIsiBlIeHHE TEXHMYECKUX KaHAJIOB YTCUYKHU I/IHCI)OpMaI_[I/II/I.


http://www.pandia.ru/text/category/virus/

9. Opranuzauuss ¥ TPOBEIEHUE MOUCKOBBIX MEPONPUATHII Ha OOBEKTE C IEJbIO
OOHapY)KCHHSI KAHAJIOB YTEYKM WHQPOPMAIMH, BBISIBICHUS CPEACTB CheMa
uHopMarmu.

10. Metozpbl U cpeacTBa 3alIUThl MHOOPMAIIUU OT YTEUKHU M0 TEXHUYECKUM KaHalam

11.Kak obecnieunTh O6e30macHOCTh mpu padote B IHTEpHET

12 .HarnunonanbHbie uHTEpECchl Poccuu u nHbopMaIimoHHOE TPOTUBOCTOSIHUE B
COBPEMEHHOM MHpE

BOITPOCHI K JUPDPEPEHIIUPOBAHHOMY 3AYETY IO
PA3JIEJIAM (TEMAM) IMCUHUIIJINHBI
. Onummre npoakTUBHBIE METOABI OOHApykeHus BpegonocHoro I10.
. Chopmynupyiite npobiemy 1enoctHoctu nHpopmaruu. [Ipusenure npumepsl
HapyUIEHUs LETOCTHOCTU UH(MOpMAIUH.
. Onucath MOAYJIN U PEKUMBI pabOThl COBPEMEHHBIX aHTUBUPYCHBIX MTPOTPaMM.
4. OxapakTepu3oBaTh MOJIeNb aBToMaTu3npoBaHHoi cucteMbl (MC) u Tums
BUPYCHBIX yrpo3 0e3omacHoctu UC s ee pa3nuyHbIX YPOBHEM.
. Onmcarpb copepkaHue MOJIUTUKUA O€30MaCHOCTH OpPraHU3aluu.
. OxapakTepu30BaTh 00bEKTHI U CYOBEKTHI HHPOPMALIMOHHOTO IPOCTPAHCTBA.
[Ipumepsl.
7.Yto0  Takoe KOH(pUACHIHMATBHOCTh HH(popMmanmuu? Omnucatb  CIOCOObBI
oOecreyeHrs KOHPUISHIMAIBHOCTH HH(OPMAMU B OpraHU3ALIHH.
. OxapakTepu30BaTh CyObEKTbl HH()OPMAIMOHHBIX OTHOIIEHUI U KX UHTEPECHI.
9. Onucatp puznyeckre U OpraHu3alMOHHO-TEXHUUYECKUE CPEICTBA 3aAIUTHI B
paMkax HarpaBiieHui obecnieuenust Ib npennpusitus.
10.Onucaty  opraHu3anuio  3amUThl  UHPOpMANUM  OT  YTE€YKH  TI0
AIIEKTPOMATHUTHBIM KaHajaM
11.0nucats cnocoObl 3amuThl HHPOpMaIuu B opranuzamnuu. ChopmyaupoBaTh
XapaKTEPUCTUKY 3alIUTHBIX JIEUCTBUI
12.0OnucaTh opraHu3anuio 3anmTa HHPOPMaIMK OT YTEYKH 10 BU3YaJIbHO
ONTUYECKUM KaHajaMm.
13.CopmynupoBaTh criocoObI 3amuTa HHGOPMaAIIMK HA YPOBHE KOPIIOPATUBHON
CETH MPEIPHUSATHUS.
14.0nucaTth TEXHUYECKHUE KaHAJbl YTEUKH HHGOpMAIIHH. 3aliuTa OT yTeueK
uH(OpPMAIUHU IO TEXHUYECKUM KaHaIam
15.CopmynupoBaTh NOHITHE «MOJIEIH 3JI0YMBIUICHHUKa». [IpuBecT nmpumMepsl.
16.0nucaTh CTPYKTYpY MOJUTUKU O€30TIaCHOCTH OpPTaHU3aIiH.
17.0xapakrepuzoBath CructeMy 0OHAPYKEHUS U PEJOTBPAILEHUST BTOPKCHHI.
18.0Omnucartp TexHosoruu odecnedenus 6ezonacaoctu B OC Windows 7.
19.CocTaBUTh KJIaCCU(PUKALNIO KaHAJIOB MPOHUKHOBEHUS B MH()OPMAIIMOHHYIO
CUCTEMY U YTEUKH WH(DOpMaIuu
20.0nucath MOJIMTUKY UHPOPMAITMOHHOM 0€30MMaCHOCTH OpTaHU3AIIHH.
21.0Onpenenenre nHGOPMALIMOHHONM 0€30MACHOCTH U €€ COCTAaBJISIOIINE.
22.Yka3aTh IPUYUHBI POCTAa KOMITBIOTEPHON MPECTYMHOCTH. KOMIIBIOTEpHBIE
MPECTYIJIEHUS TPOTUB FOCYJAPCTBEHHBIX U OOIIECTBEHHBIX HHTEPECOB.

23.0nmcath KII04eBbIe KaTeropuu (IIOHATHs) O€30MaCHOCTH M UX B3aUMOCBS3b B
cootrBeTcTBUM ¢ [ OCT P MCO/MDK 15408-1-2008.
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24 1lpuBenuTe Ki1accu(pUKaIMO BPEIOHOCHBIX IIPOrpaMM.

25.0nucarb  MOJAENb ~ HApyIIUTENs ~ AHTUBUPYCHOM  Oe3omacHOCTH U
PEKOMEHIyEMbIE METO/IbI 3AILUTHI JUIsI KJIIACCOB HAPYILIUTENEH.

26.ChopmynupoBaTh  TEHACHIIMM Pa3BUTHS COBPEMEHHBIX aAHTUBUPYCHBIX
nporpaMm

27.0nummTe opranu3anuio 3amuTsl UC npeqnpusaTis Ha ypoBHE pabodmx
CTAHLIUM 10JIb30BATEJIEN U CEPBEPOB.

28.0Oxapakrepu3oBaTh HampasieHus odecrieuenus b npennpusarus. [IpaBosas u
OpraHu3alMOHHAs 3allHTA.

29.0nucath TexHooruio oobecneuenus 6eszonacnocty C npu 6ecripoBogHOM
COEIMHEHHUH

30.0numinTe CUrHATypHBIE METOIbI OOHapykeHus BpeaoHocHoro 110,

31.0xapakrepu3yiTe Tpy ypOBHS YIIPaBJICHUS MTOJUTUKON 0€30I1aCHOCTH Ha
IpEIIPUITHH.

32.0xapakTepu3oBath HH(OpPMAIMOHHAs Oe30MacHOCTh Ha Oa3e cranmapra CobiT

33.0nucarh METOANKY CO3/IaHUSl JTEMUIUTAPU30BAaHHBIX 30H B KOPIOPATHUBHOW CETH

PETPUITHS

34.0nucatpb CTPYKTYpPY HOJINTUKHU 0€301acCHOCTH OpraHu3alyu

35.0xapakTepu3oBaTh  KPUTEpUH  OE30MMACHOCTH  KOMITBIOTEPHBIX  CHUCTEM

«OpaHKeBast KHATa».,

36.0nmcath opraHu3anuio 3amuTel nepuMerpa cetu MC npeanpusaTis ¢ HOMOLIBIO
MeXceTeBbIX 3KkpaHoB (MCD)

37.0nucatp kpunroanroputm Juddu-Xemmana.

38.0nucarh cUrHaTypHbIE METOJIbI OOHapyx)eHus BpegoHocHoro I10.

39.0nucarb cMUMMETpUYHBIE aIrOpUTMbI K poBanusd. [Ipumepsl

40.0xapakTepu30BaTh HH()OPMALIMOHHYIO BOWHY KaK yrpo3y HH(GOpMalMOHHON
0€30MacHOCTH HALIMOHATIBHOTO YPOBHSI.

41.0nucatp kpunrorpaguueckuit anroput™m Buxenepa. [Ipeumyiiecta u
HEJOCTATKHU.

42.0nMcath  OPEeUMYLIECTBA M HEJAOCTATKM CHUMMETPUYHBIX  aJITOPUTMOB
mppoBaHUs

43.0nucath NOpSAOK UCIOJIB30BAHUS CUCTEM C CUMMETPUYHBIMU KIIFOUAMH.

44.0Onucarb KJIaCCU(PUKALUIO KpUnrorpadguueckux aJITOPUTMOB

45.PacKphITh MOHITHE «MOJIENHU 3JI0yMBIIUIEHHUKaY. [IpuBecTu mpumepsl.

46.0xapaKTepu3oBaTh aTaxky Buna  «llocpennuecTBo B oOMeHe
HesamudpoBaHHBIMU KiTFouamu (ataka man-in-the-middle)» u CTII0COOBI
3aIUTHI OT HEe.

47.0Oxapaktepu3oBath ataky Buaa «Otka3 B oociayxuanuu (Denial of Service,
DoS)» u criocoObl 3alUTHI OT HEe.

48.0Oxapaktepu3oBath ataky Buaa «Otka3 B oocinyxuanuu (Denial of Service,
DoS)» u criocoObl 3alUThI OT HEe

49.0xapakTepr30BaTh MAPOJILHYIO aTaKy Bua «mojHoro nepedopa (brute force
attack)» u crmocoObI 3alUTHI OT Hee.

50.0xapakTepu30BaTh MPEUMYIIECTBA U HEAOCTATKN OJIOUHBIX CUMMETPUYHBIX
CUCTEM IH(PPOBAHHUS.

51.0xapakTepu30BaTh aTaKy Buaa « TpOSTHCKUN KOHb» U CIIOCOOBI 3aIlMTHI OT HEE.



52.0nucary kpunrorpapuyeckuii anroput™ Bepnama. IlpeumymecrBa u
HEJOCTATKHU.

53.0xapakTepu30BaTh aTaKky BUAa « DKCILIOUT» U CIIOCOOBI 3aLIUTHI OT HEE.

54.0xapakTepHu30BaTh TE€XHOJIOTUH OroMeTpHIeCcKOn ayTeHTU(UKAIIH

10JIb30BATEIS.

55.0nMcarh NpPAaKTUYECKUE METOAbl ayTeHTU(UKAIMH, HCHOJb3yEMbIE B
HACTOSILIEE BPEMSL.

56.0xapakrepu3oBaTh yrpo3sl b 1 cuctemy 3allUTHBIX MEP JUIsl YPOBHEN MO
OSI nisa opranusanuu

BOITPOCHI K DK3AMEHY I10 PA3JIEJIAM (TEMAM) INCIUITJINHBI
1. UudopmanmonHast BoiiHa KaK yrpo3a HHPOPMAIIMOHHOM 0€301MacHOCTH
HallMOHAJIBHOTO YPOBHS

. O06BeKTHI ¥ CyObeKTHl HH(GOPMAIITMOHHOTO POCTpaHcTBa. [IpumMepsi.

. CyObeKTbl ”HPOPMAIIMOHHBIX OTHOIIEHUN U UX UHTEPECHI.

. Tpu ypoBHs ynpaBiieHuUs: HOJUTHUKON 0€3011aCHOCTH Ha MPEANPUSATHH.

. BapuaHTbI NOCTpOEHUS! BUPTYaJIbHBIX 3aIIUILIEHHBIX KaHAJIOB.

. [lonsTHE «MOI€NN 3II0yMBIILICHHUKa». [I[puBecTr mpuMepsl.

. KonpunenumnanbHOCTh uHpopmaIuu. Cnoco0b1 obecrnieueHus

KOH(HIEHIMATbHOCTH MH(POPMALIKU B OPraHU3aLUU.

8. [IpakTHyeckne MeToIbl AyTeHTH(PHUKAIIUH, UCTIOb3yEeMbIE B HACTOSIIIEE BpeMs

9. Knaccugukanus kaHajJoB IPOHUKHOBEHUS B CUCTEMY U yT€UKU MH(pOpMaLUu

10.ITonutuka nuaGoOpMaIMOHHOM 0€30MMaCHOCTH OpraHU3alIUU.

11.Conepxanue ITOJUTUKH 0€301acHOCTH OpraHHU3aLNH.

12.0Onpenenenue nHGOPMAIIMOHHON O€30MaCHOCTH U €€ COCTABJISIONIHE.

13.IlpuumHbl  pocTa  KOMIBIOTEPHOW  MpecTynmHOCTH.  KoMmbloTepHBIE
IPECTYIICHUSI IPOTUB T'OCYJaPCTBEHHBIX U OOIIECTBEHHBIX HHTEPECOB.

14 KiroueBbie KaTeropuu (MOHSATH) 0€30MaCHOCTH U MX B3aHMOCBSI3b B
cootBercTBuu ¢ [OCT P UCO/MDK 15408-1-2008.

15.Knaccuduxanus BPEIOHOCHBIX MIpOrpaMM.

16.CurnatypHsie MeTOIbl 00OHapykeHus BpeaoHocHoro [10.

17 .1lpoakTBHBIE METOBI OOHApPYXeHUS BpeAaoHocHoro 110.

18.TenaeHuMn pa3BUTUS  COBPEMEHHBIX  AHTHUBUPYCHBIX IMpPOTrpamMm

19.Monaynu u pexkxuMbl pabOThl COBPEMEHHBIX aHTUBUPYCHBIX MPOTPAMM.

20.Monens aBToMatu3upoBaHHou cucteMsl (MC) u TUIBI BUPYCHBIX yTPO3
oe3onacHoctu C niis ee pa3auyHbIX YPOBHEH.

21.3ammra nepumerpa cetu MC npeanpusaTrs ¢ TOMOIIBI MEKCETEBBIX SKPAHOB
(MCD)

22.3amuta UC npennpusitus Ha ypoBHE pabOYMX CTAHILIMM MMOJIb30BATEIECH U
CEPBEPOB.

23.Mojenp HapyIIUTEelsi aHTUBUPYCHOM O€301MacHOCTH. PekoMeHAyeMble METOIbI
3alIUATHI JJIS1 KJIACCOB HAPYIIUTEIICH.

24 TeHaeHIIMM pPa3BUTHS COBPEMEHHBIX AHTUBUPYCHBIX Mporpamm 25.3amura

uH(pOpMalMM Ha YpOBHE KOPHNOPATUBHOW CETH mpeanpustus. 26.TexHudeckue

KaHaJbl yTeYKd MH(pOpMaLnu. 3aiiuTa OT yTeueK HHPOpMaIiu
N0 TEXHUYECKUM KaHaJIaM
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27.Monaynu u pexxuMbl pabOThl COBPEMEHHBIX AHTUBUPYCHBIX IPOrPaMM.
28.Mogenp aBromatuzupoBanHoi cuctemsbl (MC) u Turbl BUPYCHBIX YyTpo3
oe3onacnoctu MC 1151 ee pa3IuyHbIX YPOBHEH.
29.3ammra C npeanpustus Ha ypoBHE paOd0O4MX CTaHIIMM [TOJIb30BATENEH U
CEpBEPOB.
30.Mojenb HapyHIUTeNs: aHTUBUPYCHOW Oe30macHOCTH. PeKOMeH1yeMble METObI
3aLUTHI U1 KJIACCOB HAPYILIUTENEH.
31.3amuTa HHGOPMALMK Ha YPOBHE KOPIIOPATUBHOM CETU IPEIIPUATHUS.
32.Metoauka co3/laHus JEMUJIMTAPU30BAHHBIX 30H B KOPIIOPATUBHOM CETH
IpeaPUSITHS
33.3aumra nHGOpPMALIUK OT YTEUKH I10 SJIEKTPOMAarHUTHBIM KaHalam
34. Texuuueckue KaHaJIbl yTeUKH HHPOpMaIMK. 3aluTa OT yTedeKk nHPopMauu
0 TEXHUYECKUM KaHajlaM
35.Hanpasnenus obecneuenuss Ub npennpusitus. [IpaBoBast u opraHn3almoHHas
3aIuTa.
36.Texnomorust obecneuenus 6ezonacaoctu MC npu 6ecipoBOIHOM COSAMHEHNUN
37.Hanpapnenus obecrieuenns Wb npennpustus.  dusmveckue - u
OpraHU3alMOHHO-TEXHUYECKHE CPECTBA 3AIUTHI.
38.Cucrema 0OHapyKeHHUS U IPEJOTBPAIICHUS BTOPKEHUH.
39. Texnomoruu obecneuenus 6ezonacaoctu B OC Windows 7.
40.Crioco0sI 3amuThl MH()OPMALIUY B OpPTaHU3AIMN. XapaKTePUCTUKA 3aIUTHBIX
JNEUCTBUN
41.3amuTa HGOPMALIMK OT YTEUKH 110 BU3YaJIbHO ONTUYECKUM KaHAJIaM.
42.Crioco0slI 3amuThl MH(OOPMAILIUY B OpTraHU3aIMH. XapaKTePUCTHUKA AU THBIX
JNEUCTBUI
43.Hanpasnenus obecneuenus b npeanpustus. [IpaBoBas u opraHuzannoHHast
3aluTa.
44 Texnonorus ooecnieuenus 6ezomacHoctu C npu 6ecripoBOIHOM COSTMHEHUN
45. CucrtemMa 0OHapyXEHUs U IPEIOTBPAIICHUS BTOPKEHUN.
46. Texunonoruu obecrneuenus o6esonacaoctr B OC MS Windows. 47.HanpaBnenus
obecrieuenns Wb mpenmpusiTus. dusnyecknue U
OpraHU3alMOHHO-TEXHUYECKHE CPECTBA 3AILUTHI.
48. 3ammrTa nHGOPMAIIMU OT YTEYKHU MO JIEKTPOMArHUTHBIM KaHallaM
49.MuopmarimonHas 0e3onacHOCTh Ha 0asze crangapra CobiT
50.TepmunbI U onpeaeneHUs: KpUNTorpapuu.
51 Knaccuduxanus Kpuntorpaguueckux anropuTMoB
52.Kpurepuu 06€301acHOCTH KOMIBIOTEPHBIX cucTeM «OpaHKeBasi KHUTa».
53.Kpunrorpaduueckuii anroput™ Brskenepa. [IpenmyiiecTBa 1 HeJOCTATKU.
54. TexHonoruu OMOMETPUYECKON ayTEeHTU(PUKAIIH TT0IH30BATEIS.
55. IIpeumyiecTBa U HEOCTATKH CUMMETPUYHBIX aIrOPUTMOB U (POBAHUS
56. IIpo6Giiemsr 6e3omacHocTH IP-cereit
57. IlopsA10K UCTIONB30BAHUSL CUCTEM C CUMMETPUYHBIMU KITFOYAMH.
58. TexHonoruu cTporoii ayreHTU(GUKAITIN TOJI30BaTEIS.
59. CummMmeTpuyHble anropuTMsbl mrdpoBanus. [Ipumepsl
60.CtpykTypa u GyHKIIMOHATBLHOCTH cTeka mpoTokojioB TCP/IP ¢ Touku 3peHus
nH(OPMAITMOHHOM 0€30MTaCHOCTH.



61.TexHOoJ0rus UCTIOIB30BAHUE IEKTPOHHON IU(POBOM MOIIUCH.

62.Knaccudukaus MexaHn3MOB ayTeHTU(UKAIIMY MTOJIb30BaTeNeH

63.Knaccuduxanus cereir VPN. [IpeumymiectBa npumeHenust texHosoruii VPN,

64.CtpyKkTypa MOJTUTHKH OE30TTaCHOCTH OPTaHU3aIuN

65. [IpermymiecTBa U HEJOCTATKH ACUMMETPUYHBIX CUCTEM MU(PPOBaHHUS.

66.TexHoornu BUPTYanbHbIX 3anuiieHHbIX ceTel (VPN). OcHOBHbBIE MOHATHS U
bynkiun cetu VPN

67. IlopstoK UCTIONTB30BAHUS CUCTEM C ACHMMETPUIHBIME KITFOYaMHU

68.I1poTokosl hopmMupoBaHMS 3alTUIIICHHBIX KaHaoB ceTH VPN Ha ceaHcoBOM
ypOBHE

69.ITpoGnema nenoctHocTy uHGopManuu. [Ipumepsl HapyiieHUs ETOCTHOCTH
uHpopMau

70.0cHoBHbie  BapuaHThl  apxuTektypbl  VPN. CpenctBa  oOecrnieueHus
oezonacHoctu VPN.

71.MeTobI 3a1UThl UHPOPMALIMY HA KAHAJIBHOM U CEAHCOBOM YPOBHSIX.

72.Metonp! 3anuTa nHGopMaluu Ha ceTeBoM ypoBHe. [Ipotokon IPSec



MHHUCTEPCTBO HAYKU U BBICILIEI'O OBPA3OBAHUS
POCCHUMCKOI ®EJIEPALTUN
®EJIEPAJIBHOE I'OCYJIAPCTBEHHOE BIO/[P)KETHOE OBPA3OBATEJILHOE YUPEX/IEHUE
BBICILIET'O OBPA30OBAHNS
«JIOHELIKA ST AKAJIEMUS VIIPABJIEHUS U TOCYJAPCTBEHHOM CJIYKBbI»

Hanpasienue noarorosku 09.03.03 Ilpuxkaagnasa nagopmarnka
IIpopuas «Ilpukiagnas uHGopMaTUKA B YIPABJICHUH
KOPIOPATHBHBIMHY HHGOPMALMOHHBIMH CHCTEMaMU»

Kadenpa nnpopManiuoHHBIX TEXHOJIOTHI

JAucnumimna «MadopmaunonHas 6e3011acHOCTh
HH(OPMALMOHHBIX CHCTEMAaX»

Kypc 3 Cemectp 5,6 ®opma 00yueHHsI OUHAS

3K3AMEHAIIMOHHBINA BUIET Nel

Teopernuyeckue BONpocCkI.
1. CocTaBuTh Ki1acCU(PHUKALUIO KaHAJIOB IPOHUKHOBEHUS B HH()OPMALIMOHHYIO CUCTEMY
UYTEUKH UHPOPMALIH
2. Onucats MeToAbI 3amuTa nHGopMaluu Ha ceTeBoM ypoBHe. [TpoTtokoin IPSec.
IIpakTHyeckoe 3a1aHue.
3. 3ammdpyiite u pacmudpyite cooduenue «llepexpbiTue KaHAIOB yTEUKN» C
KIIFOUEM
«IIpouenypa» metonom Buxkenepa. [{ns 3TOM e COCTaBbTE alrOPUTM U IPOrpamMMy
naExcel, Visual Basic nmm C++.

IK3amenamop:
YTBEpKIAEHO Ha 3aceTaHnu Kadeapsl « » 20 r. (mpoTokon
No OT« _ » 20 1)
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