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1.

Ilepeueny nnanupyemulx pe3yiomamos 00yuyeHus no OUCUUnIUHe,
COOMHECEHHBIX C NJIAHUPYEMBIMU PE3YIbMAMAMU 0C80CHUA 00PA3068aMENIbHOU

npozpammasl
Hucuumnuna  b1.0.02.03  OnepanvoHHBIE  CHCTEMBI  00ECIEYHMBACT
dbopmupoBaHre Yy  OOydYalOIUXCSA  CISAYIOMMX  o0menpodeccHoHaIbHbIX
KOMITETCHITHI ™
OTD/TD Kon HaumenoBanue Kon HaumenoB |O0pa3oBaTte/ibHbBII
U KoMIIeTe +x | HHAMKATOPA aHue pe3yabTart **
KOMIIeTEeHIIUH
PEeKBH3HU HIMH AOCTHKEHUsI |HHIAMKATOpa
1B IIC *x KOMIIETEHIM |IOCTHKEeHHUS
(npu n** KOMIIeTEeHI]
Hanuyuu) ** Wi **
- OIIK-5 Cnocoben OIIK-5.1 Wuctammpyer |3HaeT IPUHIIAIIBI
HMHCTAJIJINPOBAaTh IIPOrPaMMHO€  |YCTaHOBKU, HACTPOUKHU U
NporpaMMHOE u obecrieycHue COIIPOBOXKICHUS
anmnapaTHoe JUIst MIPOrpaMMHOTO
obecrieueHue IS uHbopMaLMOH |oOecrieueHus U
I/IH(l)OpMaHI/IOHHI)IX n HBIX CUCTEM OIMNCPaMOHHBIX CUCTEM.
ABTOMATU3UPOBAHHBIX Ymeer YyCTaHaBJIUBATh
CHUCTEM u HaCTpanBaTb
TIPOTPaMMHOE
obecrieueHue JJIA
HHPOPMAITMOHHBIX
CHUCTCM

* Jucyunnuna modicem opmupoeams KOMIEMeHYUuI0 NOTHOCMbIO UL YACTUYHO.
**Jlonocno coomgemcemeogamy Ipunoscenuio 1 k obpazosamenvrou npocpamme



2. Oobvem u mecmo OucuyunjiuHvl 6 CMPYKmype 00pa308ameabHOll
npozpammol

OO0mmii 00beM TUCIIUTIITNHBI

3,00 3.e., 108 ak.uac

KonTakTHas pabora oOydaromuxcs ¢ MpernojaBaTesieM MO BHIAM y4eOHBIX
3aHATUN: 54 aK. yac Ha KOHTaKTHYIO paboTy ¢ mpemnojaBareieM, u3 Hux 18 ak. gac
Ha Jekuuu W 36 ak. yac Ha MpaKTUYECKUEe 3aHiATHs. 25 aK. 4Yac Ha
CaMOCTOSITENIbHYIO pab0Ty 00yUYarOIXCA.

b1.0.02.03 OmepainmoHHble CHUCTEMBl peau3yeTcss Ha 3-M CeMecTpe 2-TO
Kypca nociie U3y4eHus TUCIUILINH:

- Uadopmartrka u mporpaMMHUpOBaHUE.



3. Codepircanue u cmpykmypa OucyuniIuHbl

3.1. CtpykTypa JUCHUILIMHBI

Ounas popma 06yuenust

Nen/m | Haumenona O0beM IMCHUILIINHBI, aK.49ac Dopma
HHE TeM U TEKYIIIEro
(nam) BCE KontakrHas pa6ora 00y4amommxcs CamocrosiTenbHas KOHTPOJIA
pasieioB ro ¢ mpenoaaBareJieM 10 BUIAM Y4eOHBIX 3aHATHH pabora YCIIEBAEMOC
Ilepuoa TeopeTnyeckoro o0y4eHust epuoa TH,
NMPOMEKY TOUYHOMH IPOMEKYTO
aTTecTanuu YHOH
(ceccus) aTTecTanuu
3ansaTus 3anaua UK [KCP KD |Karr [Kourp|CPxp [CP3x |CP
JIEKIIHOHHO CEMHHAPCKOT DK 0J1b
ro THIA 0 THNA
| BJI JIP 3
Pa3nen 1. ®yHKIUM ¥ NPUHUMIBI Pa0OTHI ONEPALMOHHBIX CHCTEM
Tema 1 |BBeneuue B 10 2 0 0 4 0 0 0 0 0 0 0 4 | VYcrHBIi  ormpoc,
OTIepaIlHOHHEIC KOHTPOJIbHBIE
CHCTEMBI saganust, KTNol
Tema 2 |YmpaBnenue 16 4 0 0 8 0 0 0 0 0 0 0 4 | VYcrHBIi  ompoc,
pecypcamu OC KOHTPOJIbHbBIE
samannst, KTNel
Paszgea 2. CTpyKTypa OnepanuoOHHON CHCTEMbI
Tema 3 |Daiinosas 16 4 0 0 8 0 0 0 0 0 0 0 4 | YcrHBIA ompoc,
cucTeMa. KOHTPOJIBHOE
Ciyx0a zamanne, KTNe2
KaTaJO0roB




Tema 4 |Anmunuctpupo | 10 2 0 0 4 0 0 0 0 0 0 0 4 | VYcTHBIA ompoc,
BaHue B OC KOHTPOJIbHBIE
samanmst, KTNe2

Pa3znen 3. HacTpoiiku onepanuoHHON CHCTEMBI

Tema 5 [CereBbie 10 2 0 0 4 0 0 0 0 0 0 0 4 | YcrHBIA ompoCc,
CITYKOBI u KOHTPOJIBHOE
CepBepPHI samganne, KTNe3
MPUITI0KEHU N

Tema 6 Monutopusar u 17 4 0 0 8 0 0 0 0 0 0 0 5 | VYeruwii ompoc,
OTITUMU3AIIHSL. KOHTPOJIbHOE
Peectp OC 3ananue, KTNe3

TIpoMexyTouHas 29 0 0 0 0 0 0 2 9 0 0 18 0 Dxzamen
arrecranyus

HUToro 108 18 0 0 36 0 0 2 9 0 0 18 25

Hcnonvzyemvie cokpawenus:

JI — mexumu - 3aHATHSA, MPEAYCMATPUBAIOIINE MPEHUMYIIECTBCHHYIO Tepenady yueOHoN HHpOpMAnuK O0YYAONMMCS MeJarornueCKuMyu pabOTHUKAMK OPTaHU3aIiiy U (WITH)
JIUIIaMU, IPUBJIEKAEMBIMH OpTaHHU3aluell K peaau3anuy o0pa3oBaTeIbHBIX IPOTPaMM Ha MHBIX YCIIOBHSIX, ).

BJI - Buneo nexuuu.

JIP — naboparopHbie paboTHI.

13 — npakTHYECKUE 3aHATHS (32 HCKIFOUECHHEM JIAOOPATOPHBIX paboT).

UK — uHuBHu Ty abHbIE KOHCYJIBTAIUH.

KCP — KOHTpOJIb CaMOCTOSATEIBHON PabOTHI

KD — koHCynbTanuu rnepes 3K3aMeHOM

KaTTok — KoHTakTHast paboTa Ha aTTeCTalUIO B IEPHO/T 3K3aMEHAIMOHHBIX CECCUH

KoHTponb - KoHTakTHas paboTa Ha aTTeCTalUIO B IEPHO]T SK3aMEHAI[MOHHBIX CECCHI IS 3a0YHOM (OPMBI 00ydeHHs

CPxp — camocrosiTenpHast paboTa Ha OATOTOBKY KypCOBOH paboThl/ KypcOBOTO IPOEKTa.

CPak — camocTosiTensHast paboTa Ha TIOATOTOBKY K 3K3aMEHY.

CP — camocTosTensHast paboTa B ceMecTpe Ha TIOATOTOBKY K yUEOHBIM 3aHATHSM.



3.2. ConepxaHue TUCIUTITAHBI

PA3JIEJI 1. ®YHKIUHU U ITPUHLUIIBI PABOTBI
OIIEPAIIMOHHBIX CUCTEM

Tema 1. BBenenue B onepaunonnbie cucremsl. OITK-5.1

[Tonstue OC. Hasnauenne wu  QyHKOUH (yOpaBlIEHHE PECypCcamu,
peA0CTaBJICHNE BUPTYaTbHON MAIlIMHBI, HHTEP(DEIC).

Opomorua OC (0T mociaea0oBaTeIbHBIX MAaKETHBIX CUCTEM JI0 MOOWJIBHBIX U
00JIaYHBIX).

Apxutektypa OC: MOHOJHMTHOE SIAPO, MHUKPOSIPO, SK3057p0, THOPHUIHBIC
CHUCTEMBI.

[Tonsatre mpeppiBaHUM (anmapaTHbIX W MPOTPAMMHBIX), CUCTEMHBIE BBI3OBBI
(syscall), pexxumbl paboThl porieccopa (user/kernel mode).

Tunsr OC: MHOro3ajadynble, MHOTOIIOJB30BATEIBCKUE, PEATBHOTO BPEMEHHU,
CETEBBIE.

Tema 2. Ynpasiaenue pecypcamu OC. OIIK-5.1

Onpenenenue mpoiiecca u moToka (HUTU). MHOronoTOYHOCTb.

CocrosiHus npouecca (HOBBI, TOTOB, BBIIIOJIHEHHUE, OJIOKMPOBKA, 3aBEPILICH).

[IpoGyiieMbl  MHOTONOTOYHOCTH: COCTOSIHUS TOHKM (race  condition),
KPUTHYECKAsA CEKIIHUS.

CunxpoHuzanusi TOTOKOB: ceMadopsl JIeHKCTpPhl, MBIOTEKChI, MOHHUTOPHI,
kputndeckue cexkiuu. I[lpobnema "llpousBoaurens-IloTpedurens”, "Yurarenu-
[Tucarenn".

Nepapxus namsitu (peructpbl — K311 — RAM — nuck).

Jlornueckas u pusndeckas agpecarusi. MMU (Memory Management Unit).

CriocoObl pacnpeneneHus: MpocThle CXeMbl (OAUH pa3lied, MHOXKECTBEHHbIE
(MKCHpOBaHHBIE pa3Jeibl); ITMHAMUYECKOE pacnpeaeiaeHne (IepeMeHHbIe pa3aeibl).
CanmnuHr (rmoaKauka).

BuptyanbHas mnamsaTh: crpaHuuyHas opranuzauus (Page Table, pasmep
ctpanuiibl, TLB — Oydep acconimaTuBHON TPaHCIISIIIUKN); CETMEHTHAs OpraHu3aius u
CEerMEHTHO-CTpaHWYHas (B T.4. X86-64).

[Tonkauka crpanmn (Paging): page fault, anropurmbl 3amMelieHHs CTPaHHMIL
(FIFO, Second Chance, LRU, NFU, Working Set). VmpasieHue mnamsThio B
Linux/Windows (mmpumepst).

[Tpuntuner opranmzarnuu /O (CHHXpOHHBIN/ACHHXPOHHBIN, Oydepusarms,
CIYJIVHT, K3IIUPOBAHHUE).

JpariBepsl yctpoucTs. [logcucrema BBoga-BbIBOIA.

PA3JIEJI 2. CTPYKTYPA OIIEPAIIMOHHOM CUCTEMBI
Tema 3. daitnoBas cucrema. Ciy:xx06a karajaoros. OIIK-5.1

@aiinoBble CUCTEMBI: KOHIIENUs (aiina, neckpuntop ¢aiia, aTpuoyThI.

Opranuzanusi TaHHBIX Ha HOCHUTENE: CEKTOPbI, KiacTepbl, HHOABI (inode) B
Unix, MFT B NTFS.

CrnocoOsI pazMmeriienus (aityioB (HepepbIBHASI, CBA3HBIN CITUCOK, UHIEKCHAS —
FAT, ext, NTFS).



Jlornueckasi CTpyKTypa: KaTtajoru (OJHOYpPOBHEBBIE, UEPAPXUUECKUE), TYTH
(abcoMIOTHBIE/OTHOCUTEIILHBIE).

Kypnamupyemoie DPC (ext3/4, NTFS, APFS). OrtkazoycroilunBocTh u
BOCCTaHOBJICHHE.

Buptyansusie daiinossie cuctems! (VES).

Tema 4. Aamunucrpuposanme B OC. OIIK-5.1

Porp ®  3agaum CHCTEMHOro  aJIMHHHCTPATOpA: oOecrieueHue
OTKa30yCTOMYUBOCTH, IPOU3BOAMUTEILHOCTH, O€30MACHOCTH U  PE3EPBHOTO
KOMUPOBAHUSI.

Tunet OC ¢ Touku 3peHus agmuHuctpupoBanus: cepBepHbie OC (Windows
Server, Linux 6e3 GUI, Astra Linux Special Edition), cereBsie OC, OC peanpHOro
BpPEMEHU.

[IpuHumnel  yganeHHoro ymopasieHus: npotokoidsl SSH, RDP, VNC.
KoHconbpHOE ynpaBieHre Kak OCHOBA aAIMUHUCTpUpoBaHusa Linux.

3aKoHOAATEIBLCTBO M HOpPMATHUBHBIE JOKyMEHTHI (s P®d): TpeboBanus k
oteuectBeHHOMY [1O (peectp Munmudpsr), padota ¢ OC «Anbt», Astra Linux B
TOCCEKTOpE.

PA3JIEJ 3. HACTPOMKHU ONEPAIIMOHHOM CUCTEMBI

Tema 5. CereBble cay:k0bl U cepBepbl npuiaoxkennid. OIIK-5.1

Hacrtpoiika [P-aapecanuu  (ctatuueckuit/ DHCP) depe3 koncomb (B
Debian/Ubuntu  —  /etc/network/interfaces wmu  Netplan, B CentOS —
[etc/sysconfig/network-scripts/).

JInarHoCcTHUECKUEe YTHIIMTBI: ping, traceroute, netstat/ss, nslookup/dig, ip
(3amena ifconfig).

DNS: nactpoiika pe3oniBepa /etc/resolv.conf. 3amyck wammpytromero DNS-
cepsepa (dnsmasq).

DHCP: npuniun paboTsl, HACTpOKKA ITYJIOB aIpECOB U OILIUH .

Be6-cepeper  (0azoBoe ammuHHMcTpHpoBaHue): 3amyck  Nginx/Apache,
HACTPOWKa BUPTYATbHBIX XOCTOB.

Firewall (6panmmaysp): iptables (0asoBbie mnpaBmia), nftables, ufw
(Uncomplicated Firewall) nou Windows Firewall.

Tema 6. Monutopunr u ontumusanus. Peecrp OC. OIIK-5.1
NHcTpymeHTsl MOHUTOpUHTA pecypcoB (Zabbix, Nagios, Prometheus) —
oO11ee MOHSTHE.
Crparerun 0skana: moJgHbIN, TudPepeHITMaTbHBIN, HHKPEMEHTATBHBIN.

YTUmuTel  pe3epBHOrO  KOMUPOBAHUA: rsync (CHMHXpOHM3alus), tar
(apxuBanus), dd (mo6aiToBOE KOMMUPOBAHHUE).



4. Tunwvt OUECHOUYHbIX Mamepuaioes, nokazame.ju u Kpumepuu
oueHuesanus

4.1. Ouenounsie Matepuansl o auciumuimae 51.0.02.03 Onepanronusie
CUCTEMBI BXOJSIT B COCTaB OLEHOYHBIX MAaTE€pUAJIOB IO O00pa30BaTENbHOU
nporpamme. COBOKYIHOCTh OLIEHOYHBIX MAaT€pUajoB IO BCEM JAMCLMILUIMHAM
(MomynsiM) oOpa3oBaTeNbHOM MPOrpaMMBbl COCTaBISET (HOHM OLEHOYHBIX CPEICTB
(mamee — ®OC). ®OC wucnonb3yercs NpU TPOBEICHUU TEKYIIETO KOHTPOJIS
YCIEBAEMOCTH U MPOMEXKYTOYHOW aTTecTalil OOydYalouuxcsi C  ILEeJbIo
OLICHUBAHUS JOCTHKEHUS 00yUYalOIIUMHUCS TUIAHUPYEMBIX PE3YJIbTATOB 00YUYEHUSI.

4.2. ®OC pa3paboTaH Kak KOMIUIEKC MPOBEPOYHBIX 3aJaHUN Pa3TUIHOTO
TUIIA U YPOBHS CJIOXHOCTH, BKJIIOYAET KPUTEPUH M IIKAIbl OLEHUBAHUS, & TAKXKE
«KIr0Yn» npaBuibHBIX 0TBETOB. DOC dopMupyeTcs Kak OTAETbHBIA JOKYMEHT U
XPaHUTCSA B DJIEKTPOHHOM BHJe, nocTyn K POC mpenocTaBieH OrpaHUYEHHOMY
KpyTy JIUII.

4.3. Jlns camocrosiTeIbHOM pabOThl OOYYalOIIUXCSl TMPU TOJITOTOBKE K
TEKYIIEMYy KOHTPOJIIO YCIIEBAEMOCTH M NMPOMEKYTOYHOU aTTecTallMd B pabouux
nporpamMmax JHUCUUILIMH pa3MElIeHbl TUIIOBbIE MPOBEPOUYHBIE 3aJaHUs, KOTOpHIE
MOXHO YCJIOBHO pa3/euTh Ha 3aJaHusl 3aKpbITOro, KOMOWHHUPOBAaHHOIO H
OTKPBITOTO TUIIOB.

3amaHus 3aKpBITOrO THUIA — 3TO TECTOBBIE 3aJlaHUA, B KOTOPBIX KaXKJIbIi
BOIIPOC ~ COIIPOBOXKIAETCS TOTOBBIMM BAapWAaHTaMH OTBETOB, H3 KOTOPBIX
HEOOXOAMMO BbIOpaTh OJJMH WJIM HECKOJIBKO MPAaBUJIbHBIX.

3amaHusi KOMOMHUPOBAHHOTO THUIIA — 3TO TECTOBBIE 3aJlaHUsl, B KOTOPBIX
KKl BONPOC CONPOBOXKIAETCS F'OTOBBIMM BapHAHTAMH OTBETOB, U3 KOTOPBIX
HE00XO0AMMO BBIOpaTh OJMH WJIM HECKOJIBKO MPAaBUJIBHBIX M OOOCHOBAaTH CBOM
BBIOOD.

3amaHusl OTKPBITOrO THUIMA — ATO 3aJaHMsI, B KOTOPBIX HA KaXKIbIM BOMPOC
JOJKEH OBITh IPEJIOAKEH pa3BePHYThI OOOCHOBAHHBINA OTBET.

B 3aBucuMoCTM OT THNAa 3aJaHUsd PEKOMEHIOBAaHbl  ONpEICICHHAs
NIOCJIEOBATENBHOCTD BBIITOJIHEHUS M CUCTEMA OLICHUBAHUS BBINIOJHEHUS 3a1aHH.



4.4. Tuns SaﬂaHHﬁ, COCHAPHH BBIIIOJIHCHHUA, KPUTCPHUH OLICHUBAHUA

TUII 3AJAHNA NMHCTPYKIMA CIHEHAPHNU BBITITIOJIHEHM A KPUTEPNN OLIEHVMBAHIMS
3amanue 3akpeiToro | Ilpoumraiite Tekcr, | 1. BHuUMaTenbHO  IpPOYMTaTh  TEKCT OTtBer cuMTaercs BEPHBIM,
TMna ¢ BbIOOpOM | BeIOEpUTE 3a/1aHUsI U MOHATH, YTO B KAYECTBE OTBETA €CIIM  TNPAaBWIBHO  YKa3aHa
OJIHOTO IIPaBUJIBHOTO | INPAaBUJIBHBIN OTBET OKHJIaeTCs TOJIBKO OJIMH u3 nudpa uiau Oyksa
OTBETa u3 MPENJIOKEHHBIX BAPUAHTOB.
HECKOJBKHX 2. BHumarenbHO IPOYUTATh
BApUAHTOB MPEJIOKEHHbIE BAPUAHT-ThI OTBETA.
[IPEIJI0KEHHBIX 3. BbIOparh 01MH BEpHBII OTBET.

4. 3anucaTh TOJBKO HOMEpP (WM OYKBY)

BBIOpAaHHOTO BapuaHTa OTBETa (Hampumep, 3

unu B).
3anaHue [Ipounraiite Tekct | 1. BHuUMaTenbHO  HPOYUTATH  TEKCT OTtBer cuMTaercs BEPHBIM,
3aKpBITOTO THIIA HA " YCTAaHOBUTE | 3aJlaHUs U MOHSATH, YTO B KAYECTBE OTBETA €CIIM  NPaBUJIBHO  YKa3aHBbI
YCTaHOBJICHUE COOTBETCTBUE 0KHJIAt0TCSI ITaphl SJIEMEHTOB. UG pbl WK OYKBbBI
COOTBETCTBUS 2. BuumarenbHO mnpouuTaTh 00a CHHUCKA:

CIUCOK 1 — BOMPOCHI, YTBEPKIACHUS, (PaKThI,
MOHSATHUS U T.]I.;

CITUCOK 2 — YTBEP)KJICHHUsI, CBOMCTBA 0O BEKTOB
U T.J.

3. ComoctaBuTh dJIEeMEHTHI crucka 1 ¢
AJIeMEHTaMHu CIucKa 2, cOpMHUpPOBATH MaApPHI
AJIEMEHTOB.

4. 3amucaTh TMOMApHO OYKBBI U

udpbl (B 3aBUCUMOCTH OT 3aJaHHsA)
BApUAHTOB oOTBeTa (Hampumep, Al

uiu b4).




3ajaHue 3aKpbITOTO
TAMAa C  BBIOOPOM
HECKOJIbKIX
NPaBHJILHBIX OTBETOB
u3 HECKOJIBKHIX
BapUAHTOB
MIPEIII0KEHHBIX

[IpounTaiiTe TEKCT,
BBIOEpUTE
IpaBUJIbHbBIC
OTBETHI

1. BHuMaTenbHO NMPOYUTATh TEKCT 3aJaHUS
U HOHATbH, YTO B KaUECTBE OTBETA OXKHUAAETCS
HECKOJIBKO  TPaBWJIBHBIX  OTBETOB U3
IPEJIOKEHHBIX BAPUAHTOB.

2.  BuaumarensHO IPOYUTATh
MPEIJIOKEHHBIE BAPUAHT-ThI OTBETA.

3. BnIOpaTh HECKOJIBKO MPABUIIBHBIX OTBETOB.
4. 3anucaTh TOJIbKO HOMepa (Miau OYKBBI)
BBIOpaHHOTO BapuaHTa oTBeTa (Hampumep, 1

dum AT).

OTBET cuuTaeTCs BEPHBIM,
€CJIM TMPaBWIHHO yCTaHOBJIEHBI
BCE COOTBETCTBUS (ITO3UITUU U3
OJHOTO cToJIOIAa BEpPHO
COINOCTABJIEHBI C IO3HUIHUSIMU

JIPyroro)




3ananue [IpounTaiite TekcT W 1. BHUMarenbHO MNPOYUTATH  TEKCT OTBeT cuuTaercs BEpHbIM, €CIIU
3aKpBITOTO THUIIA HA YCTaHOBUTE 3alaHusl M TIOHSATh, YTO B KadyecTBE paBUILHO yKa3zaHa BCSA
YCTaHOBJICHUE MOCIIEI0BATEIBHOCTh | OTBETA OXHUIACTCS IMOCIEI0BATENbHOCTh MOCJIEI0OBATEIBHOCTD LIUPP
MOCJIEI0BATEIBHOC 3JIEMEHTOB.
™ 2. BHumatenbHO IPOYHUTATH

MpeJIOKEHHBIC BAPHAHTHI OTBETA.

3. Iloctpouth BEPHYIO

MOCIIEZIOBATEIFHOCTh M3  MPEIJIOKEHHBIX

3JIEMEHTOB.

4. 3anucathb OYKBBI/ITUDPBI (B

3aBUCHUMOCTH OT 3aJlaHHs) BapUaHTOB

OTBETa B HY)KHOM IOCJIEIOBATEIBbHOCTU

(manpumep, BBA wiun 135).
3ananue [IpounTaiite Texkct, | 1. BHHMMareapbHO  HpoOYMTAaTh  TEKCT OTBeT cunTaeTcs BEpHbIM, €CIIU
KOMOMHHPOBAHHOTO BEIOEpUTE 3aJlaHusl U TIOHSTh, YTO B KaYECTBE OTBETA NPaBUJIBHO yKa3zaHa nudpa umm
TUNIAa C  BHIOOPOM | MPABHIIBHBIM OTBET | OXKHAACTCS TOJIBKO OJIMH u3 OykBa u MIPUBEICHBI
OJTHOTO TPABUIBHOTO | H 3aMUIIATE | IPEIIOKEHHBIX BAPUAHTOB. KOPPEKTHBIE apTyMEHTHI,
OTBETa U3 | apTyMEHTHI, 2. BuumatenbHO IPOYHUTATH UCTIONb3yEMbIE TIPH  BBIOOpE
MPETI0KEHHBIX U | 000CHOBBIBAIOIIUE NpeJI0KEHHbIE BAPHAHTHI OTBETA. OTBETa
000CHOBaHUEM BBIOOp OTBETA 3. Bb1Opath 0A1H BEpHBIN OTBET.
BbIOOpA 4. 3amucaTh TOJBKO HOMeEp (WM

OykBy)  BBIOpaHHOTO  BapuaHTa

OTBeTA.

5. 3ammcaTh apryMEHTbHI, 00OCHOBBIBAIOIIIHE
BbIOOp  oTBera  (Hampumep, 4  TEKCT
000CHOBaHUS).




3amanue
OTKPBITOTO THIIA C
Pa3BEpHYTHIM
OTBETOM

IIpounTaiite TEKCT
" 3aMMILINATE
pPa3BEpPHYTHIN
000CHOBaHHBIM
OTBET

1. BHuMarenbHO NPOYUTATH  TEKCT

3a/IaHUsl ¥ IOHATH CYTh BOIIpOCA.
2. IIpogymats JIOTUKY U IOJIHOTY OTBETA.

3. 3ammcarb OTBET, MCHOJB3YSd YETKHE
KOMITAKTHBIE (POPMYIIMPOBKH.

4. B cnydae pacdyeTHOM 3aJayu, 3amucaTh
pEelIeHUE U OTBET

OTBeT cuuTaCTCS BEPHBIM:
1.  OrcytcTBHE
(haKTHIEeCKUX OITHOOK.

2. PackpoiTie o0Bbema
HCTIOJIb3yEMBIX MTOHSTUI
(moJIHOTa OTBETA).

3. OOOCHOBaHHOCTb
OTBETa (Hanuuue
apryMEHTOB).

4. Jlormueckas
MOCJIEA0BATENBHOCTh

H3J1araCMoro MmarcpuaJjia.




4.5,

06111351 IIKaJla OOCHHUBAHHUA PE3YJIbTATOB TCKYHUICTO KOHTPOJIA

yCIEBAEMOCTH U TPOMEKYTOUHOM aTrTecTanuu o0ydaromumxcs ¢ npumenenueM bPC

Ounenka no
mxkaje ECTS | Cymma 6an10B 3a OueHka no
BCe BU/IbI y4eOHOH rocy1apcTBeHHOM Onpenestenne
JEeATEeILHOCTH mKaje
OTJIMYHOE BEITIOJTHEHHE c
A 90 - 100 «OTINIHO» HE3HAYNTEIHHBIM KOJIMYECTBOM
HETOYHOCTEH
B LEJIOM IIPAaBUJILHO BBINIOJHEHHAS
B 80_ 89 pabota c HE3HAYNTEIIHHBIM
KOJIMYECTBOM OIIIMOOK
«Xopo1oy (20 10%)
B LIEJIOM IIPAaBUJILHO BBIOJHECHHAS
C 75_79 pabota c HE3HAYHUTETHHBIM
KOJIMYECTBOM OIIIMOOK
(m0 15%)
D 70_74 HEIUIOXO0, HO CO  3HAYNATEILHBIM
KOJIMYECTBOM HEIOCTATKOB
«Y TOBJIETBOPUTEIBHO»
E 60 — 69 BEITIOJTHEHHE YIIOBJICTBOPSICT
MHUHUMAJIbHBIC KPUTSPHUU
FX 35-59 C BO3MOXKHOCTBIO TIOBTOPHOH CIauH
«He c 00s3aTeTbHBIM TIOBTOPHBIM
F 0-34 YAOBJICTBOPUTEIILHO» W3yYCHUEM JHACHHATUIAHEL
(BBICTABIISIETCS] KOMUCCHCHT)

CooTHolieHne Oa/ioB 3a TEKYIIUA KOHTPOJIb YCIIEBAEMOCTU U

IPOMEKYTOUHYKO  aTTECTALUIO,

a TakKe TMOBTOPHYIO MPOMEKYTOUHYIO

aTTeCTaIUIO:
MakcumanbHas MaxkcumanbHas MakcumaibHas MakcumaibHas
cymMMa 0asuioB 3a cyMMa 0asjioB UTOTOBast cyMMa 0asuioB
TEeKy I OaJTbHas OICHKA 3a MOBTOPHYIO
KOHTPOJIb IPOMEKYTOUHY MIPOMEXKYTOUHY
yCIIEeBaEMOCTH 10 aTTSCTAIUIO 10 aTTECTAIIUIO

100 O6asmtoB

100 GasutoB

100 oOamtoB

100 oOamoB




5. (DOprl ammecmayuu, munoesvleée OUECHOUHbIE mamepuaiibl o1
meKyuieco KomnmpoJia ycneeaemocmu oéyuammuxc;l, Kpumepuu u uKaibl
OUEHUBAHUA NO KOHMPOJIbHbBIM MOUYKAM

5.1. B xone peammzanum auctumiumabl b1.0.02.03 OneparnonHbie
CHUCTEMBI UCITOJIB3YIOTCS CICAYOIIHE (DOPMBI TEKYIIIETO KOHTPOJIS YCIIEBACMOCTH
oOydJarormuxcst (B TOM YHCIIe, 3aJJaHNsI K KOHTPOJBHBIM TOYKaM): JOKJIAJI, YCTHBINA
OIpOC, TECTHPOBAHNE, KOHTPOJILHBIC 3aaHMS.

Ta0Omuma 5.1.
Pacripenenenue 0awioB o BuaaM y4ueoHoii aesitenpHoctr (BPC)
Paznen/Temsr DopMBbI TEKYIIETO KOHTPOJIA KT
YO K3 )l
P-1./T-1 5 6 13
P-1./T-2 5 5
P-2./T-3 5 5 13
P-2./T-4 5 5
P-3./T-5 5 5 13
P-3./T-6 5 5
Hroro: 100 6 30 25 6 39

YO — ycTHBIi ompoc;

T3 — TecToBOC 3amaHME;

K3 — xoHTpONBHBIE 33aHuUS;

KT — xoHTpOnbHAsA TOUKA;

[13 — mpakTUyeckoe 3aHATHUE;

J — noxnan;

K3P — koHTposbHBIE pabOTHI IO pa3aeiy.

Kpurepuu onieHnBaHusi onpoca:

Banel Onucanue KpuTepust

O0yuJaroImiics TOJTHO U3jaraeT Martepuai (0TBeUaeT Ha BOMPOC), TaeT
MPaBUJIBHOC OMIPEACIICHNE OCHOBHBIX HOHSITI/II\/'I; OGHapy)KI/IBaeT IIOHUMAaHHE
5 MaTepHana, MOXeT 000CHOBATh CBOU CY)KJICHHS, TIPUMEHUTH 3HAHUS HA
MpaKTHUKE, TPUBECTH HEOOXOJUMBIC TPUMEPHI HE TOJBKO U3 YUeOHHKA, HO
CaMOCTOSITETIbHO COCTABJICHHBIE; M3JIaraeT MaTepHa MociaeJ0BaTeIbHO 1
[PaBUJIBHO C TOYKH 3PEHHS HOPM JIUTEPATYPHOTO S3bIKA.

O0yuaromumiicsi 1aeT OTBET, YAOBIETBOPSIONINN TEM Ke TPEOOBAaHUSAM, UTO U
ISl OLICHKHU «OTJIHMYHOY», HO J0IyckaeT 1—2 omunOKu, KOTOPBIE caM ke
McIpaBiseT, U 1-2 HepoveTa B OCIICIOBATEILHOCTH U S36IKOBOM

0 OpMIICHUH H3JIaraeMoro.

OOyuarommiicsi oOHapy>KUBaeT 3HAHUE U IOHHUMaHHE OCHOBHBIX MOJIOKEHUHN
ITAaHHOM TEMBI, HO U3JIaraeT MaTepuas HEMOJIHO U JOIYCKAaeT HETOYHOCTH B
1-2 OTIpe I IEHIH IOHSATHI T (POPMYITUPOBKE MTPABUIT, HE YMEET JIOCTATOYHO
rTyOOKO M IOKa3aTeIbHO 000CHOBATH CBOM CYXICHUS U IIPUBECTH CBOU
MpUMEpPBL; U3J1araeT MaTepuall HermoceI0BaTeIbHO U JIOMYCKAeT OLINOKH B
S136IKOBOM 0(OPMJICHUU M3JIaraeMoro.

O0yuaroruiicss 0OHapyKMBaeT HE3HAHHUE BOTPOCA, JOIYCKAET OMTHOKH B
0 (hOpMyIIMPOBKE OTPEACTICHHUIA 1 TPABUII, UCKAXKAIOIINE UX CMBICI,
Oeciops1I0YHO ¥ HEYBEPEHHO HM3JIaraeT MaTepral.

0* - B )KypHaJI aKaJIeMUIECKON TPYIIIBI HE BHICTABIISECTCS




Kputepuu orieHnBaHusl KOHTPOJIBHBIX 3aJaHUMN:

Onucanne KpUTEpHUs
Baibr puep
5 Ceoitiie 90% mpaBHIIEHBIX OO0yyJaroIumiicss AEMOHCTPUPYET TIIyO0KOe
OTBETOB. MO3HAHNE B OCBOCHHOM MaTepHale.
3.4 Ceoitire 70% mpaBHIbHBIX OO0yyarommMcst MaTeprall OCBOEH TTOTHOCTHIO,
OTBETOB. 0e3 CyIIeCTBEHHBIX OIIHOOK.
PeannzoBano 6onee 50% OO0y4arommMcsi MaTeprall OCBOEH He
1-2 MOCTABJICHHBIX 3a7a4 MOJTHOCTBIO, IMEIOTCS 3HAUNTEIbHBIE TIPOOEITBI B
SHAHUSIX.
0 PeannzoBano menee 30% OO0yu4arommMcs MaTepual He OCBOCH, 3HAHUS
MOCTABJICHHBIX 33]1a4. oOydarorerocst Hrke 6a30BOT0 YPOBHSI.

0* - B )KypHaJI akaJIeMUYEeCKOI IPYIIIbl HE BHICTABISAETCS

Kputepuu olieHUBaHMUs KOHTPOJIBbHBIX TOUYEK:

Banbl OnucaHue KpuTepust
10-13 OO0yJaromuMcs 3aIaHie BBITIOJIHEHO 0€3 OMTHOOK M B IIOJTHOM 00BeMe.
6-9 OOyuJaronmuMcs B IIEJIOM 33JaHUE BBITIOTHEHO, HMEIOTCS OTACTbHBIC HETOYHOCTH
WJIM HEJOCTATOYHO TMOJIHBIC OTBETHI, HE COJICPIKAIIINE OMUOOK.,
35 OOyJaromuMcst JONYIIeHB! OTACIbHBIC ONTMOKH IPH BBHITTOTHEHUH 3aTaHUS
0-2 Y 00y4aronierocsi OTCYyTCTBYIOT OTBETHI Ha OOJIBIIIMHCTBO BOIPOCOB 3a/1a4H,
3aJlaHUE HE BBITIOJIHCHO MJIH BBITIOJHEHO HE BEPHO.

0* - B )KypHaJI aKaJIEeMUYECKOM TPYIIIBI HE BHICTABIISCTCS

Kpurepuu onieHuBaHMs TOKIAIA;

Kputepuu onieHKH

Jlnama3on 6amioB

Onucanue Kpurepus

Conepxanue u

I[eTaanoe, IOCICA0OBATCIIBHOC OITMCAHHUEC BCEX

PACKpBITHE TEMBbI 2 STanoB C KOHKPETHBIMU IPUMEPAMHU
I'pamoTHOCTB 1 CoObmro1eHbl Bce IpaBUiia TpaMMaTHKH,
H3JI0KCHUS opdorpaduu U MyHKTyaImu
EauabIil cTHITE N3JI0KEHUS, TOUHBIS
CTunmucTuka 1 (bOpMyIIUPOBKH, YMECTHOE UCTIOIb30BAHUE
TEPMHUHOB, JJAKOHUYHOCTh
YéTtkas mocaea0BaTeIbHOCTh U3JI0KCHMS,
Jloruka n3aoxeHus 1 JIOTUYECKHE CBSI3M MEXK]Ty YaCTAMH TEKCTa,
apryMeHThI OATBEPKAAIOT BHIBObBI
YHUKaAJIBbHBIN NOAXOJ K TEME, HECTaHJAPTHBIE
OpurnHaiIbHOCTh 1 pelleHrs, THHOBAIIMOHHBIE U/IeU, COOCTBEHHAS
TTO3UIIMSI AaBTOpa
HTOro MakCMMaabHO: 6

5.2.

Tumnosbie OOCHOYHBIC MaATCpuajibl MJid TCKYIICTO KOHTPOJIA

yCIeBaeMOCTH 00yUaroIuXcst (BHE KOHTPOJIBHBIX paOOThI):

PA3JIEJI 1. ®YHKI WU U ITPUHLUIIBI PABOTBI
OIIEPAIIMOHHBIX CUCTEM




N =

o o

Tema 1. BBenenne B onepanuoHHbIe CUCTEMbI

KoHTpoJibHbIE BONPOCHI JIJIsl TPOBEJICHHUSI OIIPOca:

Henu u 3agaun kypca OC u CII

Omnpenenenue OC. Lenu padotsr OC.

JIBa ocuoBHbix Tuna OC. OTiauuyuTenbHble OCOOEHHOCTH U CQepsl
IPUMEHEHUS.

OcnoBubie knaccudpukanuun OC. Krnaccuduramus OC mo  cmocoOy
00pabOTKH TaHHBIX.

Ocnogubie knaccudukamuu OC. Ilo cdhepe mpumeHeHus.

Oramnbl ycranoBku OC (cxema, moApoOHOE OMHMCAaHWE Ka)JAO0ro dTara, ero
MpeIHa3HAYCHUE U MPAKTUYECKUE BAPUAHTHI IPUMEHEHU ).

Oransl 3arpy3ku OC (obOmiee mnepeuncieHue). JleraqibHO ommcaTh 4YacTH
ntldr, ntdetect.

Oransl 3arpy3ku OC (oOmiee mnepeuncieHue). JleraabHO ommcaTh 4YacTH
ntoskernel, hal.

Oransl 3arpy3ku OC (obmiee mnepeuncieHue). JleraabHO ommcaTh 4YacTH
3arpy3Kky ApaiBepoB U ci1yxk0, 3arpy3ky OC.

10.0tanet  3arpy3kn  OC (obmiee mepeuncrnenue). JleraapHO omucaTh

PeFI/ICTpaI_[I/IIO B JOMCHEC, pCTUCTPAINIO I10JIB30BATCIIA.

Ilepeuenr TeM JUIg TOKJIaaA:

1. Ceoboaubie OC u Linux (1990-¢ — HacTos1ice Bpems).

2. Moowieabie 1 BerpanBaemblie cuctemsr (2000-¢ — cerous).
3. I'padpuueckue obonouku 1 MynbTumenua.

4. Boiina unrepgerico: TekcT npoTUB TpaduKu.

5. Jlunykc TopBambic um ¢geHomen Linux: u3 Xo00M B SapO0 MHUPOBBIX

CEepBEPOB.

B w

Tema 2. YnpasJienue pecypcamu OC

KOHTpOoABHEIE BOMIPOCHI 17151 TPOBEECHHUS ONPOCa:

IIpouecc, Pecypc, VYmnpasinenue pecypcamu. OCHOBHBIE ONPEACICHHUS.
Coznanue, yajieHue, NpuoCTaHOBKA U BO30OHOBJICHUE TTPOIIECCOB.
IIpouecc, Pecypc, VYmnpasnenne pecypcamu. OCHOBHBIE ONPEAECICHUS.
CuHxpoHU3alys U B3aUMOJICHCTBUE MPOLIECCOB.

Buast nponieccos. Co3ganue u yaaieHue mpoiiecca (IeTaabHOe ONUCcaHue).
[TomHOBECHBIE W JIETKOBECHBIE mporecchl. Hwuth. OIHOHUTEBBIE W
MHOTOHUTEBBIE MTPOLIECCHI.

CxemaTtndeckoe u3o0pakeHue mporecca. Tabauibl maMsaTH, BBOIAa-BBIBOA,
(aiinoB, MPOIIECCOB.

CrtpykTypa ynpasieHus nporieccaMmu. ATpuOyThI TPOIIECCOB.




IIpouneccsl u  mortoku. OOHOMOTOYHOCTH, MHOTONOTOYHOCTB.  HMX
IIPEUMYLIECTBA U HEAOCTATKH.

OYHKIMOHAIBHOCTD ITIOTOKOB. MyapTUIIPOrpaMMHUPOBAHUE.
B3aumopericTBre nponeccos.

[InaHnpoBaHue mpoueccoB. Buapl aJIrOpUTMOB IJIAHUPOBAHMS MPOLIECCOB.
[TprunHBl CMEHBI aKTUBHOTO TIpoliecca Mpy KBaHTOBaHUH. ['pad cocTosiHUS
mpoluecca B MHOro3agayHod cpene. OpraHuzanusi O4epeaud TOTOBBIX
IIPOLIECCOB.

10.ITpuoputeTHOCTh TpoLieccoB. [IpuymMHBI CMEHBI aKTUBHOIO MpoIlecca MpH

MPUOPUTETHOM BBITIOJIHEHUU MPOIEccoB. I'padbl COCTOSHMI TPOIIECCOB MPU
a0COJIIOTHOM U OTHOCUTEIHHOM IJIAHUPOBAHUU.

ll.BBITCCH}II-OHII/Ie N HCBBLITCCHAIOINUC AJITOPUTMBI INIaHUPOBAHUA.

1
2
3
4
5
6
7
8
9

KoHTpOJIBHBIE 3aJaHUS:
3ajjaHne OTKPBHITOI0 TUIIA ¢ PA3BEPHYTHIM OTBETOM.

3ananue 1.

1) BBINOJIHUTH YCTAaHOBKY ONEPAIMOHHON CHCTEMBI Ha TIPUMEPE YCTAHOBKU
Windows XP/7/10 ¢ uconp30BaHrEM BUPTYaIbHOU CpPEBI.

2) IlpoaHanu3upoBaTh M ONMUCATh OCOOCHHOCTH YCTAaHOBKH OINEPAIMOHHON
CUCTEMBI.

3ananue 2.

1) BBINOJHUTH YCTAaHOBKY ONEPAIlMOHHON CUCTEMbI Ha TIPUMEPE YCTAHOBKU
cemerictBa Linux / Unix mo BbIOOpPY C UCIOJIb30BAaHUEM BHUPTYaIbHOU
CpEbl.

2) TlpoaHanu3upoBaTh M ONMUCATh OCOOCHHOCTH YCTAHOBKH OIEPaIlMOHHON
CHUCTEMBI.

PA3JIEJI 2. CTPYKTYPA OIIEPAIIMOHHOM CUCTEMBI
Tema 3. @aiinoBasi cucrema. Ciry:k0a KaTajoroB

KOHTDOJ'IBHBIC BOIIPOCHI IJI IIPOBCACHUA OIIPOCA.

@aiinoBas cucrema. OCHOBHBIE ITOHATHS.

CTpyKTypa XpaHEHUs JaHHBIX.

Tunel Qaitnos, ux arpudyThl. Mepapxus kataaoros.
VYcranoBka IoMeHHBIX ci1y»0 Active Directory
KoudurypupoBanue posneit kouTposuiepa gomena B AD DS
00630p nomeHHbIX ciryk0 AD DS u unterpanus ¢ DNS.
KondurypupoBanue nnrerpupoBanubsix B AD DS 301 DNS
Kondurypuposanue o0bexToB Active Directory
Crpareruu UCTIOIb30BAHUS TPYIIT

10.0630p rpymnmnoBbix monuTuk. KonduryprupoBanue 061actu 00HEKTOB

rpynnoBsix moauTuk (GPO)



KoHTpOapHOE 3a1aHuE:!
3aiaHue OTKPBITOr0 THIIA ¢ PA3BEPHYTHIM OTBETOM.

3amanne 1.
1) O3nakomuTthes ¢ yrunuron DiskPart.
2) V3yuuth BapuaHTHI ¥ CIIOCOOBI MPUMEHEHHSI 3TON YTHUIIMTHI Ha TTPAKTHKE.
3) Pa3smerka (aitoBoii cuctembl win Co31aHue CKPHIITA:
a. pazgenuTh auck Ha 3 yactu (1 - 2016, 2 - 1516, 3 - 5T°0);
b. npucBouts OykBHI Auckam (1 - "S", 2 - "T", 3 - "W");
C. mpucBOouTh MeTku jauckam (1 —  SecSystem, 2
damuus CTyACHTA Ha JIaTUHHIIC, 3 - Swap);
4) IlpenacraBuTh JMCTUHT CKPHUIITA MW Pe3ydabTaT (CKPHHIIOTHI) €ro
BBITIOJTHEHUS.

5) Caenath BBIBOABI TIO paboTe O crmocodax MPUMEHEHHs YTHIIUTHI
DiskPart..

3ananue 2.

1)  Windows: OTKpbeITh KOMaHIHYK CTPOKY OT aJMHHHCTPATOpA.
Bemomauts fsutil behavior query DisableDeleteNotify. O6bsicauTb, uT0 03HA4aeT
pesyabtaT (0 — TRIM BrutoueH, 1 — BBIKITIOUEH).

2)  Linux: (ecam noctyneH) Bemosauts sudo fstrim -v /.

3) HDD: 3amycTtuTh ONTHMH3AIMIO JKecTKoro jucka (He SSD!)
komanaoiu defrag C: /O /U.

4) Hanwucatp, ckonpko MuuncekyHn 3aHsui TRIM g SSD u uem
nedparmentamnuss HDD otnuuaercs ot nedparmentarnuu SSD (Ha ypoBHE JIOTHKH
BBITIOJIHCHUS ).

Tema 4. AamunucrpupoBanue B OC

KoHTposibHEBIE BOTIPOCHI /ISl IPOBEACHHS OIpoca:

1. B 4ueM mpuHOHMNUAIbHAS pa3HHUIA MEXKIY OTKIIOYEHHEM IPOTPaMMBI B
aBTo3zarpyske depe3 «Jlucnmeruep 3amau» Windows © OTKJIIOYEHUEM
COOTBETCTBYIOIIIEH CITy)0bl uepes services.msc? [IpuBeanre npumep, Koraa
OTKJIFOUEHHUE CIY>KObl MOMKET NPUBECTH K HECTAaOWMJIBLHOCTU CHCTEMBI, a
OTKJIFOUEHHUE aBTO3arpy3KH — HET.

2. Kak KOppekTHO paccunTaTh MUHUMAJIBHBIA 1 MaKCUMaJIBHBIA pa3mep Qaiiia
nonkauku (pagefile.sys) mns cucremsl ¢ 32 I'b O3V, ucnons3yemoit ass
BHUJICOMOHTaAa?

3. Ilouemy noxHoe oTKIIOUEHUE (Daiiyia moaAKauKy pu O6oibIIoM 00beme RAM
CUMTAETCS CIIOPHOM Y MOTEHUNUAIIBHO ONACHOM MTPAKTUKOM ?

4. Bpl 3aMeTuid, 4To Kaxaoe 15-¢ unciio B 2:00 HOYM mpolieccop 3arpyskaercs
Ha 100% B Teuyenue vaca. Kak ¢ momoripro yTrimtel schtasks (Windows)
uiu crontab -e (Linux) HailTh 3ajaHue, KOTOPOE 3TO BBI3bIBAET, U BPEMEHHO
OTKJIFOYUTH €ro 0e3 ynaneHus?




5. Tlepeuncnute 3 ciyx661 Windows, KOTOpbIE MOKHO 0€3011aCHO OTKJIFOYUTH
Ha JOMAallHEeM KOMIbIOTEpe (HE B JIOMEHE) ISl YCKOPEHHs 3arpy3Ku H
ocBoboxaenus O3Y (nanpumep, «Print Spooler», eciau HeT npuHTEpPA).

6. [louemy nedparmenrtanus (defrag) na xectkom nucke (HDD) mossimaer
IPOU3BOJMTENILHOCTh, a Ha TBEpPAOTEIbHOM Hakonutene (SSD) — He
TOJIBKO O€cCIioyie3Ha, HO U BpeaHa?

7. Kakoil mMexaHu3M HUCHOJb3yeTCd sl MOJJACP>KaHUS CKOPOCTH 3aluCH Ha
SSD BmecTo nedparmeHTanuu, U Kak MPOBEPUTH, BKIOYEH Ju oH (fsutil
behavior query DisableDeleteNotify B Windows unu fstrim B Linux)?

KoHTpoJibHbIe 3a1aHus:
3aaHNne OTKPBITOI0 TUIA ¢ PA3BEPHYTHIM OTBETOM.

3ananue 1.

1) Yepez msconfig (Koudwurypamus cuctemsl) wim Jlucnerdep 3amady
OTKJIFOYUTh ABTO3aIyCK TOJBKO JBYX Hporpamm (Hampumep, uTorrent u
Skype), ocTaBuB JipailBepbl U aHTUBHUPYC.

2) Yepes ocHacTKy services.msc Haitu ciayx0y «Print Spooler» (ducneruep
neyaTH) U OCTAHOBHUTH €e. [IepexItounThs ThI 3amycka ¢ « ABTOMaTUYECKI»
Ha «Bpyunyto».

3) Cuenare CKpUHIIOT OKHa services.msc, TJe€ BHIHO, 4YTO CIyX0a
«OCTaHOBJIEHa» U THII 3aIlyCKa U3MCHEH.

3agaHue 2.

1) Ortkmounth cinyx0y Connected User Experiences and Telemetry
(DiagTrack) uepe3 PowerShell or umenn ammunmctparopa: Stop-Service
DiagTrack u Set-Service DiagTrack -StartupType Disabled.

2) B IlnanumpomBmmke  3amad  (taskschd.msc)  orTkmroumts — 3amanue
\Microsoft\Windows\Application ~ Experience\Microsoft ~ Compatibility
Appraiser.

3) IIpenocTaBUTh JIOT BBIMOJIHEHHBIX KoMmaH PowerShell ¢ moaTeepxacHrueM
CMEHBI CTATyCa CIIyXkOBbl.

3anganue 3.

1) Windows: OTKpbITh KOMaHAHYIO CTPOKY OT aIMHHHUCTpaTOpa. BBIMOIHUTE
fsutil behavior query DisableDeleteNotify. OObscHuTh, YTO O3HaYaeT
pesyabtar (0 — TRIM BkitodeH, 1 — BBIKITIOUEH).

2) Linux: (ecau goctymneH) Bemmoaauts sudo fstrim -v /.

3) HDD: 3anyctuTh ONTUMH3AIMIO kKecTKoro aucka (He SSD!) xomanmoi
defrag C: /O /U.

4) Hamucatbh, ckoibko MuumHCeKyHA 3aHsa TRIM mms SSD u  yem
nedparmentaiss HDD otnuyaercs ot aepparmentauuu SSD (Ha ypoBHE
JIOTUKY BBITTOJTHEHHUS ).

PA3JEJ 3. HACTPOMKU ONNEPAIIMOHHON CUCTEMBI



Tema 5. CereBble Cay:k0bl U cepBepPbI NPHI0KEHU I
KOHTpoJIbHBIE BONPOCHI JIJIs1 TPOBEICHHSI OIIPOCa:

1. Ioncucremsr sapa OC Ha 6aze Windows.

2. lTlepeuens, onucanue, PyHKIIMOHATHHOE IPUMECHEHUE ?

3. B uem 3akmrowaercs noruka pabotel Mexanu3moB Prefetch/SuperFetch
(SysMain) B Windows?

4. Tlouemy Microsoft pekOMEHAYeT OCTaBIATH ATy CIYKOy BKIIOUCHHOM
s HDD, Ho wacto coBeryrot otkitouath 1t NVMe SSD (¢ Touku
3peHust U3HOCA U PEATbHOTO MPUPOCTA CKOPOCTH)?

5. INouemy ymenbinenue TcpTimedWaitDelay moxxer ObITh OIMAacHBIM ISt
MPWIOKEHUHN, UCTIONB3YIONUX JOJTOKUBYIIUE COSAMHEHUS (HAIpUMeED,
0a3bl JaHHBIX)?

6. [Touemy  orpanmuenme  ckopoctu  depe3 tC (Linux)  mmm New-
NetQosPolicy (Windows) Henb3sl UCIIOIB30BaTh I 3amuThl oT DDoS-
aTak U3BHE?

KoHTpOJIBHBIE 3aJaHUS:
3ajjaHne OTKPBHITOI0 TUIIA ¢ PA3BEPHYTHIM OTBETOM.

3ananue 1.

[IpoBeputh ouepens HTTP.sys:

e OrtkpeiTh PowerShell ot umenu agmuHuctparopa.

e Brmonnuth kKoMany: Netsh http show servicestate view=requestq

e Haiitu ctpoky «Rejected requests» (OtkimoneHHsle 3arpocsbl). Ecnu
3HayeHue > () — ouepep nepenoiHeHa

3aganue 2.

Co3parts KITt04 peecrpa

reg add "HKLM\SYSTEM\CurrentControlSet\Services\HT TP\Parameters"
/v MaxConnections /t REG_DWORD /d 1000 /f

3ananue 3.

1) BeiBecTH TeKylMe AMHAMHUYecKue mopthl: Netsh int ipv4 show dynamicport
tcp

2) Pacmuputh Auana3oH mopToB (4ToObl M30€kKaTh HEXBATKH COKETOB): Netsh
int ipv4 set dynamicport tcp start=10000 num=55535

3) VYmenbmuth Bpems oxumanus TcpTimedWaitDelay ¢ 240 cexkynn mo 30
CeKyHI (m1s OBICTPOrO OCBOOOXJCHHS TOPTOB TIOCJIE€  3aKPBITUS
COCTUHCHHUS ): reg add
"HKLM\SYSTEM\CurrentControlSet\Services\Tcpip\Parameters" Iv
TcpTimedWaitDelay /t REG_DWORD /d 30 /f



1)
2)

3)

Tema 6. Monutopunr u ontumusanus. Peecrp OC
KOHTpoabHEIE BOMIPOCHI JIJIsl IPOBEICHHUSI OMpPOca:

Kakyto komanay PowerShell Hy>kHO BBIMONTHUTD, 9TOOBI OTKIIIOUUTH CITYKOy
«SysMain» (SuperFetch), eciiu oHa co3maeT BBICOKYIO AMCKOBYIO Harpy3Ky
Ha SSD?

O0bsacHuTe pasHUILy MEX]TY napameTpamMu peectpa
HKEY CURRENT USER u HKEY LOCAL MACHINE.

Kakoli mapameTp HYXHO HW3MEHUTh, YTOOBI YCKOpPHUTh MeHIO0 «Ilyck»
(M3MEHUB 3aJIePKKy BCIUIBITHS TOJMEHIO), U Kakyr kKomaHay (reg add)
HY>KHO HWCTIOJIB30BaTh JJII MPUMEHEHHS 3TOTO TBHKAa 0€3 PYYHOTO JIa3aHUs
1o peectpy?

Ha noytOyke ¢ Windows HabmtoaeTcss «TpOTTIMHDY (CHUKEHUE YaCTOTHI
npoleccopa) IpH TNOJAKIIOYEHHH K CETH, a Ha Oarapee — HaoOOpoT,
BBICOKAsl MMPOU3BOIUTENBHOCTh. Kakass HaCTpoilka CXeMbI 3JEKTPOMUTAHHS
(powercfg.cpl) oTBewaeT 3a MHUHMMAaJbHOE U MAKCUMAaJbHOE COCTOSIHUE
nporieccopa (B %), ¥ Kak €e UCIIPaBUTh Yepe3 KOMaHAHYIO CTPOKY powercfg
-setacvalueindex?

B Linux cepBep BHe3amHO mepecTan OTBEYaTh HA 3aMpPOChl W3-3a HEXBATKH
JTOCTYnHBIX cokeToB. Kakoil mapamerp snpa (sysctl -w) nHeoOxomumo
U3MEHUTh B pPEaJbHOM BpeMeHU (0e3 mepesarpy3ku), YyTOObl YBEJIUYMTH
nuanazoH adeMepHbix TopToB (net.ipv4.ip local port range), u Kak
3aKpenuTh 3TO U3MEHEHHE B (aiiie /etc/sysctl.cont?

KoHTpoabHBIE 3a1aHUS
3ajjaHne OTKPBHITOIO TUIIA C PA3BEPHYTHIM OTBETOM.

3ananue 1.
1) OmmcaTh U IPUBECTH IPUMEPHI BETOK peecTpa, yKa3arh, Kakas 3 HHUX 3a
YTO OTBEYAET.
2) BeIOpaTh OJMH U3 JBYX BApUAHTOB:
a. yJIy4lleHUEe NPOU3BOAUTENBLHOCTH M ObicTponeictBus OC mpu
MOMOILIU PEECTpa
b. win yckopenue u onrtumuzaius padotet OC mnpu MOMOIIH
peectpa.
3) CaenaTh BBIBOJIBI: OIEHUTH 3()(HEKTUBHOCTh MPUMEHEHHBIX W3MEHCHHI
peectpa 11si pabOThl ONEPAIMOHHON CHUCTEMBI, UCXOJ1 U3 BBIOPAHHOTO
BapuanTa ontumuzaiuu OC.

3amanue 2.

[TepemecTuts (aitn nonkauku (pagefile.sys) ¢ aucka C: (6sicTpriit HDD) Ha
nuck D: (mennennsiit HDD, Ho Gosiee cBOOOTHBIN).

YcTaHOBUTH TMONB30BATENBCKAN pa3mep: MuHUMyM 4096 Mb, makcumym
8192 Mb.

Ha nucke C: ¢aiin nogkauku otkimounth (bes ¢aiina moakaukm).



4) Cnenath CKpUHIIOT OKHa «Bupryanenas mnamsare» (Cuctema -> Jlom.
napaMmeTpel -> beicTpoaeiicTBue -> J[ONOJHUTENHLHO) C  HOBBIMHU
HACTPOWKAMMU.



5.3. OmuH WM HECKOJIBKO TEMAaTHYECKUX OJOKOB JTUCITUTIIMHBI
3aBepIIAIOTCS KOHTPOJbHOW Toukoii mo paszgeny (mamee — KT). Tekyrmii
KOHTpPOJIb YCIIEBAEMOCTH MO JUCIMIUIMHE MPEAyCMaTPUBAET HE MeHee 2 (JIByX) U
He 6osee 10 (necaru) KT B TeueHue nepuojia OCBOSHUS TUCITUTUTMHBI.

MakcumanbHOE KOJMYECTBO OaioB 3a jro0oi Tum pador B pamkax KT
coctasisieT 100 (cTo) 6aios.

Pacnipenenenne BecoBbix koddduimentoB no KT B pamkax Tekyiiero
KOHTPOJISI yCTIEBAEMOCTH TI0 TUCITUTIIINHE M (hOPMYJIBI pacueTa:

Hanmeno MakcumanbsHoe Koaddumuent Beca PesynbTar
BaHUeE KOJINYECTBO KOHTPOJIbHOM TOYKU KOHTPOJIbHOMN
KOHTpOJ | OajuioB 3a paboTy TOYKH,
BHOU B pamkax KT, Y4aCTBYIOIIHMN B
TOYKHU KOTOPOE MOKET (bopMHpOBaHUU
Ha0OpaTh CTYJCHT WUTOTOBOM OAJNTLHOM
OLICHKH IO
JUCLUIIIIMHE
KTNel 100 0,13 13
KTNe2 100 0,13 13
KTNe3 100 0,13 13
Utoro: X 0,39 39

dopMyna pacyera pe3yJibTaTa KOHTPOJIbHOM TOUKHU:
Pesynbrat KoHTpOJBbHOM ToOukH = KonuecTBo 6aiiioB 3a paboTy B paMKax
KT X KoaddurueHnt Beca KOHTPOJIbHON TOUKH.

5.4. ®opmbl TEKYLIErO0 KOHTPOJIS YCIEBAEMOCTH OOYyYarOUIMXCsl B paMKax
KT u TunoBeie OLIEHOYHBIE MAaTEPUAIIBI:

Konrpoabnasi Touka Nel.
3ananue 1.
CHsaTb 0a30BBIC ITOKA3ATEIH MPOIIeCCopa U MOTOKOB:
o OrtkpeiTe Performance Monitor (perfmon.msc).
o JloOaBUTH CUETUNKHU:
« Processor(_Total)\% Processor Time
« System\Context Switches/sec (Hopma < 10 000 Ha si1p0)
= Process(_Total)\Thread Count
o 3aduKcUpoBaTh 3HAUYCHUS 32 | MUHYTY MOKOSL.

3ananme 2.
Co3znaTh Harpy3Ky, BEI3BIBAIOIIYIO BBICOKYIO YACTOTY MEPEKITIOUEHUM:
o 3amyctuth PowerShell-ckpunt (MynSaTOp «IIJI0XOr0» Mpoliecca):



powershell while($true) { [System.Threading.Thread]::Sleep(1) }
o OpHoBpemeHHO 3anmycTuTh 10-20 TakKuX KOMHIA.

3ananue 3.
W3MeHUTh IPUOPUTET MpoIecca U OLIEHUTD AP (HEKT:

o Hauu PID 3aBucuiero ckpurra.

o Ilonmsuts mpuopurer po ldle: powershell (Get-Process -Id
<PID>).PriorityClass =
[System.Diagnostics.ProcessPriorityClass]::ldle

o 3aMCpI/ITB KOHTCKCTHBIC IICPCKIOYCHUA — OHH HOJIKHBI CHU3HUTBLCA,
TaK KaK IIponecc 6yz[eT IIOJIy4aTb MCHBIIIC KBAHTOB.

KontpouabHasi Touka Ne2,

Ha cepeepe (BUpTyasibHas  MamiMHa)  Opomajg  BaXKHbIA  (aidn
secret_project.docx, koTopbIil jexan Ha paboyeM cToje MoJib3oBaress Admin.
Cucrema yTBEep>KIaeT, 4to (ailna HeT. AHTUBUpPYC HUYEro He Hamen. JKypHalisl
aynura OTKIIO4eHbl. EcTh mono3penue, yto aim Obul ynaneH OO0XOJHBIMH
nyTsMU (MUHYS KOp3UHY) pOBHO 20 MUHYT Ha3a/l.

Bama 3agaua — mnpoBeCTHM KPUMHUHAIMCTHYECKUU aHanu3 (ailioBoit
cuctembl NTFS, naiftu npusHaku ynaneHHOTo ¢aiiia, MONbITaTbCsi BOCCTAHOBUTD
€ro UMsI U COJIEP)KMMOE, a TAK)KE€ BBISICHUTD, Y KOIO OBLIM ITpaBa Ha €ro yAajeHHe.

3aganue 1.

Onpenenuts cmemienne MFT B paznene C:
1. 3amycTHTh KOMaHAHYIO CTPOKY OT aJMHUHHCTPATOPA.
2. Bemomnuts: text fsutil fsinfo ntfsinfo C:
3. Bwmmcats:
o Mft Zone Start (nauanbusbrit kitactep MFT)
o Bytes per Cluster (pa3mep kiactepa)
o Mft Valid Data Length (pazmep MFT B Gaiirax)

3aganue 2.

CbIMUTHPOBATh NPECTYTUICHUE:
o Cozmath Ha pabouem croye (haiin Secret_project.docxX ¢ r0ObIM
conepkanreM (Hanpumep, «Ilaponb: 12345y).
o 3aloOMHHUTbH TOYHOE BpeMsl (10 CEKYH/IbI).
o Ynamuth Qaitn Haxkatuem Shift+Delete (Munys kop3uny).

3aganue 3.

Haiitn 3anuce 00 ynmanmennom caiine B MFT ¢ momomipio pyunoro HEX-
aHaJm3a:

1. Ckauars OecratHbeii HEX-pegaktop HXD (umm  ucnonb3oBath Format-
Hex B PowerShell).



. OtkpsiTh Bech qHCK C: kak ¢usznyeckuii auck (B HxD: Extras -> Open Disk
-> Physical Disk 0).

3. Ilepeiitn o cmemenuro: Mft Zone Start x Bytes per Cluster.

4, Haitru B  MFT  3ammce, Tme B  mole  uMeHH  (aiiia

pHUCYTCTBYeT Secret_project.docx.

. Haxxe ecnu Qaiin yganeH, ero 3amuch octaHeTcs, Ho ¢iar In Use Oynet
copomen (6aiT ¢uraros: 00 00 mmu 01 00 Bmecto 01 01).

KonTposbHas Touka Ne3.

3aganue 1. [IpoBeputs ouepenp HTTP.sys:

OTtkpoiTh PowerShell oT umenu anMuHuCTpaTOpa.

Brmmonauth KOMaHI[y:
netsh http show servicestate view=requestq

Haiitu ctpoky «Rejected requests» (OTkimoHeHHble 3ampocskl). Ecim
3HaYeHue > ) — ouepeap NepenoIHeHa.

3aIIaHI/IC 2. YBeInuuTh MAKCHUMAJIBbHYIO JUIMHY O4YCPCAU 110 YMOJIYAHHUIO:

Co3nars KI1t04 peecrpa
reg add "HKLM\SYSTEM\CurrentControlSet\Services\HT TP\Parameters"
/v MaxConnections /t REG_DWORD /d 1000 /f

Anomepnamuea 0151 KOHKPEMHO20 NPUTLOHCCHUL!
B xozae nim kondgure URLACL 3amats queuelength="2000".

3ananue 3. Hactpouts napametpsl TCP/IP myst cHbKeHUS TaiiMayToB:
BeiBecTn Tekyiue nuHamuueckue mopThl: Netsh int ipv4 show dynamicport
tcp

Pacumpurth nuama3oH nopToB (4ToObl M30ekKaTh HEXBATKH COKETOB): Netsh
int ipv4 set dynamicport tcp start=10000 num=55535

Ymenpmuth Bpemsi oxkumanus TcpTimedWaitDelay ¢ 240 cexyna mo 30
CeKyHZ (masi OBICTPOrO OCBOOOXICHHS TOPTOB TOCHE  3aKPBITHS
COEIUHCHHUS ): reg add
"HKLM\SY STEM\CurrentControlSet\Services\Tcpip\Parameters" Iv
TcpTimedWaitDelay /t REG_ DWORD /d 30 /f



6. Dopmbl NPOMENHCYMOUHOU ammecmauyuu, Kpumepuu u uwiKauia
OUEeHUBAHUS, MUNOBbIE OUYECHOYHbIE MAMEPUATbL O OUCUUNTUHE

6.1. [IpomexxyTouHasi aTTecTainus MPOBOAMTCS B (opme 3K3aMeHa B
TpETbeM CceMecTpe B TMHUchbMeHHOW ¢opme. OOyuarmmuiics moaydaer
HK3aMCHAIIMOHHBIN OWJIET ¢ BapuaHTamMu 3adaHui. OOydYarolmuics ToJTy4yaer
YUCThIE MapKHPOBAaHHBIC JHUCTHI OyMard IS 3alucei, 3aTeM IPUCTyHaeT K
BBITIOTHEHHIO. Heo0xoauMo 1aTh OTBET B MMMCHhbMEHHOM BHJIE, TTOJAPOOHO M3JI0KHUB
XOJ MBICJIEH.

6.2. Tunosble OICHOYHLBIC MAaTCpPHUAJIbL HpOMG)KYTO‘-IHOﬁ aTrTcCTalluu.

PA3JIEJI 1. ®YHKIUHU U ITPUHLUIIBI PABOTBI
OIIEPAIIMOHHBIX CUCTEM

Tema 1. BBenenne B onepannonubie cuctembl. OIK-5.1

DK3aMEeHAIIMOHHEIE BOPOCKHI:

=

emn n 3amaun kypca OC u CII

Omnpenenenue OC. Henu padoter OC.

3. IBa ocHoBHBix THma OC. OTIUYUTENbHBIE OCOOCHHOCTH U Chepsl
MIPUMEHEHUS.

4, OcnoBuple kinaccupukammum OC. Krnaccudukamus OC 1o  crnocoOy
00pabOTKH JTaHHBIX.

5. Ocnosubie knaccupuxaiuu OC. [1o chepe npumeneHus.

6. Dtansl ycranoBku OC (cxema, MoapoOHOE OMUCaHWE KaXKIOTO 3Tara, €ro
MpeHa3HAYCHUE U MPAKTUUECKUE BAPHAHTHI IPUMEHEHU).

7. Dtanbl 3arpy3ku OC (oOmiee mnepeurciieHue). JletanbHO omnucarh 4YacTu
ntldr, ntdetect.

8. Dtamwr 3arpy3ku OC (oOmiee mepeuucienne). [letanpbHO ommcath 4acTd
ntoskernel, hal.

9. DOranbl 3arpy3ku OC (obmiee mepeuucieHue). leraapHO omnucath 4acTu
3arpy3Ky apaiBepoB u ci1yk0, 3arpy3ky OC.

10.Otanbr  3arpy3ku  OC (oOmee mnepeuucnenue). [eranbHo omnucaTh

Perucrpanuio B JTOMEHE, pETHCTPAIIAIO TIOJIb30BaTEIIS.

N

[IpakTrUueckoe 3ajiannue K OUJIeTy:

Ucnone3ys yrunuty msconfig (Windows) wmum systemd-analyze (Linux),
MpoaHaIU3UPyHTE BpeMsl 3arpy3Ku Baliel cuctemsl. Onpenenure:

« OOmiee Bpemst 3arpy3Ku J0 MOJIb30BaTEILCKOTO HHTEpderica.

o Camyto gonaryio ciyx0y/apaisep.




o Ilpemnoxure crnocod yCKOPUTH 3arpy3Ky, OTKIFOYUB OJIHY U3 CIIYKO (6e3
BpeZa Il CUCTEMBI).

Tema 2. YnpasJienue pecypcamu OC. OIIK-5.1

JK3aMeHaAIIMOHHBIE BOIIPOCHI:

1. Ilpouecc, Pecypc, VYmpasiaenue pecypcamu. (OCHOBHBIE ONpEIEICHUS.
Coznanue, yaneHue, NpUuOCTaHOBKA U BO30OHOBIICHHE MPOLIECCOB.

2. Ilpouecc, Pecypc, VYmpaBnenue pecypcamu. OCHOBHBIE OIpEACICHHUS.

CHHXpOHH3AIUS U B3aMMOJIEHCTBHE MPOLIECCOB.

Buast nponieccos. Co3ganue u yaaneHue mpoiiecca (IeTalbHOe ONKUCaHue).

[lonHoBecHBIE ©  JerkoBecHele Tmpouecchl. Hwutbh. OngHOHHMTEBBIE U

MHOTOHUTEBBIE TIPOLIECCHI.

5. CxemaTtmueckoe n3o0pakeHue npoiiecca. Tabuuiibl MaMsATH, BBOJa-BbIBOJIA,
(aiiioB, MPOIIECCOB.

6. CrpykTypa ynpasieHus npoueccamu. ATpuOyThl IPOIIECCOB.

IIpouneccsl M moTtokd. OJHOMOTOYHOCTH, MHOIONOTOYHOCTH.  MXx

IPEUMYIIECTBA U HEAOCTATKH.

8. @YHKIMOHAIbHOCTh IOTOKOB. MynbTUnporpaMMupOoOBaHHUe.
B3aumopericTBre NpoLeccoB.

9. IInanupoBaHHe MpolEecCOB. BHUIbl anropuTMOB IUIAHUPOBAHUS MPOIECCOB.
[IpuunHBI CMEHBI aKTUBHOTO Mpolecca nNpu kBaHToBaHUM. ['pad cocTossHUS
mporiecca B MHOro3agayHou cpene. OpraHuzanuss oudepeaud TOTOBBIX
MPOLIECCOB.

10.ITpuopureTHOCTh TMporeccoB. [IpuuuHBI CMEHBI aKTUBHOTO MpoIecca Ipu
IPUOPUTETHOM BBINIOJIHEHUH MTPOLIECCOB. I'padpl COCTOSAHUIN MPOLIECCOB IPU
aOCOJIFOTHOM M OTHOCUTEIBHOM IIAHUPOBAHUH.

11.BeITecHAONINE U HEBBITECHSIOLIUE AJITOPUTMBI TJIAHUPOBAHUS.

B W

~

[TpakTHyeckoe 3ajaHue K Ouiery:

Hanummre nporpammy Ha C (unmm gpyrom s3sike ¢ FFI), kortopas
UCIIOJIB3YET TOJIBKO CUCTEMHBIE BBI30BbI (MUHYS CTaHIapTHbIE OMOJINOTEKH BBOJA-
BBIBO/IA) /ISl BBIMOJTHEHUS CIEAYIOIINX TEUCTBUI:

o OtkprITh (aitn output.txt va 3amucs (O CREAT | O WRONLY).

« 3amucars B Hero ctpoky "Hello OS!".

o 3aKpbITh Qaiin.

PA3JIEJ 2. CTPYKTYPA ONIEPAIIMOHHON CUCTEMBI

Tema 3. MaiinoBas cucrema. Cayxoda karanoros. OIIK-5.1

DK3aMEHAITMOHHBIE BOIIPOCHI:

1. dainoBasg cucrema. OCHOBHBIE TTOHATHS.



WoOo~NRWN

CTpyKTypa XpaHEHUs JaHHbIX.

Tunsl ¢daiinos, ux atpulyTel. Mepapxus kaTanaoros.
YcTaHoBKa TOMEHHBIX cIyx)0 Active Directory
Kongurypuposanue poineit koHTpoiiepa gomeHa B AD DS
O0630p nomenHsbIx ciy:xk0 AD DS u unrterparus ¢ DNS.
Kongurypuposanue nnrerpupoansbix B AD DS 300 DNS
Kongurypupoanue o6bexToB Active Directory

. Crpateruu ucnoiab30BaHUsI TPy

10 O630p rpynmnoBbix noauTHK. KoHduryprupoBanue o01acTi 00bEKTOB

rpynnoBsix nonutuk (GPO).

[IpakTrUyeckoe 3ajiaHue K OUJIeTy:
Ha ¢nemxe win BuptyanbHoM aucke (pazaen 1 I'b) cosnaiite daiinoByro

cucremy NTFS (Windows) mm ext4 (Linux). 3arem:

1.

2.

V3Haiite pasmep Kkiactepa (O0moka) ¢ momombro fsutil - fsinfo
ntfsinfo (Windows) wim dumpe2fs (Linux).

Coznaitte ¢aiin pazmepom 10 Oaitt. IlocMoTpuTe, CKOJBKO MecTa OH
peanbHO 3aHUMAaET Ha aucke (cBoiicTBa ¢aiina — «Pa3mep» vs «Ha auckey).
OOBsicHUTE pa3HUILY.

Tema 4. Aamunuctpupoanue B OC. OIIK-5.1

QKBaMeHaHI/IOHHBIe BOIIPOCHI.

B yem npuHnunuanpHas pasHUIA MEXAY OTKIIOUEHHWEM MpOoTrpamMMbl B
aBTo3arpy3ke uepe3 «Jlucmeruep 3amau» Windows U OTKIIOYEHHEM
COOTBETCTBYIOIIIEH CITykObl uepe3 services.msc? [IpuBenure npumep, Koraa
OTKJIFOYEHHE CIIY>)KObI MOJKET MPUBECTU K HECTAaOMIBHOCTH CHUCTEMBI, a
OTKJIFOYEHHUE aBTO3arpy3Ku — HET.

Kak KoppekTHO paccuuTaTh MUHUMAJIBbHBIN M MaKCUMaJIbHBIN pa3Mep (aiina
nonkauku (pagefile.sys) mns cucremsl ¢ 32 I'b O3V, ucnonb3yemon st
BHUACOMOHTaXxKa?

[Touemy nosiHOE OTKIJIIOUEHUE (paitna moakayku npu 0oiaboM oobeme RAM
CUMTAETCS CIIOPHOM M MOTEHIHUAIBHO ONTACHOW MPAKTUKOW?

Br1 3ametuinu, uto kaxaoe 15-e uncio B 2:00 HOUM mpolieccop 3arpyskaercs
Ha 100% B Teuenue yaca. Kak ¢ momomipto yrunmuthl schtasks (Windows)
i crontab -e (Linux) HailTu 3aaHne, KOTOPOE 3TO BHI3BIBAET, U BPEMEHHO
OTKJIFOYHUTH €ro 0e3 ynaneHus?

[Tepeuncnure 3 ciyx0661 Windows, KOTOpbIE MOXXHO O€30MaCHO OTKJIIOYUTH
Ha JOMAIIHEM KOMIIbIOTEpe (HE€ B JOMEHE) I YCKOPEHUs 3arpy3ku M
ocBoboxaenust O3V (manpumep, «Print Spoolery, eciii HET IpUHTEPA).
[Touemy nedparmentanus (defrag) Ha xectkom aucke (HDD) moBelmaer
MPOU3BOJAMTENILHOCTh, a Ha TBepAOTeNbHOM Hakonutene (SSD) — He
TOJILKO O€CIosie3Ha, HO U BpeaHa?

Kakoil mexaHu3m ucnosib3yercs sl NOJAEep>KaHus CKOPOCTH 3aluCU Ha



SSD BMecTo nedparmMeHTanuu, U Kak MPOBEPUTH, BKIOUEH i oH (fsutil
behavior query DisableDeleteNotify B Windows wiu fstrim B Linux)?

[pakTHYecKkoe 3a/laHne K OHMIIeTy:
Cosmarite manky C:\Confidential, 3anperure ynmanenune (¢ainoB ms

rpymmsl Users, Ho paspemmre utenue. [IpoBepbre uepes icacls m Event Viewer
(coOwrTHE 4663 TIPU MTOTIBITKE YIATICHHUS).

PA3JEJ 3. HACTPOMKU ONEPAIIMOHHON CUCTEMBI

Tema 5. CereBble ciry:k0bl 1 cepBepbl npuinoxenmii. OIIK-5.1

N =

9K33.MCH3HI’IOHHBI€ BOIIPOCHI.

[Moxcuctemsl ssapa OC Ha 6a3ze Windows.

[lepeuens, onucanue, GyHKIUOHAIBHOE IPUMEHEHUE?

B dwem 3akmodaercss Jiornka pa®oTel MexaHu3moB Prefetch/SuperFetch
(SysMain) B Windows?

[Touemy Microsoft pekoMeHIyeT OCTaBIATh 3Ty CIIyKOYy BKIIOUEHHOM ISt
HDD, Ho uwacto coBetytoT otkitodarsh it NVMe SSD (c Touku 3peHus
M3HOCA U PEasIbHOTO MPUPOCTA CKOPOCTH)?

[Touemy ymenbmienue TcpTimedWaitDelay moxer ObITh omacHbBIM ISt
MPWIOKEHUHN, HCHOJIB3YIOIIMX JOJITOKUBYIIME COCAMHEHHS (HAmpUMep,
0a3bl JaHHBIX)?

[Touemy orpanuueHue ckopoctu yepes tc (Linux) wim New-NetQosPolicy
(Windows) Henb3s UCIIONB30BaTh IS 3auThl oT DDoS-aTtak n3He?

[IpakTrUyeckoe 3ajiaHue K OUJIeTy:
Hanummure nporpammy, kotopas unurtaet 6ombioi daitn (100+ MB) nByms

cnoco0amu:

1.

2.

[ToGaitToBo (ogHOOaMTOBBIE 4YTeHHUs) ¢ mnomoibio fgetc() mmu ReadFile ¢
oydepom 1 Gaiir.

broxamu o 64 Kb (OydepuzupoBanHbIii BBOA-BBIBOI).

3amepbTe BpeMs BBITIOJHEHHS KaKIIOTO crocoba (B KOJE WM BHEITHUM

taiiMepoMm). OOBsICHUTE, TMOYEMY pE3ydbTaTbl OTJIMYAIOTCA HA MOPSAIKH.
[TpuBeaute ananoruto ¢ padotoit DMA u kaia.

Tema 6. Monutopunr u ontumusanus. Peectp OC. OIIK-5.1
DK3aMEeHallMOHHbIEC BOMPOCHI:

Kakyto komanny PowerShell Hy>)kHO BBINOTHUTD, YTOOBI OTKIIIOUYUTH CITYKOY
«SysMain» (SuperFetch), eciin oHa co3/aeT BBICOKYIO JUCKOBYIO HATPY3Ky
Ha SSD?

OOBbsacHuTE pasHuIly MEX]TY napaMeTpamMu peectpa
HKEY CURRENT USER u HKEY LOCAL MACHINE.



3. Kakoii mapameTp HY)XHO HU3MEHHTh, YTOOBI YCKOpPUTH MeHIO0 «Ilyck»
(M3MEHUB 3aJIEP’KKy BCIUIBITHS TOJAMEHIO), M Kakyro koMaHay (reg add)
HY)KHO HCIIOJIb30BaTh IS MPUMEHEHHs dTOTO TBHKAa 0€3 PYyYHOTO JIa3aHUs
o peectpy?

4. Ha noytOyke ¢ Windows HabmogaeTcst «TpOTTIAMHI» (CHIKEHUE YacTOTHI
mpolreccopa) Mpy MOAKIIOYEHWH K CEeTH, a Ha Oarapee — HaoOOpOT,
BBICOKAsI TTPOU3BOAMTEILHOCTh. Kakasi HacTpoWKa CXEMbI 3JIEKTPONMUTAHUS
(powercfg.cpl) oTBewaeT 3a MHMHMMaJbHOE U MAaKCHUMAaJbHOE COCTOSHUE
npoiieccopa (B %), ¥ KaKk € UCIPABUTh Yepe3 KOMaHIHYIO CTpOKy powercfg
-setacvalueindex?

5. B Linux cepBep BHE3amHO MepecTai OTBeYaTh Ha 3alpOChl M3-32 HEXBATKU
JOCTYHHBIX cokeToB. Kakoit mapamerp sapa (sysctl -w) HeoOXoaumo
U3MEHUTh B pEAJbHOM BpeMeHH (0e3 mepe3arpy3ku), 4ToObl YBEJIUYUTh
nuamna3zoH 3deMmepHbix TopToB (net.ipv4.ip local port range), u kak
3aKpenuTh 3TO U3MEHEHHE B (aiine /etc/sysctl.cont?

[IpakTryeckoe 3a/laHue K OUJIeTy:

B cucreme crpannuHas opranusanus namsaTa: pasmep crpanunsl = 4 Kb.
Jlormueckuii anpec = 0x0000A3F1.

[lepeBenuTre ero B (U3MYECKHIl aapec, UCIONb3Ys CIECAYIOUIYIO TaOIUILy
CTpaHuI JJs Tmpoliecca (BUPTYyaJbHbIII HOMEpP CTpaHULbl — (U3HUECKUN HOMEp
KaJipa):

NpT. CTPaHWLA ®us. kKagp
0 5

1 12

2 8

3 15

4 3

[TokaxkxuTe BEIYMCIIEHUS: HOMEP CTPAHULIbI, CMEIlIeHHE, (PU3nUecKuid aapec.



6.3.

Kpurepuu u mkana onenuBanusa Ha ocHoe bPC.

CooTBeTCTBHE TOCYJAPCTBEHHOM MIKAJIbl OLICHUBAHUS aKaJeMHYECKON
ycrieBaeMocTH U mikaiel ECTS npu sx3amene

Ounenka no
mkaae ECTS Cymma 6a/110B 3a Ounenka no
BCe BH/BI y4eOHOH rocy1apcTBeHHOM
JEeATEeIHLHOCTH mKaje Ompenenenne
OTIIMYHOE BEITIOJTHEHNE c
A 90 - 100 «OTIHYHOY HE3HAYNTEIHLHBIM KOJINYECTBOM
HETOYHOCTEH
B IEJIOM TIPaBUIILHO BBITIOJTHCHHAS
B 80— 89 pabota c HE3HAYUTEIHHBIM
KOJIMYECTBOM OIIHOOK
«Xopo1iIio» (0 10%)
B IIEJIOM TIPABUIILHO BBITIOJTHCHHAS
C 7579 pabota c HE3HAYNTEIHHBIM
KOJIMYECTBOM OIIHOOK
(mo 15%)
D 70_74 HEIUIOXO, HO CO 3HAYUTEIHHBIM
YV JIOBCTBOPHTEHHOY KOJIMYECTBOM HEIOCTATKOB
B 60— 69 BEITIOJTHEHHE YIOBJICTBOPSIET
MHHUMAJTbHBIC KPUTEPHU
FX 35-59 C BO3MOXKHOCTBIO TIOBTOPHOH C1a4n
«He c 00s13aTEILHBIM MOBTOPHBIM
F 0-34 YAOBICTBOPUTCIBHO» | yr3vyepmem JTUCITUTITHBI

(BBICTaBIISIETCS] KOMUCCHEH)




6.4. Onucanue JONOJHUTEIBHBIX MaTE€pUAIOB U  000pYyIOBaHUA,
HEOOXOAMMBIX JJIs1 BHITTOJIHEHUS IPOBEPOUYHBIX 3aIaHHM

Kommnberotep ¢ omepanmonnoit cucremorr PEJ[ OC mmu MS Windows, nHa
KoTOpoM yctanoBieHbl P7-Oduc mm MS Office.

7.Memoouueckue mamepuaiibl N0 0C60EHUIO Oucuunﬂuubl

[Tonydenue yriayOneHHBIX 3HAHUM MO U3y4aeMOW IAUCHUILIMHE JOCTUTAETCS
3a CUET JIOMOJHUTENIBHBIX YacOB K ayTUTOPHOU paboTe CaMOCTOSITENIbHOM paboThI
CTYJIEHTOB. BrlienseMple yachl LEIecCO00pa3HO MCHOJIb30BATh Il 3HAKOMCTBA C
JOTIOJTHUTEIHLHONW HAYYHOM JINTEPaTypOil 1o MpobiieMaTuKe JUCITUTUIMHBI, aHATN3a
HAay4YHbIX  KOHUENIMA W  COBPEMEHHBIX  IIOAXOJOB K  OCMBICIICHUIO
paccMarpuBaeMbix MpobsieM. K caMmocTosiTenbHOMY BUAY pabOThl CTYIEHTOB
OTHOCHUTCS paboTa B OMOIMOTEKaX, B 3JIEKTPOHHBIX TTOMCKOBBIX CUCTEMaX U T.II. 110
cOopy MarepuanoB, HECOOXOIUMBIX JUIsl MPOBEACHUS MPAKTUUECKUX 3aHATHI WU
BBINIOJIHEHUSI KOHKPETHBIX 3aJaHUW IIpEernojaBareiid I10 HU3Yy4YaeMbIM TEMaM.
CTyneHThl MOTYT YCTaHOBHUTH JUAJIOT C MIPEINOaBaTENEM, MOJIyYaTh KOHCYJIbTAlUN
[0 BBINOJIHECHUIO 33JlaHuid. B KayecTBe OLEHOYHBIX CPENICTB HA MNPOTSHKEHUU
CEMECTPA UCTIOJIB3YIOTCSA TECTOBBIE U MHBIE 3aJaHUS.

OO6yuenue 1o auciuriiiHe «OmneparMoHHbIE CHUCTEMBI» IIPEAroJiaraet
M3yYCHHE Kypca Ha ayJUTOPHBIX 3aHATHIX (JICKIIUM, NMPAKTUUYECKUE 3aHATHS) U
CaMOCTOSITeTIbHYIO paboTy cTyaeHTOB. I[lpakTudeckue 3aHATHS JUCHUILUIMHBI
MPEANOoIaraloT WX MPOBEICHUE B Pa3IWYHBIX (GopMax C IENbI0 BBISBICHUS
MOJIYYCHHBIX 3HAHWM, YMEHHWW, HABBIKOB W KOMIIETEHIMA C MPOBEIACHUEM
KOHTPOJBHBIX Mepornpusatuii. C 1eapl0  00eCIeUeHUsl YCIEIIHOTO OO0ydYeHUs
CTYJICHT JOJDK€H TOTOBHUTBHCS K JIEKIHUM, ITOCKOJBKY OHA SIBJISICTCA Ba)KHEUIIECH
dbopmoit opranuzanuy yu4eOHOro mpoiiecca, OCKOIbKY:

— 3HAKOMUT C HOBbBIM yqe6HBIM MaTCpUaJIOM,;

— pa3bsACHSET yUcOHBIC JIEMEHTHI, TPYAHBIC ISl IOHUMAaHHSI,
— CUCTeMaTH3UPYyET YUeOHBIH MaTepHal;
— OPUEHTUPYET B y4eOHOM Mpoliecce.

Pabora oOyyarorerocs Ha JIEKIIAH:

Cnymanue M 3amuch JIEKUWKA — CIIOKHBIA BHJI BY30BCKOM ayJIUTOPHOM
paGotbl. BHuMaTenbHOE CiyIIaHue M KOHCHEKTHPOBAHME JIEKIMU Mperosiaraet
MHTCHCUBHYIO YMCTBEHHYIO JIeTEIbHOCTh oOydwaromerocs. KpaTtkue 3ammcu
JIEKIMH, UX KOHCIIEKTUPOBAHHE MOMOTAaeT yCBOUTh y4eOHbIM martepuan. KoHcrekr
ABJIICTCSL TIOJIE3HBIM TOI'ZA, KOTJA 3alMCAHO CaMO€ CYIIECTBEHHOE, OCHOBHOE H
C/IENIaHO ATO CaMUM O0YyYarOIIUMCH.

[IoaroroBka K NpakKTUYECKUM 3aHSITHUSIM.




[ToAroToBKY K KaxJA0My MPAaKTHYECKOMY 3aHSTHIO KaKIbIM OOyuarouuiics
JOJDKEH HauyaTh C O3HAKOMJIEHHMSI C IUIAHOM, KOTOPBIA OTPAXaeT COACpKaHHE
MPEIJIOKEHHON TeMbl. TIIarenbHOe MPOAYMBIBAHUE M M3YyYEHHUE BOIIPOCOB ILIAHA
OCHOBBIBAETCSI Ha MPOPa0OTKE TEKYIIEro Marepuasa JICKIMH, a 3aTeM H3Y4YeHHUs
00s3aTebHON U JOTIOTHUTEIBLHOM JIMTEPATYPbI, PEKOMEHOBAHHYIO K IaHHOM TEME.
Ecimu mporpaMMoil JUCHUIUIMHBI TMPEAYCMOTPEHO BBINOJHEHUE IMPAKTUYECKOTO
3aJlaHKs, TO €ro HeOOXOJMMO BBITIOJHHUTH C YYETOM MPEAJIOKEHHON WHCTPYKIIHH.
Bce HOBble MOHATHS MO U3y4aeMOM TeMe HEOOXOAMMO BHECTH B TJIOCCApHid,
KOTOPBIH 11€7IeCO00pa3HO BECTH C CAMOT0 Havajla u3y4eHus Kypca. PeynpraT Takoi
PaboThI TOJKEH MPOSBUTHCS B CITOCOOHOCTH 00YYarOIIErocsi CBOOOIHO OTBETUTH Ha
TEOPETHYECKUE BOIPOCHI MPAKTHYECKOTO 3aHSTHS, €r0 BBICTYIUIEHUM U YYaCTUU B
KOJUIEKTUBHOM  OOCYXKJIGHMM  BOMNPOCOB  M3Yy4aeMOM  TeMbl, MPaBUIBLHOM
BBITOJIHEHUH NIPAKTUUECKUX 3aJaHUI U KOHTPOJIBbHBIX Pa0OoT.

CTDVKTVDa IIPAKTHYCCKOI'O 3aHATHA.

B 3aBucuMocCTH OT coaep)kaHus M KOJHWYECTBa OTBEICHHOTO BPEMEHH Ha
M3YUYCHHUE KaKJIOM TEMbl MOXKET MPAKTUUYECKOE 3aHATHE COCTOSITh U3 YETHIPEX-TISTH
qacTeu:

1. YcrHsIii onpoc.

2. OOcyXaeHHe TEOPEeTUYECKUX BOIPOCOB, OIMPEICIEHHBIX MPOrPaMMOi
JTUCIUIUIAHBI.

3. BrimonHeHHe NPaKTUYECKUX 3aJlaHUd C TIOCISAYIONUM pa3z0opoM
MOJIYYEHHBIX  PE3yJNbTaTOB WM  OOCYXKIEHHE  IPAKTUYECKOTO  3aJIaHus,
BBITTOJTHEHHOTO JIOMA.

4. IloxBeneHne UTOrOB 3aHIATHSL.

PabGoTa ¢ JUTCPATYPHBIMU UCTOUYHHUKAMU.

B mpouecce NOATOTOBKM K MPAaKTUYECKUM 3aHATHSAM, OO0y4arOUIMMCS
HEoOX0auMO 00paTuTh 0c000€ BHUMAHUE HAa CaMOCTOSATENbHOE W3YyYEHHUE
PEKOMEH/IOBAaHHOW y4eOHO-METOAMYECKON (a Takke HayyHOW W TOIMYJISIPHOM)
muteparypbl. CamocrosiTenbHas paboTa ¢ y4yeOHUMKaMH, Y4E€OHBIMH IOCOOUSIMHU,
Hay4HOW, CIIPABOYHOM M MOMYJIIPHOM JIUTEPATYPOU, MaTEpUAIaMH TIEPUOANIECKUX
u3naHuii u  VIHTepHeTa, CTaTUCTUYECKMMHU JaHHBIMU SIBIsieTCsl HauOouee
3Q(dEeKTUBHBIM ~ METOJIOM  MOJYYeHHMs]  3HAHWW, TIO3BOJISIET  3HAYUTEIBHO
aKTUBU3WPOBATh TpOIECC OBJIaaeHus uHGopMamumend, crocobcTByeT Oosee
riyOOKOMY YCBOEHHMIO M3y4aeMOro marepuania, (popMupyer y oOydyarommxcsi CBOE
OTHOILIEHHE K KOHKpPETHOH mpoOieme. bonee riybokoMy pacKpbhITHIO BOIPOCOB
CIOCOOCTBYET 3HAKOMCTBO C JIOTIOJTHHUTEIHHOW JIMTEPATypOH, PEKOMEHIOBAaHHOU
nperojaBaTesieM,  YTO  TO3BOJsieT  OOydalouMMcs  MPOSBUTH  CBOIO
VWHAVBUAYAIbHOCTh B paMKaxX BBICTYIUIEHHS HA 3aHATUSAX, BBISIBUTH LIMPOKUN
CIIEKTp MHEHHUH MO U3y4yaeMoi npooieme.
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Q. Mamepuanvno-mexnuueckasn oasa, uH@popmayuonnsvle

mexnojiocuu, npocpammHoe obecneuenue u uud)opmauuouuble cnpaeoiHbvle
cucmemal

MatepuanbHO-TEXHUYECKOE 0OecTieueHNe TMCIUIUIMHBI BKIOYaeT B ceOsl:

- JIEKIIMOHHBbIE  ayAMTOPUH, OOOPYJOBAHHBIE  BUICONPOCKIIMOHHBIM
o0Opy/lOBaHUEM JJisi  Mpe3eHTalMid, CpeICcTBaMU 3BYKOBOCIPOM3BEIICHUS,
HKpPaHOM;

- MOMEMICHUS ISl TPOBEACHHUS] CEMHHAPCKUX M TPAKTHUECKUX 3aHATHUH,
o0opynoBaHHbIE YyueOHON MeOEbIO.

JucuumnuHa noJiepKaHa COOTBETCTBYIOIIUMU MIPOTrPaMMHBIMH
npoaykramu C oTkpsiTol unensueit: PEJ] OC, P7-Oduc.

By3 oOecneunBaer Kaxaoro oOydaromierocsi padoyuM MECTOM B
KOMIBIOTEPHOM KJIACCE B COOTBETCTBHUU C OOBEMOM H3Y4YaeMbIX JUCHHUIUIHH,
oOecrnieunBaeT BBIXO/ B ceTh MHTEepHET.

[Tomemienust s CaMOCTOSTENbHONM pabOThl OOYydYalOIMXCS BKIIOYAIOT


http://www.kremlin.ru/acts/constitution
http://iu5.bmstu.ru/mod/folder/view.php?id=762
https://edu.tusur.ru/publications/11280
https://repository.kpfu.ru/?p_id=226883
http://e.lanbook.com/
https://www.cyberforum.ru/linux/
https://urait.ru/

CIEAYIOIIYI0 OCHAIEHHOCTh: CTOJIBI ayJUTOPHBIEC, CTYJbs, NOCKH ayIAUTOPHBIE,
KOMIBIOTEPbl C TMOJKIIOYEHUEM K JIOKaJbHOW CETU MHCTUTYyTa (4
KOMITBIOTEPHBIX ayauTopuid) u MaTepHeT. [[ns m3ydeHus y4eOHOU TUCITUTUTHHBI
WCITOJIB3YIOTCSI aBTOMAaTU3UPOBaHHAsI OMOIMOTeUHass nH(DOPMAIMOHHAS CHCTEMA U
AJIEKTPOHHBIE OMOTMOTEUHBIE CHCTEMBI.



