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BusupoBanue PII/I 1,151 MciOTHEHUSI B 04epeIHOM y4eOHOM Toay
"YTBEPXKIAIO"

Pabouas mporpamma nepecMoTpeHa, 00Cyx)IeHa u ofgoopeHa ais ucromHeHus B 2025 - 2026 ydeOHOM Toy Ha
3acemannu Kadenpsl MHGOpMAITMOHHBIX TEXHOIOTHH

[Iporokomn ot " " 20251. Ne_

3aB. kabenpoii kann. dbus.-mat. Havk. noueHT boanvi H.B. (nomuce)

Busuposanue PII/I nj1s1 ucnio/iHeHUs B 0YepeIHOM YUeOHOM rogy
"YTBEPXKJAIO"

Pabouas nmporpamMma nepecMoTpeHa, o0cykaeHa u ogoopeHa st ucnonHenus B 2026 - 2027 yueOHOM roay Ha
3aceaHuu Kadenpsl MH(POPMaLMOHHBIX TEXHOIOTUI

[Iporokomn ot " " 2026 . N

3aB. kadeapoii kaua. ¢pus.-mMat. HayK, qoreHT bpaxyn H.B. " (nommcn)

Busuposanue PII/] nj1s1 ucniojiHeHUs B 0YepeTHOM YUeOHOM IOy
"YTBEPXKJIAIO"

PaGouas mporpamma nepecMoTpeHa, 00Cyx)IeHa u of00peHa s ucnonHeHus B 2027 - 2028 yueOHOM rofy Ha
3aceanuu kadeapbl MHMOPMAITHOHHBIX TEXHOIOTHI

[Iporokomn ot " " 2027 1. Ne_

3aB. xadbenpoil kaun. bus.-mat. Havk. noueHT boanvi H.B. (nomuce)

Buzuposanue PIIJ] 1j1s1 ucniojiHeHUsI B 0YepPETHOM YUYE€OHOM IOy
"YTBEPXKJIAIO"

PaGouas mporpamMma repecMoTpeHa, o0cyxaeHa u oxoopena st uconHeHus B 2028 - 2029 ygyeOHOM romy Ha
3acenannu Kadeapbl MHGOPMAIMOHHBIX TEXHOIOTHIA

[Iporokon ot " " 2028 r. Ne_

3aB. kaenpoii kana. ¢pu3z.-mat. Hayk, noueHT bpamyn H.B. ~ (nommucs)



PA3JIEJI 1. OPTAHU3AIIMOHHO-METOIUYECKHN

1.1. OEJA JUCIIAITJIMHbBI

Llenb ocBOEHUS] TUCHMIUIMHBI — ()OPMHPOBAHME KOMIIETEHLHMI MarucTpoB B OOJAaCTH ayIuTa COCTOSHHS
UHQOPMAIIMOHHOW 0€30IaCHOCTH KOPIIOPATUBHBIX HH(POPMAITHOHHBIX CHCTEM.

1.2. YYEBHBIE 3AIAYU U CHUTIJINHBbI

3anaun yueOHON AMCIUTUTHHEIL:
- O3HAKOMHTCS C 3aKOHOJIATEIILHBIM YPOBHEM 00ecTieueHUs NH(DOPMAITMOHHON 0€30T1acCHOCTH;
- M3YYUTh aJIMUHUCTPATUBHBIA YPOBEHb HH(GOPMAIIMOHHOHN 0€30MaCHOCTH;
- HAYYHTHCS HCIIONB30BAaTh NEPEIOBBIC METObI OLICHKA KayeCTBa, HAJICKHOCTH M WH(POPMALMOHHOW OE30MaCHOCTH
N C B nponecce skcrmryarauuu UC.

1.3. MECTO JUCUMILUIMHBI B CTPYKTYPE OCHOBHOM OBPA3OBATEJBHOM
IPOI'PAMMBI
[ukr (pasnen) OITOII BO: |B1.B

1.3.1. Jucyunauna " 3awuma ungopmayuu 6 KopnopamueHvlx uHGopmayuoHusx cucmemax" onupaemcs
Ha credyowue snemenmur OIIOII BO:

MeTomonorus ¥ TEXHOJIOTUS IPOSKTUPOBAHMS MH()OPMAIIMOHHBIX CHCTEM

1.3.2. Jucyunnuna

" Bawuma ungopmayuu 6 KOpROpaAmMusHuIX UHGOpMaAyUOHHBIX cucmemax’ evicmynaem

ONnopoul 07l CLEOVIOUUX INIeMEHMOB.

[MpenaumnioMHas mpakTHUKa

1.4. PE3YJIBTATBI OCBOEHUSA JUCIIMIIJINHBI:

IIK-5.1: Amnanuzupyem yepo3vl

uHpOpMayUoHHOl  0e30NaACHOCMU  KOPHOPAMUBHBIX  UHDOPMAYUOHHBIX

cucmem, 6vlOUpaem Memoovl U aI2OPUMMbL 3AUWUMbl KOPNOPAMUBHOU UHDOpMAYyUU, YYa8CmMEyem 8 HpUMeHeHUU
KOMAIEKCHO20 N00X00da K 0DecheueHuio UnpopMayoHHoOU 0e30nACHOCMU KOPROPAMUBHBIX CUCTEM

3HaTh:
YpoBenb 1 | OCHOBHBIC MOHATHS 3aIIUTHI MHGOPMAIMM U TOJMTHKA O€30MaCHOCTH, CTPYKTYPY CHCTEMBI 3aIUThI
nH(OpPMAIK B KOPIIOPATUBHBIX UHPOPMAIIMOHHBIX CUCTEMAaX
YpoBeHb 2 | METO/BI 3aIUTHl KOPIIOPATUBHON MH(POPMAIIUN
YpoBeHnb 3 | MexIyHAPOIHBIC U OTEYECTBEHHBIC CTAHAAPTHI HH(POPMAITMOHHOM 6e30MacHOCTH
YMeTs:
YpoBens 1 |aHamu3upoBaTh Yrpo3bl HHOOPMAITUOHHOW O€30MACHOCTH KOPIIOPATHUBHBIX WH(OPMAIIMOHHBIX CUCTEM
YpoBeHb 2 | BBIOUPATH METOJIBI U AJITOPUTMBI 3AIUTHI KOPIIOPATHBHON HHPOPMAIH
YpoBeHb 3 | yuuThIBaTH MEKAYHAPOIHBIE M OTCUECTBEHHBIC CTaHAAPThl HMH()OPMAIMOHHOW OE30MacHOCTH B
poheCCUOHANBHOM JIeATEIBHOCTH
Bnanets:
YpoBens 1 |HaBplkaMH aHanM3a yrpo3 HWHQPOPMAIMOHHON O€30MacHOCTH KOPIIOPATUBHBIX HH(OPMAIMOHHBIX
cUCTEM
YpoBeHb 2 | MeTOIAMH ¥ aITOPHTMAMH 3aIIUTH KOPIIOPATHBHON HHPOPMAIHN
YpoBeHnb 3 | HaBbIKAMHM KOMIUICKCHOTO MOJXOAa K 00€CIeueHU0 WH(OPMAIIMOHHONW 0e30MacHOCTH KOPIIOPATUBHBIX
CHUCTEM

1.4. PE3YJIBTATBI OCBOEHUSA JUCIUIIJINHBI:

VK-6.1: @opmynupyem ocHO8HbIE NPUHYUNBL APODECCUOHATLHO20 U NUYHOCMHO20 PA38UMUs, CHOCOOb
COBEPUIEHCMBOBAHUSL CBOEll OesIMENbHOCU HA OCHO8E CAMOOYEHKU, MNIAHUpyem peuwleHue 3a0ad CcoOCMEeHHO20

I’lqubeCCMOHClJleOZO u JUYHOCMHO2O pas3eumus,

ucnoavsyem Ccnocobvl YHpagneHusi Cceoeli  NO3HAGAMENbHOU

O0essmenbHOCmbIO U ee coeepuULeHCcmeo8arusl

3HaTh:

Yposens 1

OCHOBHBIE€ ITPHUHIUIIBI HpO(beCCI/IOHaJ'IBHOFO " JUYHOCTHOI'O pa3BUTHA

Yposens 2

CITOCOOBI COBCPUICHCTBOBAHUA CBOCH JeATCILHOCTH Ha OCHOBE CaMOOIICHKHU

Yposens 3

CITOCOOBI YIpaBJICHUSA CBOCH ITO3HABATCIBHOM ACATCIbHOCTBIO

VYMeTn:

Yposenn 1

pemars 3a7a9u COOCTBEHHOTO MPO(EeCCHOHATBHOTO W TMIHOCTHOTO Pa3BUTHUS

YpoBeHs 2

peiaTtbh 3aaavu COOCTBEHHOTO HpO(beCCI/IOHaJII)HOFO U JIMYHOCTHOI'O pPa3BUTHUA, BKIIOYAA 3aJadu




W3MEHEHHS KaphepHOU TPACKTOPHUH

YpoBenb 3 | paccTaBIsATh TPHOPUTETHI

Bnanets:

ypOBeHL 1 | cocobamu yHpaBJICHUA CBOEM ITO3HABATEIBLHOM JACATCIbHOCTBIO

YPOBQHL 2 | cmocobamu COBCPIHICHCTBOBAHUSA CBOCH JCATCIBbHOCTHIO HA OCHOBEC CaMOOIICHKHU

Yposenb 3 | criocobamu yripaBieHus CBOSH MTO3HABATENBHON IEATEIBHOCTBIO H €€ COBEPLICHCTBOBAHUS HA OCHOBE
CaMOOIICHKU M MPUHIIMIIOB 00PA30BaHUS B TCUCHHE BCCH KU3HH

B pesynomame  océoenun  Oucyunaunvt " 3awuma ungopmayuu 6  KOpnopamueHvIX

3.1|3HaTh:

0a30Bble TOHATHS W MPUHOUNBI TONUTHKA OE30HacCHOCTH, 3aKOHOAATENbHBIA YpPOBEHb OOECIeUCHHS
nH(GOPMAIMOHHOH 0€30IMacHOCTH.

3.2| Ymerh:

HCIIOJIb30BaTh KOMILICKCHBIN moaxong K 00ecIeueHUIO HH(l)OpMaHHOHHOfI 0e30MmacHOCTH KOPIIOPATUBHBIX
CHUCTEM

3.3| Baagers:

METOAaMH U CpCACTBAMM 3alllUTBI OT BPCAOHOCHBIX IIPOrpaMm, METOAAMHU 06Hapy>1<eHH5{ " MMPpEaOTBpaAlICHU
BTOp)KeHI/Iﬁ B KOPIIOPATUBHBIC I/IH(bOpMaHI/IOHHBIe CUCTEMBI; IEPEIOBLIMU

MeTOAaMH OIICHKM KadecTBa, HAACKHOCTH © uHMopMmanwoHHOW Oe3omacHocTn MC B mporecce
skcruryataruu MC

1.5. ®OPMbI KOHTPOJIA

Texkymuii KOHTpPOJb YCIIEBAEMOCTH TIO3BOJISIET OLIGHUTh YPOBEHb C(HOPMHUPOBAHHOCTH  JJIIEMEHTOB
KOMIETCHIUH (3HaHWH, YMEHHH M NPUOOPETEHHBIX HABBIKOB), KOMIIETEHIHH C IOCIEAYIOIUM O00BbeINHEHHEM
OLIEHOK M MpPOBOAWUTCS B (OpMe: YCTHOIO ONpoca Ha JIEKUMOHHBIX M CEMUHApPCKUX/TIPAKTHYECKUX 3aHITUAX
(ppoHTaANBHBIN, MHAMBUIYAILHBIN, KOMIUICKCHBIH), MHUCHMEHHON NPOBEPKU (TECTOBBIC 3aJlaHHs, KOHTPOJb 3HAHWH
1O paselly, CHTYyallMOHHBIX 3aJaHUi M T.N.), OUEHKA aKTHBHOCTH Pa0OTHl OOYdaIOMIErocs Ha 3aHSITHUH, BKIIOYAs
3a7aHusl U CAMOCTOSITEIbHOM PabOTHI.

Hpomeofcymoqnaﬂ ammecmayus

Pe3ynbpTaThl TEKyNiero KOHTPOJII W MPOMEKYTOYHOW AaTTecTalud (OPMUPYIOT PEHTHHTOBYIO OIICHKY
paboTel cryneHTa. PacnpeneieHue ©OamioB npu  (HOPMUPOBAHHMM PEHTHHIOBOW OLIEGHKA pabOThl  CTyJACHTA
OCYILECTBISCTCSI B COOTBETCTBHM C JICHCTBYIOIIUM JIOKAJIBHBIM HOPMATHBHBIM akroMm.  [lo  mucrumiuHe "
3ammra WHGOPMALMU B KOPIHOPATHBHBIX HHMDOPMAIMOHHBIX CHUCTeMax" BHIOM MPOMEXKYTOYHOH aTrTecTanuu
SBJISICTCS. DK3aMEH

PA3JAEJI 2. COAEPKAHUE JTUCIIUITJIMHBI

2.1. TPYJOEMKOCTb OCBOEHUSA IUCLHUITIMHBI

n

OO0mass TpynoEMKOCTh  JUCIUTUTAHBI 3anmmra WHPOPMAIMM B KOPMOPATHBHBIX HWH(POPMAIMOHHBIX
cucTeMax' cocTaBiIIeT S 3a4u€THbIC equHMILI, 180 yacos.

KonuyecTBo 4acoB, BBIACISICMBIX Ha KOHTAKTHYIO pabOTy C NpErojaBaTeieM U CaMOCTOSTEIBHYI paboTy
00yJaromierocs, orpeaeseTcss y4eOHbIM IIJIaHOM.

2.2. COOAEPKAHUE PA3JEJOB IJUCIHUIIJINHDBI

HaumenoBaHue pa3iesioB U TeM /BU/I 3aHATHS/ Cemectp | YUacoB | Komneren- | Jluteparypa | Uurte | [Ipumeuanue
/ Kype 197071 PaKT.

Paznen 1. IIpo6siemMbl 6e30MacHOCTH
KoprnopaTuBHoii nungopmanun. TexHonoruu
3aIIUTHI KOPMOPATHBHBIX JAHHBIX

Tema 1.1. OcHOBHBIE TOHATHS U aHAITU3 2 2 TIK-5.1 | JI1.1J12.1J13 0
yrpo3 /Jlex/ VK-6.1 1J13.2
JI3.3
D152 33
24

Tema 1.1. OcHOBHBIE TTOHATHS U aHAIN3 2 1 T1IK-5.1 JI1.1J12.1J13 0




yrpo3 /Ilp/

VK-6.1

1J13.2
J3.3
019233
24

Tema 1.1. OcHOBHBIE OHSITHS U aHAIN3
yrpo3 /Cp/

[K-5.1
YK-6.1

JI1.1J12.1J13
A1J13.2
JI3.3
01022033
24

Tewma 1.2. [Tonmutrka nHOOPMAITMOHHON
oe3omacHocTH /JIex/

IIK-5.1
YK-6.1

JI1.1J12.1J13
A1 J13.2
J3.3
012233
24

Tema 1.2. [Tonutrka nHPOPMATMOHHOM
oezomacHoctH /I1p/

[K-5.1
VK-6.1

JI1.1J12.1J13
1J13.2
J3.3
01092033
24

Tema 1.2. TTonutrka nHPOPMAITHOHHOMI
oe3omacHoctu /Cp/

IK-5.1
YK-6.1

JI1.1J12.1J13
1J13.2
JI3.3
0102233
24

Tema 1.3. Kpunrorpadudeckas 3ammura
nHpopmanmu /JIex/

[IK-5.1
YK-6.1

JI1.1J12.1J13
1J13.2
J3.3
019233
24

Tema 1.3. Kpunrorpadudeckas 3anura
uHpopmarmu /TIp/

[K-5.1
YK-6.1

JI1.1J12.1J13
1J13.2
JI3.3
01092033
24

Tewma 1.3. Kpunrrorpadnaeckas 3anura
undopmarmu /Cp/

IIK-5.1
VK-6.1

JI1.1J12.1J13
A1 J13.2
J3.3
0122 33
24

Tewma 1.4. UnenTudukanys, ayTeHTHQUKALUS 1T

yIpaBJIeHHE TOCTYIIOM /JIex/

[IK-5.1
VK-6.1

JI1.1J12.1J13
1J13.2
J3.3
019233
24

Tema 1.4. Unentudukanus, ayreHTHGUKAINS 1

ynpasneHue goctynom /Ip/

[K-5.1
YK-6.1

JI1.1J12.1J13
1J13.2
JI3.3
0102233
24

Tewma 1.4. Unentudukanys, ayTeHTHQUKALNST 1

ympasneHue nqocrynom /Cp/

IIK-5.1
YK-6.1

JI1.1J12.1J13
1 J13.2
J3.3
012233
24

Tewma 1.5. 3ammra 3MeKTPOHHOTO
JIOKyMeHTOoo0opoTa /Jlex/

[K-5.1
VK-6.1

JI1.1J12.1J13
1J13.2
J3.3
0109233




D4

Tema 1.5. 3amuTa 371€KTPOHHOTO MK-5.1 | JI1.1J12.1J13
nmokymeHnToobopota /Ip/ YK-6.1 1 J13.2
JI3.3
012233
24
Tewma 1.5. 3ammra 3I€KTPOHHOTO TIK-5.1 | JI1.1J12.1J13
nokymeHToobopora /Cp/ YK-6.1 A J13.2
JI3.3
212233
24
Paznes 2. KomIulekcHas 3a10MTa KOPIOPATUBHBIX
l/lH(l)OpMaIII/IOHHLIX CUCTEM
Tewma 2.1. [IpuHUIUITBI KOMIUIEKCHOM 3aLIUTHI TIK-5.1 JIT.1J12.1J13
nHpopmarmu KUC /Jlex/ YVK-6.1 1 J13.2
JI3.3
0102233
24
Tewma 2.1. [IpUHIUIIBEI KOMIUIEKCHON 3aIITUTHI TIK-5.1 | JI1.1JI2.1JI3
uapopmarmu KUC /Tp/ YK-6.1 1 J13.2
JI3.3
012233
24
Tewma 2.1. IIpUHITATIEI KOMIUTEKCHON 3aITUTHI IIK-5.1 | JI1.1J12.1J13
undopmarmu KHUC /Cp/ YK-6.1 1J13.2
JI3.3
212233
24
Tewma 2.2 3ammTa OT BpeAOHOCHBIX TIK-5.1 | JI1.1J12.1JI3
nporpamm /JIex/ YK-6.1 1 J13.2
JI3.3
0102233
24
Tewma 2.2 3ammuTa OT BpeJOHOCHBIX TIK-5.1 | JI1.1J12.1J13
nporpamm /I1p/ YK-6.1 1J13.2
JI3.3
012233
24
Tema 2.2 3amura OT BpeJOHOCHBIX TIK-5.1 | JI1.1J12.1J13
nporpamm /Cp/ VK-6.1 1 J13.2
JI3.3
212233
24
Tema 2.3 OOHapyxeHue U peloTBpaLleHIe MK-5.1 | JI1.1J12.1J13
BTOp KeHHH /JIex/ YK-6.1 1 J13.2
JI3.3
0102233
24
Tema 2.3 OOHapyXeHHE U TIPEJOTBpAIEHNE [K-5.1 | JI1.1J12.1J13
BTOp>keHui /T1p/ YK-6.1 1 J13.2
JI3.3
012233
24
Tema 2.3 OOHapykeHHE U TIPEOTBpAIlEHUE TIK-5.1 | JI1.1J12.1J13
BTOp>KeHUM /Cp/ YK-6.1 1 J13.2




713.3
319233
D4

Tewma 2.4 MexceTteBoe dkpanupoBanue /JIex/

IIK-5.1
VK-6.1

JI1.1J12.1J13
A1 J13.2
J3.3
012233
24

Tema 2.4 MexceTeBoe dkpanupoBanue /I1p/

[K-5.1
VK-6.1

JI1.1J12.1J13
1J13.2
J3.3
019233
24

Tema 2.4 MexceTeBoe 3xkpanupoBanue /Cp/

IK-5.1
YK-6.1

JI1.1J12.1J13
1J13.2
JI3.3
0102233
24

Tewma 2.5 BupTryanbHble 3alUIICHHBIE CETH
VPN /JIex/

IK-5.1
YK-6.1

JI1.1J12.1J13
1 J13.2
J3.3
012233
24

Tema 2.5 BuptyanbHble 3allMIIIEHHBIE CETH
VPN /Tlp/

IK-5.1
VK-6.1

JI1.1J12.1J13
1J13.2
JI3.3
01092033
24

Tewma 2.5 BuptyanpHble 3alIUIIICHHBIE CETH
VPN /Cp/

IIK-5.1
YK-6.1

JI1.1J12.1J13
1J13.2
J3.3
0122 33
24

Pazpnes 3. Ynpasiienne nHGopManHOHHOMH
0€30I1aCHOCTBIO

Tema 3.1 Ynpasienue cpeactBaMu
obecrieueHust ”HPOPMAITHOHHOM
oe3omnacHocTH /Jlek/

IIK-5.1
YK-6.1

JI1.1J12.1J13
A1 J13.2
J3.3
212233
24

Tema 3.1 YnpaBnenue cpeacTsaMu
obecrieueHus HHPOPMAITHOHHOMH
6e3onacHoctu /TIp/

[K-5.1
VK-6.1

JI1.1J12.1J13
1J13.2
J3.3
019233
24

Tema 3.1 YnpaBnenue cpeacTsaMu
obecrieueHHst ”HPOPMATHOHHOM
oezomacHoctu /Cp/

16

IK-5.1
YK-6.1

JI1.1J12.1J13
A1J13.2
JI3.3
0102233
24

Tema 3.2 Crannaptsl HHPOPMAITHOHHON
6e3onacHocta /JIex/

IK-5.1
YK-6.1

JI1.1J12.1J13
1 J13.2
J3.3
019233
24




Tewma 3.2 CtangapTel HHGOPMAITHOHHOH 2 1 IIK-5.1 | JI1.1J12.1J13 0
6e3omacHoctH /I1p/ VK-6.1 1 J13.2
JI3.3
3132 53
24

Tema 3.2 CrangapTs! HHGOPMAaLIMOHHON 2 17 MK-5.1 | JI1.1J12.1J13 0
6e3omacHoctu /Cp/ YK-6.1 1 J13.2
J3.3
019233
24

/Konc/ 2 2 .13 0
A1J13.2
JI3.3
0109233
24

PA3JAEJI 3. OBPA3OBATEJIBHBIE TEXHOJIOTI'MHU

B mporiecce 0cBOCHUS AMCUMIUIMHBI HCIOJIB3YIOTCS CICAYIOIIME 00pa30BaTeIbHBIC TEXHOJIOTHUU: JICKIIUU
(JD), mpakrnueckue 3amstus (IIP), camoctostenpHas pabora cryneHToB (CP) 1O BBEINONHEHWIO Pa3NUYHBIX BHIIOB
3a/laHUH.
1. B mporecce ocBOGHUS! AMCHUIIMHBI MCIONB3YIOTCS CIEAYIOIIME MHTEPAaKTHBHBIE 00pa30BaTeIbHBIC TEXHOJIOTHH:
JlexoHHBIA MaTepuall IMpejacTaBieH B BUAe ciaia-nipeseHTanmu B ¢opmare «Power Pointy. [lns HarmsmHocTH
WCTIONB3YIOTCA MaTephaibl pa3IUYHBIX CIPAaBOYHBIX MaTepHalioB, HAydHBIX cTatedl T1.J. B Xome mexuuu
npeqycMOTpeHa oOpaTHas CBSI3b CO  CTYIEHTaMH, AaKTHBHU3UPYIOIIME BOMPOCH, MPOCMOTP U  OOCYXIEHHE
BugcodunbmoB. llpu mnpoBeaeHHHM IIGKIUH MCIONB3YETCS MPOOIEMHO-OPUCHTUPOBAHHBIA MEKTUCIIMILTHHAPHBIN
TTOIXOJI, TIPEAIOJIAT AN TBOPUYECKIE BOIIPOCH! M CO3/TaHNE JUCKYCCHOHHBIX CUTYAIIHH.
2. Ilpu U310)KEHUH TEOPETHYECKOTO MaTepraia UCTIONb3YIOTCS TaKHe METOIbL:
— MOHOJIOTUYECKHIA;
— MOKa3aTeIbHBIN;
— INAJIOTUYCCKHUII;
— DBPUCTUYECKUIL;
— HCCIEIOBATEIbCKUM.
3. Hcnonb3yroTes ciaeayromue NpUHIUIbBL TUJAKTUKA BBICIIEH IIKOJbIL:
— MOCTIeJ0BAaTEIHHOCTh O0YUEHHUS;
— CUCTEMaTHYHOCTh OOY4CHHS,
— JIOCTYITHOCTh O0y4YEeHHUS;
— MPUHLIKI HAYYHOCTH;
— MPUHIIUIBI B3aUMOCBSI3U TEOPUH U MPAKTUKY;
— MIPUHIIUI HATJSITHOCTH | JIP.
B koHIIEe KaXkq0H JISKIINY TPETyCMOTPEHO BPEMsI ISl OTBETOB Ha MPOOJIEMHBIE BOITPOCH.
4. CamocrositenbHas paboTa TNpeqHAa3HAYEHA ISl BHEAyJUTOPHON pabOTBl CTYIEHTOB, CBSI3aHHOH C HW3y4YCHHEM
JIOTIOTHUTEIILHOW JIUTEPATyphl M0 JAWCIUIUIMHE, MOJATOTOBKOH K TEKYIIEMy W CEMECTPOBOMY KOHTPOIIO, a TaKKe
BBHITIOJIHEHWEM WHIUBUAYAIBHOTO 3aJaHUS 32 KOMIIBIOTEPOM C HCIIONB30BAHWEM HEOOXOIMMOTO IPOTrPaMMHOTO
obecnieyeHust, B hopme pedepara, Mpe3eHTAIUH.

PA3JIEJI 4. YHEBHO-METOANYECKOE U MATEPUAJIBHO-TEXHUYECKOE
OBECIIEYEHME JUCHUIIJIMHbI

4.1. Pekomengyemasi JuTeparypa

1. OcHoBHas InTEpaTypa

ABTODHI, 3arnaBue N3narenscTBO, roj
JI1.1 | Kossmunbix C.U. OO6ecmeueHne KOMIUIEKCHOH 3aIlUThl 00BEKTOB Mocksa : OHUTHU-JIAHA,
uHpOpMaTH3auK : yaeOHOe TTocoOue Al CTYJCHTOB 2020 .

BY30B, 00YJarOLIMXCs 10 HAPaBJICHHUIO
«udopmanronHas 6€301MacHOCTEY, KBaTU(DUKAITUS
«marucTpy - Teker : anexrponssid. - URL:
https://znanium.com/catalog/product/1359079 (543 c.)

2. lonoTHUTEIbHAS JJUTEPATYpa




ABTOpHI, 3arnaBue H3narenscTBo, rof

JI2.1 |Tamumos P.P. OCHOBBI pa3pabOTKH MPUKIAIHBIX TPOTPAMM IS OpenoOypr : OperOyprcxuit
3amuThl HHPOpMAINH : yaeOHoe mocodue - TekcT : roCyJJapCTBEHHBIN
anexTpoHHsbId. - URL: yHUBepcuTeT, 2023 T.

https://znanium.ru/catalog/product/2164224 (164 c.)

3. Metonnueckue pa3padoTku

ABTOpHI, 3arnasue N3parenscTBO, roj
JI3.1 |H.D. Tapycuna Koncmiekr nexiuit o yueOHON TUCIIATIINHE «3aruTa Honerk : ®I'OY BO
MHQOpMAIMK B KOPIOPATUBHBIX HHPOPMAIIHOHHBIX "IOHAYUI'C", 2024

cucrteMax» Ui odydatomuxcs | Kypca oOpa3oBaTenbHOM
IPOrpaMMbl MarucTpaTypbl HAIIPABJICHUS TIOATOTOBKH
09.04.03 TpuriagHas nHPopMaTHKA (TPOPHITH
"KopnoparuBHsle HH)OPMAaLMOHHBIE CUCTEMBI'") OUHON
thopmer 00yuenus (192 c.)

JI3.2 |H.D. Tapycuna MeTonuyeckue peKOMEHIAINH JISI TIPOBEICHUS Hounerk : ®I'BOY BO
MPAKTUYECKUX 3aHATUH 110 Y4eOHOU JUCIIUTLINHE "IOHAYUI'C", 2024
«3amuTa nHGOPMAITUH B KOPIIOPATUBHBIX
UHGOPMAIIMOHHBIX CUCTEMaxX» st 00yJaronuxcs 1
Kypca 00pa30BaTeIbHON MPOrpaMMbl MaruCTPaTyphl
HanpasieHus: noaroroBku 09.04.03 Ilpuknaanas
nnpopmaruka (mpoduis "KopropatusHbie
MH(QOPMAIIMOHHBIE CUCTEMBI") OYHOU (POpPMBI 00yUCHHS

21c)
JI3.3 |H. D. Tapycuna 3anuTa nHpOpMAaIK B KOPIIOPATHBHBIX Hounerk : ®I'OY BO
WH(POPMAIIMOHHBIX CUCTEMAX : METOAMYCCKHUC "IOHAYUI'C", 2024

PEKOMEH/IAINH 110 OPTaHU3AINN CAMOCTOSATEILHON
paboTeI s o0ygaromuxcs 1 Kypca oOpa3oBaTebHOM
IpOrpaMMbl MarucTPaTypbl HAMIPaBICHUS TTOATOTOBKH
09.04.03 Ilpuxiagaas uapopMaTHKa (TPOPHIH
"KopmopaTuBHbIe HHG)OPMAITMOHHBIE CHCTEMBI') OTHOM
(hopmbl 00yueHus (65 c.)

4.2. Ilepe4yeHnb pecypcoB
HH(OPMAIHOHHO-TEJIEKOMMYHHKAIINOHHOI ceTu "'UHTepHeT"

1 |Hayunas snexrponHas 6bnbnmnoreka «KubepJlennukay https://cyberleninka.ru/

52 | 9BC GHAHUYM» https://znanium.ru

33 |9bC JIAHDY https://e.lanbook.com

4 | 9BC «SOCHUM» https://sochum.ru

4.3. IlepeyeHb NPOrpaMMHOIro odecrnedeHust

JlunieH3MOHHOE W CBOOOJHO  pacmpocTpaHseMoe  MpOorpaMMHOE  oOecreyeHwe, B TOM  YHCIE
OTEYeCTBEHHOTO MMPOM3BOICTRA!
- Libre Office (nuuen3us Mozilla Public License v2.0.)
- 7-Zip (munen3us GNU Lesser General Public License)
- AIMP (munensus LGPL v.2.1)
- STDU Viewer (freeware for private non-commercial or educational use)
- GIMP (;muniensus GNU General Public License)
- Inkscape (ymmmensus GNU General Public License).

4.4. Ilpodeccuonanbubie 6a3bl JAHHBIX 1 HHGOPMAIIMOHHBIE CIIPABOYHbIE CUCTEMbI

He ucnons3yrorcs

4.5. MaTepuajibHO-TeXHHYeCKoe ofecreyeHne TUCUUILVINHBI

s nmpoBeneHust yueOHBIX 3aHATHH, IPETyCMOTPEHHBIX 00pa30BaTEIbHON MTPOrpaMMON, 3aKpeTICHbI
ayJIUTOPHUH COIJIACHO PACIMCAHUIO YUEOHbIX 3aHATHUIH:
pabouee MecTo mpernogaBartess, HOCaI0YHbIE MECTa M0 KOIMYECTBY 00yJaroIXcs, JO0CKa MEJIOBasi, TePCOHAIbHBIH
KOMIBIOTEP € IMLEH3UPOBAHHBIM [TPOTPaMMHBIM 0OecrieYeHnEM 0OLIeT0 Ha3HAYCHUSI, MyJIbTUMEIUHHBIA IPOEKTOP,
9KpaH, MHTEPAKTUBHAS [1aHEb.

PA3AEJL 5. POHA ONEHOYHBIX CPEJACTB




5.1. KoHTpoJibHbIE BONPOCHI M 3aaHUs

BOITPOCBI K 3K3AMEHY I10 PA3JIEJIAM (TEMAM) JUCHUITJIMHBI (MO YJIA)

1. Cdopmynupyiite monstie nHpopmanroHnoi 6ezonacHoctu UC.

2. OOBACHUTE MOHATHS IETOCTHOCTH, KOHPHUISHITMAITBHOCTH W JOCTYITHOCTH WH(OPMAITHH.

3. OO0bacHUTE MOHATHS HASHTU(UKAINHN, ayTEHTU(UKAINN U aBTOPHU3AINHI TToNIb30oBaTelsl. Kak oHu
B3aMMOCBSI3aHbI?

4. YKaxuTe OTIUYMS CAHKIIMOHMPOBAHHOTO JIOCTYTA OT HECAHKIIMOHUPOBAHHOTO JIOCTYIa K HH(pOpMAaInu.
5. ChopmynupyliTe onpeaeicHIe MOJTUTHKA 0e301TaCHOCTH.

6. ChopmynupyiiTe 0COOCHHOCTH U30MPATEIILHON U TTOTHOMOYHOMN MOJUTHKA 0€30MaCHOCTH.

7. OO0mbscHuTe OHATHE «yTrpo3a Ge3onacHocTd UC».

8. YxkaxxuTe OCHOBHBIE MTPHU3HAKN KIacCH(PHUKAITMN BO3MOXKHBIX yTrpo3 Oe3omacHoctr WC.

9. KaxoBbl ocHOBHBIE BUBI yrpo3 Oe3omacHocTa MC 110 11e1w 1 CTereHu BO3ACHCTBISA?

10. JlaiiTe KpaTKyt0 XapaKTepHCTUKY yrpo3 0e30MacHOCTH, 0003HAYAeMbIX TCPMUHAMH: «TPOSIHCKHI KOHBY,
11. «BUPYC», KYEPBH»?

12. [lepeuncaure u qaiiTe KpaTKyl0 XapaKTEpPUCTUKY OCHOBHBIX METO/OB pEaH3alfy yTrpo3
MHQOPMAIIMOHHON 0€30ITaCHOCTH.

13. OOBACHUTE CYTh KOMILIEKCHOTO TMOMIX0Aa K o0ecnedeHuto napopmaimonHoii 6e3onacuoctu MC.

14. OOBSACHUTE TIOHATHE TOJTUTHKA 0€30MTaCHOCTH OPTaHU3AIHN.

15. Kaxue pa3mensl 1oimkHa coepKaTh JOKyMEHTAIBHO O0(OpMIICHHAS MTOJIUTHKA 6€301MacHOCTH?

16. Kakue npoGnemsbl peraet BEpXHU ypOBEHb MOJUTUKH 0€300acHOCTH?

17. Kakue 3amaun perraet cpejHHiA YPOBEHb MOJUTHKA 0€30MacHOCTH?

18. KakoBbI 0COOCHHOCTH HIKHETO YPOBHSI TIOTUTHKH 0€30MacHOCTH?

19. ChopmynupyiiTe 0053aHHOCTH PYKOBOJIUTENICH MOAPA3ICICHUN, aIMUHUCTPATOPOB U TIOIB30BATEICH MPH
peanu3anuy MOJIUTUKH O0€30ITacHOCTH.

20. OnummTe CTPYKTYPY TOTUTHKA 0€30MaCHOCTH OPTaHU3aIliH.

21. Yro mpeacTaBisOT COO00H crieuaTu3upOBaHHbBIE TOJTUTUKA 0€30IacHOCTH?

22. [TpuBeauTE HECKOIBKO MPUMEPOB CHEUATM3UPOBAHHBIX MOIUTHK O0€30IMaCHOCTH C OMMCAHUEM UX
0COOCHHOCTEH.

23. UTo mpeACTaBISIIOT COOOH MPOIIeayphl O€30IMacHOCTH?

24. [TpuBeuTE HECKONBKO MPUMEPOB MPOIEeLyp 0€30MaCHOCTH C ONMCAHMNEM UX 0COOCHHOCTEH.

25. CdopmynupyiiTe OCHOBHBIE 3TAIBI Pa3paOOTKH MOJMTUKA O€30MACHOCTH OpPTraHU3aIlHH.

26. Uro Takoe kpurnrorpadus?

27. Jalite onpeeneHus ciue yomuX TOHATHH: KpUIITOrpaMMa, KPUITOAITOPUTM, KPUIITOCUCTEMA.

28. B ueM cocTouT KOpeHHOE pa3uine CUMMETPUYHBIX U aCHMMETPUYHBIX KDUITOCHCTEM?

29. Oxapakrepu3yiTe 4eThIpe OCHOBHBIX PEXKUMa pabOTHI OJIOYHOTO aJTOpPUTMA.

30. Pacckakute 0 criocodax KOMOMHUPOBAHUS OJIOYHBIX aJITOPUTMOB ISl TTOJyUEHUS aJITOPUTMOB C OoJiee
JUIMHHBIM KITI0YOM, CPaBHUTE UX MEXKIY COOOM.

31. KaxoBbl OCHOBHBIE XapaKTEPUCTUKN U PEXXUMBI pabOTHI OTEYECTBEHHOTO CTaHAapTa MH(PPOBAHUS TaHHBIX?
32. CdopMymupylTe KOHIIETITHIO KPUTITOCUCTEMBI C OTKPBITBIM KITFOYOM?

33. [aiite onpeneneHne oqHOHANpaBIeHHON QyHKUMH. [IpuBeanTe mpruMepbl OMHOHANIPABICHHBIX (DYHKINH.
34. KaxoBbl 0COOEHHOCTH OHOHAMPABICHHBIX QYHKINN C «TIOTAHBIM X010M»?

35. Ha geM ocHOBBIBaeTCSl HAACKHOCTH KpUNITOITOprUTMa IHdpoBanus RSA?

36. Onuumre IB€ OCHOBHBIC MPOIEAYPHI, OCYIICCTBIAEMbIC CUCTEMON 3JICKTPOHHON ITU(PPOBON MOITUCH TSI
MOATBEPKACHHS MOATUHHOCTH JIEKTPOHHOTO IOKYMEHTA.

37. Onumurre 0TeYeCTBEeHHBIN CTaHAAPT UG POBON MOAMUCH, YKAKUTE €ro MPEUMYIIECTBa 10 CPABHEHHIO C
anroputMoM udposoii moanucu DSA.

38. KakoBo Ha3HaueHHE X3MI-PYHKINH U KaKUM TPpeOOBaHUSIM JOJDKHA yIOBIETBOPATH KAUeCTBEHHAS XOIII-
hysxma?

39. Kaxum 06pa3zoM KoMOWHUPOBaHHBIN METO/ MIH(PPOBAHUSA ITO3BOJISET COYETATh JOCTOMHCTBA
ACHMMETPUYHBIX U CHUMMETPUYHBIX KpunTocucteM? ONUIINTE MPOTOKOJ peaTn3alui KOMOMHUPOBAHHOTO METOa
muQpoBaHUS.

40. Ormumute padory anroput™a Juddu - Xommmana. Ykakure JOCTOMHCTBA 3TOTO aJTOPUTMA.

41. KakoBo HazHaueHne MHQPACTPYKTYpbl OTKPBITHIX Kitouel PKI? Onumure GpyHKINOHUpOBaHUE
uHdpactpykrypst PKI.

42. Jaiite onpeeneHns MOHITHN: WACHTH(DHUKAINS, ayTEHTHU(PUKALINS, aBTOPU3AIHS, aIMUHICTPHUPOBAHHE.
YTo MOHUMAIOT O] pemIeHneM 3a1ad AAA?

43. Kakue 3amaun pemaer nojacucreMa ynpasieHus uaeHtudukanuei u gocrymom IAM (Identity and Access
Management)?

44. Ha xaxve xaTeropumt MOXKHO pa3ieluTh MPOLECCH ayTeHTU(UKAIIMA B 3aBUCUMOCTH OT CYIITHOCTEH,




MIPEIBABISEMBIX ITOJIB30BATEIIEM JIJIS TIOATBEPKICHIS CBOCH IMOITMHHOCTH?

45. [MepeuncnuTe OCHOBHBIEC aTaKu HA MPOTOKOJBI ayTeHTH(UKAIIHH.

46. Onuimmre MeTo ayTeHTU(HUKALMHA Ha OCHOBE MHOTOPa30BbIX NapoJsei. KakoBbl HeJOCTaTKH 3TOro MeToaa?
47. Onummre MeTo ayTeHTU(HUKALIMY Ha OCHOBE OJHOPA30BBIX IMapoieil. KakoBel ero JocToMHCTBA U
HEJ0CTaTKU?

48. Copmynupyiite mpuHIm cTporoit ayreHTuGuKanuu. ONUIINTE THITBI TPOLETYP CTPOTOH
ayTeHTH(UKALUH.

49. O6mpsacaute HazHaueHue PIN-koga 1 0coO€HHOCTH €ro HCIOIb30BaHMUS.

50. OO0®wsicauTe PUHIUN paboThl AByX(akTopHOl ayTeHTHHKaMK. Kakiue BHEIIHIE HOCUTETH HHPOPMAIHN

HCTIONB3YIOTCS IS ABYX(AKTOPHOW ayTeHTHU(PHUKALINU TOIb30BaTeneii? KakoBbl JOCTOMHCTBA 3TOr0 METO/1a
ayTeHTU(PUKAITIH?

51. Onwummre GyHKIMOHAILHOCTh U XapaKTepUCTUKH cMapT-kapT U USB-TokeHOB.

52. Onuimre MeToIbl OMOMETPUYECKON ayTeHTH(UKaKU nonb3oBaress. UTo o3Ha4atoT KodQPuIueHT
OIMOOYHBIX OTKa30B U KOA(PPHUIMEHT OMMOOYHBIX MTOATBEPKICSHUN?

53. [osicHnTe TPUHIUT yIpaBIeHHs TOCTYTIOM TI0 CXeMe OJJHOKPAaTHOTO BXoja C aBTopu3amueit Single Sign-
On.

54. VYkaxure 0cOOEHHOCTH MOCTPOCHUS U (YHKIIMOHUPOBAHHUS CHCTEMBI PACTIPEAEICHHOTO 3JIEKTPOHHOTO
JIOKYMEHTO000pOTA.

55. HazoBuTte yrpo3sl nHpopmanmoHHoi 6e3omacHoctu it COJl u oxapakrepusyldTe UCTOYHUKA 3THX YIPO3.
56. Kakue QpyHKIMU JOMKHBI OBITH peann30BaHbl CPeJICTBAMU 3alIUTHl nHpopMarun COJ?

57. CdopmynupyiiTe 0OCHOBOMOIATAIONINE TTPUHITUITEI TOCTpoeHust coBpeMeHHbIX KN C.

58. Oxapaxrepusyiite dyeTsipe ypoBHs yrpasienus KUC.

59. VYkaxure He0OXOIUMBIE YCIOBUS 00ecTIieYeHU CAHKIMOHUPOBAHHOTO I0CTYMa K HH()OpMAIIMOHHBIM
pecypcam mpeIupusiTHs.

60. Kaxwe BaxkabIie crucTeMHBIC GYHKIMA MOKeT BBITTONHATE KVIC mpy peanm3anuu B Hel MpUHITATIA
HEHTPAIU30BaHHOTO YIIPaBIeHUs?

61. OOBsicHUTE 3HAYCHNE YIPABICHUS PUCKAMH NPEANPHUITUS VI CO3AaHUsS CUCTeMBI 3()()EKTUBHON 3aLIUTHI
nHGOPMAIK Ha 3TOM IIPEIIPUSITHH.

62. Kakue TpeboBaHust HEOOXOAUMO YUUTHIBATh PH pa3zpadboTke apxutekrypsl KC3U?

63. [lepeuncnute MepsI U CPeACTBA 3ALIUTHI, TPUMEHIEMbIE IIPH MTOCTPOCHUN KOMITJIEKCHOW CHCTEMBI 3aIUThI
nHpopmarn KHC.

64. YKaxuTe OCHOBHBIE MTOICHCTEMBI HH(OPMAITMOHHON 6€30macHOCTH, BXosamue B coctaB KC3H.

65. Onwuimmte 0COOCHHOCTH MOACUCTEMBI 3aIIUTH HHPOPMAIMK OT HECAHKIIMOHUPOBAHHOIO JIOCTYTIA.

66. Onuumre Ha3HAYEHUE U OCOOCHHOCTH MOACUCTEMbI KOHTPOJIS 3P PEKTUBHOCTH 3aLUTHl HH)OPMALIUH.
67. Onumnre Ha3HaYEHUE U 0COOEHHOCTHU IOACUCTEMbI MOHUTOPUHTA U yrpasieHus: nHiuaeHTamu Ub.

68. Onumyte Ha3HAYCHUE U 0COOEHHOCTH TIOACUCTEMBI 00eCTICUeHUS HEPEPHIBHOCTH (DYHKIIMOHUPOBAHHS
CPEJZICTB 3allUTHI.

69. Uro Takoe BpemoHOocHas nporpamma’? Oxapakrepu3yinTe OCHOBHBIE THIIBI BPEJIOHOCHBIX MPOTPaMM.

70. YKaXnuTe CyIeCTBEHHBIE OTIIMYHUS KOMIIBIOTEPHBIX BHPYCOB OT CETEBBIX «UepBeit». ONUIINTE OCHOBHBIE
0COOEHHOCTH «TPOSTHCKHX» POrPaMM.

71. Onuumre 1Ba OCHOBHBIX MOJX0/1a K OOHAPY)KEHUIO BPEJOHOCHBIX IPOrPaMM.

72. Kax BemomHsieTcs cuTHATYpHBIA aHann3? KakoBEI €To TOCTOMHCTBA U HEIOCTATKH?

73. Yro mpencTaBisOT cCOO0M MPOAKTUBHBIE METOABI OOHAPYKEHHS?

74. Onuimre NpUHUXN I€HCTBHS, JOCTOMHCTBA M HEJJOCTATKH 3BPUCTHUECKUX aHAJIU3aTOPOB.

75. Onuumre NpUHUMT I€HCTBHSA, JOCTOMHCTBA ¥ HEJJOCTATKH ITOBEIEHYECKUX OJIOKMPATOPOB.

76. HazoBute 1 onuimre qOMOTHUTENIBHBIE MOLYIH AHTUBUPYCHBIX CPEJICTB.

77. KakoBbI 1OMOMTHUTEIBHBIE MEPHI U CPEACTBA 3aLIUTHI OT BPEIOHOCHBIX ITPOTPaMM, PaCILIUPSIOIINE
BO3MOKHOCTH aHTUBUPYCHBIX IIPOrpaMm?

78. OnumuTe Mephl U CPEICTBA 3AIIUTHI OT cllamMa (HeXKenaTeIbHON KOPPECTIOHICHIINH ).

79. KakoBbl 0COOCHHOCTH peanu3aliy NOACUCTEMBI 3alIUTHl KOPIIOpaTUBHOW MH(OpMaKU OT BPEJOHOCHBIX
porpamM U BUPYCOB?

80. ChopMymupyliTe MOHATHS: 0OHAPYKCHHIE BTOPKCHHH U IMPEIOTBPAIIICHIE BTOPKCHUH.

81. VYkaxuTe yeTsIpe MmpusHaka cucteMsl IPS, otnnyaromue ee ot cucrems! IDS.

82. Haiite onpenenenus nmonstuii: cereBas cucrema NIPS (network-based IPS) u xocroBas cucrema HIPS
(host- based IPS).

83. ChopmynupyiiTe Ha3HaAUECHUE ¥ OCOOCHHOCTH MPUMEHEHHS CIICIIHATU3UPOBAHHBIX CPECTB - CKAHEPOB
ysa3BuMocTH (vulnerability assessment).

84. Kaxue Metonb! aHanm3a coOBITHI MCTIONB3YIOTCS B IMPOIIECCE BBISBICHUS BTOPIKEHUI?

85. B dem cyTh MeTOna 00HAPYKEHUS aHOMAIHHOTO TIOBEICHIS?

86. B yem cyTh MeTOa OOHApPY)KEHUS 3710YNOTPEOICHNI?




87. OrnumuTe GYyHKIHOHATBHOCTE CPEICTB MPEIOTBPAIICHUS BTOPKEHUH CHCTEMHOTO (XOCTOBOTO) YPOBHSI
88. HIPS (Host-based IPS).

89. Onummre GyHKIMOHAIBHOCTH CPENICTB MPEAOTBPAIeHUs! BTOp>KeHUH ceTeBoro ypoBHs NIPS (network-
based IPS).

90. ChopmynupyiiTe MOAXOI K 3alUTE OT PacHpeIeICHHBIX aTaK THIA «0TKa3 B o0CyxuBaHum» DDoS
(Distributed Denial of Service).

91. Kakumu cBoiicTBamMu 1 GYHKUMSMH AOJKHA 00J1afnaTh coBpeMenHast [PS mis ycnemHoro ooHapyskeHus 1
IIPEIOTBPALIECHNS BTOPKESHUH?

92. Onummre CTPYKTYpY U QYHKIIMOHUPOBAHKUE MOJCUCTEMBI MpeoTBpaiieHus BropxeHuii B KHC.

93. Uro Takoe BupTyanbHbie 3anumieHHbie cetd VPN (Virtual Private Network)?

94. ChopmynupyiiTe KOHIIETIHIO TOCTPOSHUS BUPTYaIbHBIX 3aIUIICHHbBIX ceTeit VPN.

95. OOBACHUTE MOHATHS «BUPTYAIbHBINA 3alUIIEHHBIA TYHHEIb, «TYHHEIHUPOBAHUE» U «HMHKATICYJIISIIHSD.
96. Jatite pa3sBepHyThle onpeaeneHus Takux ycrpocts VPN, kak VPN-kinent, VPN-cepsep u VPN-nuiro3
Oe3ormacHOCTH.

97. [TosicHnTe 0COOEHHOCTH CTPYKTYPHI U (PYHKIIOHUPOBAHHS IBYX OCHOBHBIX CXEM BUPTYaJbHBIX
3aLUIIEHHBIX KaHAJIOB.

98. KakoBbl ()yHKUMM MHULIMATOPA TYHHEJS ¥ TEPMUHATOpA TyHHEs?

99. Kaxwe MeTomp! HCTIOIB3YIOT Tl oOecnieueHns O6e3omacHocT ceteid VPN?

100. Onwumure xiaccupukanuio cereid VPN mo pabouemy ypoBHIO MOJIEITH B3aUMOACHCTBUSI OTKPBITBIX CHCTEM
101. OSI (Open Systems Interconnection).

102. KaxoBbl 0OCHOBHBIE BapHaHThl apXUTEKTYphl ceTeid VPN? JlaliTe mosicHEHUE AJIs KaXKI0T0 U3 TPeX
OCHOBHBIX BApHAHTOB.

103. VYKaxuTe OCHOBHBIE BUJIBI TEXHUUECKOW peann3auuu VPN u naiite nosiCHEHUs 1S KaXA0ro U3 HUX.

104. Kaxue poccuiickue komnanuu BeimyckatoT VPN-IpoAyKTel B HacTosiiiee Bpemsi?

105. OrnummTe BO3MOXKHOCTH M OCHOBHBIC XapakTepucTuku cemeiictBa VPN-npoxykroB CSP VPN 3.0
poccuiickoit kommnanuu «C-Teppa Cudclluy.

106. HazoBuTe 3agauu cucteMsl ynpasiieHUs HHPopMauoHHo# Oe3omacHocThio KHC.

107. Kax ocymiecTBisieTcst yripaBieHHE YISTHBIME 3aIACSIMH M TIPaBaMH JIOCTYIIA K paO0OYUM CTaHITHSIM,
cepBepaM U JIPYTUM aKTUBHBIM ycTpoiictBam KMC?

108. B yem cyTh KoHUEenK rinodansHoOro yrpasieHus 6e3omacHocTbio GSM (Global Security Management)?
1009. OOBsCHUTE IOHATHUS «ITI00aIbHAS U JIOKAJIbHASI IONUTHKU 0€3011aCHOCTI.

110. Onumure GyHKIIMOHUPOBAHUE CUCTEMBI YIIpaBieHUs HHPOpPMaMOHHOM 6e30nmacHOCThi0 GSM.

111. Kak ocymiecTBisieTcs 3a1iTa pecypcoB B CHCTEMe yIpaBieHus HHpopManroHHol 6e3onacHocTbio GSM?
112. Kak ocymiecTBisieTcs ynpaBieHUe cpeIcTBaMU HHYOPMaMOHHON 0e30MacHOCTH MaciiTaba npeanpHusIThs
B cucteme GSM?

113. Onuimmre HeHTPATHU30BAaHHOE yIIpaBlieHHEe 0€30MacHOCThIO, PEali30BaHHOE B MIPOIYKTax 3acTaBa.

114. Onuimmre BO3MOXHOCTH cucTeMbl yrpasieHus Cisco Security Manager n mporpaMMHO-anmnapaTHOro
komIutekca yrpasienus Cisco MARS.

115. Kakune ¢pynxuun peanusytot npoaykrsl IBM Tivoli aiist obecriedenns nHGOPMAHOHHOW 0€30MacHOCTH
KHUC?

116. Hazosurte ocHoBHBIE TpoaykThl IBM Tivoli n omummTe uX BO3MOXKHOCTH.

117. Kaxue 3amaun pemraer cucrema ynpasieHus 0esonacuocteio IBM Proventia Management SiteProtector?
118. ChopmynupyiiTe TIaBHYIO 33/1a4y CTaHIAPTOB MHPOPMAIIMOHHON 0€30MaCHOCTH C MTO3UIIUN

MIPOU3BOJIUTENEH U moTpeduTeseil MpoyKToB NHGOPMAIIMOHHBIX TEXHOJIOTHH, a TAKKe CIEIHATUCTOB IO
cepTu(HUKAITUHN STHUX TIPOTYKTOB.

119. HazoBuTe OCHOBHBIC MEKIIyHAPOIHBIE CTaHAAPTHI HHPOPMAIIOHHONW 0€30MaCHOCTH.

120. JaiiTe KpaTKyl0 XapakTepUCTHKY MexayHapoaHoro crannapra ISO/IEC 17799:2000 (BS 7799-1:2000).
121. KaxoBbl 0CHOBHBIE 0OCOOEHHOCTH repmanckoro crangapra BSI «PykoBoacTBo mo 3amute
WH(QOPMAIIMOHHBIX TEXHOJIOTHH JJ1s1 6230BOT0 YPOBHS 3aIIUIIICHHOCTH?

122. Onummre copepkaHue U YKaXUTe 3HaUeHHEe MexkayHaponHoro ctanaapta [SO 15408 «O6mue kputepun
Oe3onacHOCTH HH(POPMALIMOHHBIX TEXHOIOTHH.

123. [Tepeuncnute cCTaHAAPTHI I OECIPOBOMHBIX CETEH 1 JalTe MX KPATKYIO XapaKTePUCTHUKY.

124. HazoBute cranmaptsl nHpopmannonHoi 6e3onacnocty st UaTepHeTa.

125. KakoBbl Ha3HaueHue u ocodeHHocTu ¢pyHkunonuposanus nporokona SET (Security Electronics
Transaction)?

126. KakoBbl Ha3HaueHUe U QYHKIMOHATIBHOCTH MPoTokojioB SSL (Secure Socket Layer) u [PSec? B uem atu
IIPOTOKOJIBI CYLIECTBEHHO Pa3INyatoTcs?

127. KaxoBpl Ha3HaueHNe 1 QYHKIMOHAIHLHOCTh HHPPACTPYKTYPHI YIIPABICHUS OTKPHITHIMHU KiTfouaMu PKI?
128. [Tepeuncnure poccUiickie cTaHIAPTH O€30IMACHOCTH WH()OPMAIIMOHHBIX TEXHOJIOTHH.

129. KakoBo naznauenue cranaapra [OCT P UCO/M3K 15408? HazoBute n oxapakrepusyiTe TpU OCHOBHBIE




YacCTH 3TOro CraHjaapTa.

TUITOBBIE TECTOBBIE 3AJAHMA

JUIA TEKYILETI'O KOHTPOJIA

3AJAHU S 3AKPBITOI'O TUITA

Paznen 1. [Ipobaembl Ge30mMacHOCTH KOPHIOPAaTUBHOM HHPOpManuu. TeXHOIOIUHU 3alUTHl KOPIIOPATUBHBIX JAHHBIX

BBIBEPUTE OJIMH BEPHBIM OTBET / BRIBEPUTE HECKOJIBKO BEPHBIX OTBETOB*

3anmanue 1. 3ammra HHPOPMAIIHUH - 3TO

A. JeSITeIbHOCTD T10 BO3BPATy MOXUILEHHOH paHee MH(pOpManuu 1 BOCCTAaHOBJICHUE €€ LIeJIOCTHOCTH.
B. JlesTenbHOCTD 10 XpaHeHHI0 HHPOPMAIIMK Ha OTKPBITOM HOCHTEIE

C. [Mpouecc nepeaayn nHGOPMALIUH IO OTKPBITHIM KaHaJaM CBSI3H

D. JeSTeILHOCTD 110 NPEA0TBPAILCHHUIO YTEUKU 3aIluInaeMoi HH(popManry, HeCAHKINOHUPOBAHHBIX

HEeTpeTHaMEPEHHBIX BO3ICHCTBUN Ha 3aIUIacMyto HHpopMaITiio

3amanne 2. OOBEKT 3alIUTEI - ITO

A. COOpY>KEHHUE, KOTOPOE JOJKHO HAXOJUTCS O] 3aIIUTOM.

B. WHQOPMAIHS WIH HOCUTENh HHPOPMAIUH, WK HHOOPMAIMOHHBIN TPOLIECC, B OTHOIIEHUH KOTOPBIX
HEo0X0aMMO 00ecrieunBaTh 3alIUTy B COOTBETCTBUH C IIOCTABICHHON IIEIBIO 3aIUThl HHPOPMAIIH.

C. Kaxoe-mibo noBepeHHOE U0 UMEIoIIee JOCTYI K BAKHON WH(OPMAIIHH.

D. YueTHas 3aIuch M0JIB30BATEIIS HA NIPEIPUITUH.

3amanue 3. AnmapaTHbIE CpeACTBa 3TO -
KOMIIBIOTEPBI U UX COCTABHBIE YaCTH.

00CTyKHBAIOIINIT IEPCOHAI U MOJIb30BATEIH.

CyOBEKT, B IOJTHOM 00beMe peau3yIONi TOJHOMOYHSI BIJACHUS,
TEXHUYECKOE, IPOrPaMMHOE CPEJICTBO, BELIECTBO M/UIIM MaTepHall,
npeIHa3HaYeHHBIC HITM UCTIONIb3yeMBbIe JUIS 3aIlUThl HH(pOopMaIHy.

moaw>

3aganue 4. mporpaMMHOE 00€CTIeUeHHE - 3TO

A. NpUOOpPETEHHBIE TPOrPaMMBbI, HCXOJIHBIE, OOBEKTHBIC, 3aTPY30YHbIC MOAYJIH ONEPAIUOHHBIE CUCTEMbI U
CHCTEMHBIE TIPOIPAMMBI

B. [lepconan o0CITyKUBAIOITNI KOMIIBIOTED

C. YeTpoicTBO TSI KOPPEKTHOM pabOThI KOMITHIOTEpa

D. MAaIllMHHbIC HOCUTENN WH(POPMAIH B BUE BHEIIHUX YCTPONUCTB KOMITBIOTEPHBIX CHCTEM

3aganue 5. JlaHHBIC - 3TO

A. 3TO CTATyC, MPEIOCTABICHHBIN U OMPeAeMIONINi TpeOyeMyTo CTEIEHb UX 3aIUTHI

B. XPaHUMBbIE BPEMEHHO ¥ MMOCTOSHHO, HA MATHUTHBIX HOCUTEJISAX, TICUATHBIC, ADXUBBI, CHCTEMHBIC KYPHAITBI
U T.JI.

C. MMOHMMAIOT aKTHBHBIE KOMIIOHEHTBI CUCTEMBI, KOTOPhIE MOTYT CTaTh MPUYMHON MOTOKa WH(POPMAIIUA OT
00BEKTa K CYOBEKTY WJIM U3MEHEHHUS COCTOSIHUS CUCTEMBI

D. JIOCTYIHOCTH U IEIOCTHOCTH HH()OPMAIMOHHBIX KOMITIOHEHTOB U PECYPCOB CHCTEMBI

3ananue 6. [IpuunHamMu cirydaiiHbIX Bo3zaeiicTBuid mpu akciuryaTauund UC moryT ObITh:

A. aBapHIfHbIC CUTYaIlUU M3-32 CTUXUIHBIX OCJICTBUN M OTKIIOYCHHA 3JICKTPOITUTAHHS,

B. OTKa3bl ¥ COOM ammaparypsl;

C. omuOKK B paboTe 00CTyKHUBAIOIIETO MIEPCOHAA U M0JIh30BaTE/ICH;

D. YIpO3bl C UCTIOIB30BAaHUEM CTAaHAAPTHOTO MyTH IocTyna K pecypcam UC, HanmpuMep HE3aKOHHOE

NOJTyYeHHUE Mapoiell U APYruX PEKBU3UTOB Pa3srpaHUUYCHHS JOCTYIIA C ITOCIEIyIoLIeil MaCKUPOBKOIl 1o
3apEeruCTPUPOBAHHOTO M10JIb30BATEN]

3a,Z[aHI/I€ 7. 'mnoTeTHYecKas MOZCIIb MOTCHIHUAJIBHOT'O HAPYIIUTCIIA

A. KBaTH(PHUKAIUS HApYIIUTENS MOXKET ObITh Ha yPOBHE pa3padOTUYHMKa JaHHOW CHCTEMBI;
B. HapylmuTel b BEIOEpeT Haubomee ci1adoe 3BEHO B 3aIHTE.

C. OIHOKA B IPOrPaMMHOM 00€CIICUEeHUH

D. MIOMEXH B JIMHUAX CBS3U U3-3a BO3ACHCTBUI BHEIIHEH Cpeabl

3aganue 8. J{ns 3amIMTBI OT BPEIOHOCHBIX MPOrpaMM HEOOXOAMMO MPUMEHEHHE Psiia Mep:




A. HCKITIOYNTHh HECAHKIIMOHUPOBAHHBIN JOCTYT K UCITONHIAEMBIM (haiiiiam;

B. CpeACTBa 3aIUTEL OT BPEIOHOCHBIX IIPOrpamMM

C. ¢dusnueckas 3ammrTa

D. CO3/1aTh 3aMKHYTYIO CpEIy UCIIOIHEHHS IPOrpamMM.

3aganue 9. K KoMIUIeKCy OpraHM3alliOHHBIX MEpP OTHOCSTCS CIIeAYIOIIIEe Mepbl 0€30MacHOCTH:
A. IUTAHUPOBAaHUE BOCCTAHOBUTEIBHBIX PA0OT.

B. yIIpaBJIEHUE TIEPCOHAIIOM;

C. MEXaHU3MBI HACHTU(OUKALMHT 1 ayTeHTH()UKAINY;

D. CpeaCTBa KpUNTOrpadHH.

3anmanue 10 @apMuHT - 3TO

A. Bun MomenHnuecTBa, CTaBAMIMN LEIbI0 MOJYUYUTh IEPCOHATBHBIE JaHHBIE MTOJIB30BATENEH.

B. JloOBbIBaHME KPUTITOBAIOTHI

C. SIBIIIETCSI OTHOCUTENIHO HOBBIM BHJIOM HWHTEPHET-MOIIEHHUYECTBA, IIeJIb KOTOPOTO TOIYYHTh
UICHTU(HUKAIIMOHHBIE JJAHHBIC TIOJIH30BATENCH.

D. MOXET CO3/[aBaTh yrpo3y AOCTYIHOCTH MH(popManuu, OJIOKUPYS TOYTOBBIE CEPBEPHI, TNOO HCIIOIB30BATHCS

JUTSL pACIPOCTPAHEHHS BPEIOHOCHOTO MMPOrPaMMHOT0 00eCIeUeHUSI.

*(OTBET — BCE OTBETHI BEPHBI — OBITh HE MOXET)

5.2. TeMbl NUCBMEHHBIX PadoOT

TEMbI PEOEPATOB, JIOKJIAAOB JIUIS ITPOBEPKW YPOBHS COOPMHUPOBAHHOCTU KOMIIETEHLIMN

OCHOBHBIE TOHATHS U aHAIA3 YTPO3 HH(POPMaITMOHHOW 0€30IMacHOCTH.
[omuTtnku 6€30macHOCTH.

Kpunrorpadpuueckas 3ammra nHGpopMauu.

Wnentuduxarus, ayTeHTUPUKALNSA U YIIPABICHUE JOCTYIIOM.

3ammTa MeKTPOHHOTO JOKyMEHTO000pOoTA.

[TpuHIKIIBI KOMITICKCHOH 3amuThl uHpopMmarmu KHC.

3ammra OT BpeJOHOCHBIX IPOrPaMM.

OO0HapyXeHHe U MPpeI0TBpaIleHIe BTOPKEHUH.

Me:xceTeBoe IKpaHUPOBAHHE.

Bupryanbasie 3amunieHusie cetn VPN,

YnpaeneHue cpepcTBaMu obecrieueHns nH(HOPMAIIMOHHON 0€301MacHOCTH.
CrangapTs! HHGOPMAIIMOHHON 0€301MacHOCTH.
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5.3. ®oHJ OLIEHOYHBIX CPEICTB

®DoH/T OIIEHOYHBIX MaTEPHUAJIOB MO JUCIHILINHE Mpe/cTaBieH B KoMIIIEKTe OleHOYHBIX MaTepHUaIoB
00pazoBaTeaLHON MporpamMMBbl HanpasiaeHus noarotoBku 09.04.03 Ilpukmagaas nabopMaTuka (MPoPuIh
«KopnoparuBHbie HHPOPMAIIHOHHBIE CUCTEMBI).

5.4. IlepeyeHb BU/I0OB OLIEHOYHBIX CPEACTB

WnnuBuayansHble 3aJaHHS

YCTHBIN onpoc 1o u3ydaeMoi TeMe (POBOJUTCS Ha MPAKTUYECKUX 3aHSITHSX)

KonTpons 3HaHwMif pa3nena yaeOHON AUCIUTUTHHEI (TUCHMEHHBIN OIPOC)

Pedepar (camocrositensHas paboTa)

Hoknmax ¢ mpe3eHTanued 3aYMTHIBAIOTCS HA MNPAKTHYECKUX 3aHATHAX O0BEeMOM He Ooinee 5-U  MHUHYT
(camocTosiTenbpHas paboTa)

TecroBble 3anaHus

Hayunas cocraBnstonias

PA3JIEJI 6. CPEJICTBA AJIATITALIAM ITPEIIOIABAHUS TUCLUIIIUHBI K
MOTPEBHOCTSIM JIUL] C OTPAHUMYEHHBIMHA BO3MOYKHOCTSIMU 3/10POBbSI

B cnyuae HeoOXxoauMocTH, 00ydalOMMMCS U3 YHCIA JIML C OTPAaHUYCHHBIMUA BO3MOYKHOCTSIMHU 3I0POBBS (IO
3asBJICHHI0 OOY4YalOIIEerocsi) MOTYT HpeiaraTbCs OOHM M3 CICAYIOIIMX BapUaHTOB BOCHPHUATUS HH(popManuu c
YY€TOM WX WHIANBUAYATBHBIX MCUXO(QU3NIECKUX OCOOEHHOCTEH:

1) c mpuMeHeHNEM NEKTPOHHOTO 00YyUEHHsSI U AUCTAHIUOHHBIX TEXHOJIOTUH.

2) ¢ IpUMEHEHNEM CHEIMaIbHOrO 000pPYAOBaHUS (TEXHUKH) U HMPOrPAaMMHOr0 00eCIeYEeHHUs, UMEIOIUXCS B




®I'BOY BO "IJOHAYUI'C".

B mnpomecce oOyueHHs NpH HEOOXOAMMOCTH JUIS JIMII C HAPYHICHUSIMH 3pCHHUs, ClIyXa M OIOPHO-
JIBUTATEIILHOTO ariapara MpeIoCTaBIsIOTCS CISAYIONINE YCIOBUS:

- JUTSL U] C HapyHICHUSAMH 3pEeHUs: y4eOHO-METOIUYEeCKne MaTepuaibl B IMeYaTHOH (opMe YBEITMYECHHBIM
mpupToM; B (popMe OSJICKTPOHHOrO JOKyMeHTa, B ¢opme aymuodaiiaa (mepeBoj y4eOHBIX MaTEpHAIOB B
ayaunodopMaT); MHIAUBHIYAIbHBIC 3a1aHUS U KOHCYJIbTALUH.

- IS JIAI ¢ HApYmIEHWSMHU ClyXa: ydeOHO-MeTOAMYEeCKHe Marepuanbl B medaTHod ¢opme; B (opme
JJIEKTPOHHOTO JTOKYyMEHTa; BHIEOMATepHAIBl C CyOTHTpaMH; HHIWBUAyaJbHbIE KOHCYIBTAIlMM C TPHUBICUYECHUEM
CypaonepeBoAYrKa; MHAUBUAYAJIbHBIC 3aJaHUA U KOHCYJIbTAllUU.

- Ui JUIl C HapyUICHHSMH OIOPHO-IIBUTATENLHOTO anmapaTra: ydeOHO-METOAMYECKHEe MaTepuanbl B
neyaTHoi Qopme; B (opMe SIEeKTpOHHOTO JOKyMeHTa; B ¢opme aymuodaiina, WHAWBHIyadbHBIE 3aJaHUsl U
KOHCYJIbTalluH.

PA3JIEJ 7. METOJUYECKHUE YKA3AHUSI 151 OBYYAIOLIUXCSI 10 YCBOEHUIO
JUCLUILINHBI

AynuTOpHBIC 3aHATHS 110 TUCITUIUIHHE "3ammuTa HHOOPMAINH B KOPIIOPATUBHBIX HHPOPMAITHOHHBIX cHCTeMax"
MIPOBOJIATCS B POPME JICKIIMOHHBIX U MIPAKTUYCCKUX 3aHSATUH.

Ha neknnoHHBIX 3aHATHSIX, COTTIACHO Y4eOHOMY IUIaHy AUCIUIUIMHBI, 00yYaroIIUMCs TIPe IaracTcsl pacCMOTPETh
OCHOBHBIE TeMBI Kypca. CTyIeHTy peajiaraeTcsl y4acTBOBaTh B JUAJIOTE C MPETMoaBaTesieM, B X0/ie KOTOPOTO MOTYT
00CYXIIaTHCSI MOMEHTBI, aKTyaJIbHBIE JIJIS1 €r0 OYIyIIel MPaKTHIECKOM NesITeIFHOCTH; OH MOXKET BBICKA3aTh CBOE
MHEHHE TI0CJI€ COTIOCTABJICHUS PAa3HBIX (DAKTOB U pa3HOOOPa3HBIX TOUCK 3PCHUS HA HHX.

K guciry BaykHeHIIMX yMEHUA, SBISIOMIMXCS HEOTHEMIIEMOM YacThIO YCIIEITHOTO Y4eOHOTO MPOIecca, OTHOCHTCS
YMCHUE pa6OTaTI) C pas3siIMYHBIMU JIUTECPATYPHBIMHU HCTOYHUKAMU, COACPIKAHNE KOTOPHIX TaK UJIM MHAYC CBA3aHO C
U3y4aeMOU JUCLUIUIMHOM.

[ToxroroBky K J1r000i TeMe Kypca peKOMEHAYETCS HAYMHATD C U3y4YeHUS MPE3SHTAIIMOHHBIX MaTEPUAIOB MK
y4eOHOU TUTEPaTyphl, B KOTOPBIX TAETCS CHCTEMaTH3NPOBAaHHOE M3NIOKEHNE MaTepraia, pPa3bsICHAETCS CMBICI
Pa3HBIX TEPMHUHOB U COO0IIaeTCsS 00 M3MEHEHHSX B MOJX0/IaX K U3yYCHHIO TEX WIIM HHBIX MPOOJIEM JaHHOTO Kypca.
MeToudeckne yKa3aHUs 110 OpraHU3allyd CaMOCTOSATEILHON paOoThI

CamocTosTenpHas paboTa 1Mo IUCIUILINHE OPTaHU30BaHA B CIIETYFOIINX BHIAX:

W3YYHTh TEOPETUYECKUIT MaTepHrall 1o 3aJJaHHOU TeMe;

BEIOpaTh METO/IbI PEIICHHS TIOCTABICHHOM 33/1a4H;

BEITIOTHATH WHAWBHyabHbIE 33 aHUS;

MPOaHATN3UPOBATh MOTYICHHBIE PE3YIbTaTHI;

OTYHUTATBHCSA MEpe MPernoiaBaTesIeM 0 TEOPETHUECKONW 1 MPAaKTHUeCKOH 4acTH MHAWBUIYaIbHON paOboTHI.
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