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PA3JIEJI 1. OPTAHU3AIIMOHHO-METOIUYECKHN

1.1. OEJA JUCIIAITJINHBI

Llenb ocBOEHUS] TUCHMIUIMHBI — ()OPMHPOBAHME KOMIIETEHLMI MarucTpoB B O0OJAaCTH ayIuTa COCTOSHHS
UHQOPMAIIMOHHOW 0€30ITaCHOCTH KOPIIOPATUBHBIX HH(POPMAITHOHHBIX CHCTEM.

1.2. YYEBHBIE 3AIAYU U CHUTIJINHbI

3anaun yueOHON AMCIUTUTHHEI:
- O3HAKOMHTCS C 3aKOHOJIATEIILHBIM YPOBHEM OOecTieueHNs NH(DOPMAITMOHHON 0€30TIacCHOCTH;
- M3YYUTh aJIMUHUCTPATUBHBIA YPOBEHb HH(GOPMAIIMOHHOHN 0€30MaCHOCTH;
- HAYYHThCS HCIIONIB30BATh NEPEIOBBIC METOblI OLICHKA KayeCTBa, HAJICKHOCTH M WH(POPMALMOHHOW OE30MaCHOCTH
NC B nponecce skcrryaranuu UC.

1.3. MECTO JUCUMILUIMHBI B CTPYKTYPE OCHOBHOHM OBPA3OBATEJBHOM
IPOI'PAMMBI
[ukr (pasnen) OITOII BO: |B1.B

1.3.1. Jucyunauna "3awuma ungopmayuu 6 KOpnopamusHvlx UHGOPMAYUOHHBIX cucmemax" onupaemcs
Ha creoyrowue anemenmol OIIOII BO:

MeTomonorus ¥ TEXHOJIOTUS IPOSKTUPOBAHMS MH()OPMAIIMOHHBIX CHCTEM

1.3.2. Jucyunnuna "3awuma ungopmayuu 6 xopnopamuHwvix uHpopmayuonHvlx cucmemax” evicmynaem
ONoOpoll 05 CLEOYIOUWUX INIEMEHMOB.

[MpenaumnioMHas mpakTHUKa

1.4. PE3YJIBTATBI OCBOEHUSA JUCIIMIIJINHBI:

VK-6.1: ®@opmynupyem ocHoGHble NPpUHYUNbLL NPOPECCUOHATLHO2O U JUYHOCMHO20 PA38UMUsL, CHOCOOb
COBEPUIEHCMBOBANUS CBOC O0EeAMENbHOCMU HA OCHO8E CAMOOYEHKU, MNIAHUpYem peuieHue 3a0ay CcoOCmEeHHO20

l’lpO¢€CCMOHCZJZbH020 u JUYHOCMHOZ2O pas3eumus,

ucnonvizyem cnocoobul ynpaeiernus ceoell  NO3HABAMENbHOU

0essmenbHOCmbIO U ee COBEPULEHCMBOBAHUA

3HaTE:
YpoBenb 1 | OCHOBHBIE IPUHIUIBI TPOPECCHOHANBHOTO M TMYHOCTHOTO Pa3BUTHUS
YpoBeHb 2 | crioco0Obl COBEPLICHCTBOBAHUS CBOCH AESTEILHOCTH Ha OCHOBE CAMOOLICHKI
YpoBens 3 | criocoObl yripaBiieHHs CBOCH IMO3HABATEIBLHON JACSITEILHOCTHIO
YMmeTs:
YpoBensb 1 |pemats 3a7a4u cOOCTBEHHOTO MPO(ECCHOHATIBLHOTO U IMYHOCTHOTO PAa3BUTHS
YpoBenb 2 |pemate 3a7add  COOCTBEHHOTO NPO(ECCHOHANBPHOIO W JIMYHOCTHOIO PAa3BUTHS, BKINOYAs 3a4adu
WM3MEHEHHUs KapbepHOH TPaeKTOpUU
YpoBensb 3 | paccTaBlIATh IPUOPUTETHI
Bnanets:
YpoBens 1 |cniocobamu yrpaBieHHs CBOEH MMO3HABATEIIEHON JeSTETBHOCTHIO
YpoBeHsb 2 | criocobamMy COBEPIICHCTBOBAHUS CBOCH JIESATEIILHOCTHIO HA OCHOBE CaMOOIICHKH
YpoBenb 3 | criocobamu yrpaBiIeHHs CBOSH MO3HABATEILHON EATENbHOCTBIO U €€ COBEPLICHCTBOBAHUS HA OCHOBE
CaMOOLICHKU ¥ IPUHIMIIOB 00pa30BaHusl B TCUEHUE BCEH KU3HU

1.4. PE3YJIBTATBI OCBOEHUSA JNCHMIIJINHbI:

1IK-5.1: Awnanuzupyem yepo3svl

uHpOpMayUOHHOU  6€30NACHOCIU  KOPNOPAMUGHBIX  UHDOPMAYUOHHBIX

cucmem, 6blOUpaem Memoovl U al2OPUMMbL 3AUWUMbl KOPHOPAMUGHOU UHGOpMayuu, yYyascmeyem 6 NpuMeHeHUU
KOMNJIEKCHO20 N00X00d K 0becneyenulo uH@opMayuoHHou 6e30nacHocmu KOpRopamueHsix cucmem

3HATb:

Yposens 1

OCHOBHBIE TIOHSTHUS 3aIIUTHI WH(GOPMAIMK W TOJUTHKA OE€30IMaCHOCTH, CTPYKTYPY CHCTEMBI 3allUThHI
nH(OpMAINH B KOPIIOPATUBHBIX HHPOPMAIIMOHHBIX CUCTEMAax

YpoBeHb 2 | METOZBI 3aIIMTHI KOPIIOPATUBHOM WH(OpMAITHH
YpoBenb 3 | MexXIyHapOJHBIE U OTEYECTBEHHBIC CTAHAAPTH HHPOPMAIIMOHHONW 0€30MacCHOCTH
YMeTs:
Yposenb 1 | aHanu3upoBath yrpo3bl HHGOPMALIMOHHON O€30IaCHOCTH KOPIIOPATUBHBIX HH(POPMALMOHHBIX CHCTEM

Yposens 2

BBIOMPATH METOJIBI M ANTOPUTMBI 3alUTHl KOPIIOpaTUBHON HH(OpMau




YpoBeHb 3 | yUUTBIBaTh MEXIYHAPOAHBIC M OTEYCCTBEHHBIC CTaHAAPTHI HMHGPOPMAIMOHHOW O€30MacHOCTH B
poheCCUOHANBHOM JIEeATEIbHOCTH

Bnanets:

YpoBenb 1 |HaBbikamMu aHamu3a yrpo3 HWHGOPMAIMOHHON O€30MacHOCTH KOPIOPATUBHBIX HMHGOPMAI[MOHHBIX
CHUCTEM

YpoBeHb 2 |METOOAaMM M AITOPUTMAaMH 3alUTHl KOPIIOPATUBHON HHYOpMALMN

YpoBeHnb 3 |HaBBIKAMH KOMIUIEKCHOTO IO/AX0Ja K oOecredeHnio MH(POpMaIMOHHOW 0e30mMacHOCTH KOPHOPAaTHBHBIX
CUCTEM

B pesynomame oceoenus oucyunaunwvt "'3awuma ungopmayuu é KOpnopamueHvixX UHQOPMAUUOHHBIX

3.1|3HaTh:

0a30Bble TOHATHS W MPUHOUNBI TONUTHKA OE30HacCHOCTH, 3aKOHOAATENbHBIA YpPOBEHb OOECIeUeHHs
nH(GOPMAIIMOHHOH 0€30IMacHOCTH.

3.2| Ymerh:

HCIIOJIb30BAaTh KOMILICKCHBIN moaxong K 00ecIIeueHUIO I/IH(i)OpMa]_[HOHHOfI 0e30IMacHOCTH KOpPIIOPAaTUBHBIX
CHUCTEM

3.3| Baagers:

METOJIaMHU M CPEJICTBAMH 3aIIUTHl OT BPEIOHOCHBIX MPOTpaMM, METOAAMH OOHAPYKEHHS M TPETOTBPAICHHUS
BTOPKCHHIA B KOPIIOPATUBHBIE NH()OPMAIIIOHHBIE CUCTEMBI; TIEPEIOBBIMHU

MeTOAaMH OIICHKM KadyecTBa, HAACKHOCTH © uHOopMmanwoHHOW Oe3omacHoctn MC B mporecce
skcruryataruu MC

1.5. ®OPMbI KOHTPOJIA

Texkymuii KOHTpPOJb YCIIEBAEMOCTH TIO3BOJISIET OIICHUTh YPOBEHb C(HOPMHPOBAHHOCTH 3JIEMEHTOB
KOMIETCHUUH (3HaHWH, YMEHMH M TPUOOPETEHHBIX HABBIKOB), KOMIIETCHLIHUH C TMOCIEAYIOIUM O0O0beINHEHHEM
OLIEHOK M MpPOBOAWUTCS B (opMe: YCTHOIO ONpoca Ha JIEKUMOHHBIX M CEMUHAPCKUX/TIPAKTHYECKHX 3aHITUAX
(ppoHTaNBHBIN, MHAMBUIYAILHBINA, KOMIUICKCHBIH), MHUCBMEHHON NPOBEPKU (TECTOBBIC 3aJlaHHs, KOHTPOJIb 3HAHWH
1O paselly, CHTYyallMOHHBIX 33JaHUi M T.N.), OUEHKA aKTHBHOCTH Pa0OTHl OOYdaIOMIerocsi Ha 3aHSITHUH, BKIIOYAs
3a7aHusl U CAMOCTOSITEIbHOM PabOTHI.

Hpome.ucymormaﬂ ammecmayus

Pe3ynbTaThl TEKyNIero KOHTPOJIS W MPOMEKYTOYHOW AaTTecTalud (QOPMHUPYIOT PEHTHHTOBYIO OIICHKY
paboTel cryneHTa. PacnpeneieHue OamioB npu  (HOPMUPOBAHHMM PEHTHHIOBOW OLIGHKA pabOThl  CTyJACHTA
OCYILECTBISICTCS B COOTBETCTBUM C JICHCTBYIOIIUM JIOKAJIbHBIM HOPMATHBHBIM  aKTOM. I[lo pmucrurunHe
"3amura WHPOPMAIMM B KOPIIOPATUBHBIX HH(MOPMALNMOHHBIX cHcTeMax" BHAOM TMPOMEXKYTOUHOH AaTTeCTAI[HH
ABIAETCA OK3aMeH

PA3JAEJI 2. COAEPKAHUE JUCIIUITJIMHBI

2.1. TPYJOEMKOCTb OCBOEHUSA IUCHUITIIMHBI

OOmass TpymAoéMKOCTh MUCHMIUIMHBI  "3ammra WHQOpPMAIlMM B KOPHOPATHBHBIX HH()OPMAIIMOHHBIX
cucTeMax' cocTaBiisIeT S 3a4ué€THbIe equHMIbI, 180 yacos.

KonuyecTBo 4acoB, BBIACISICMBIX Ha KOHTAKTHYIO pabOTy C MpENojaBaTeieM U CaMOCTOSTEIBHYIO padoTy
00yJaromerocs, orpeaesaeTcss y4eOHbIM IIJIaHOM.

2.2. COAEPKAHHUE PA3JIEJIOB JUCIHUIIJINHDBI

HaumeHnoBaHue pa3/iesioB U TeM /BU/1 3aHATHS/ Cemectp | YUacoB | Komneren- | Jluteparypa | Uurte | [lpumeuanue
/ Kype 107071 PaKT.

Pa3znea 1. Ilpodaembl 6e30nacHOCTH
KoprnopaTuBHoii nungopmanuu. TexHonoruu
3aIIUTHI KOPMOPATHBHBIX TAHHBIX

Tema 1.1. OcHOBHBIE TOHSATHS U aHAITU3 2 2 TIK-5.1 | JI1.1J12.1J13 0
yrpo3 /Jlex/ VYK-6.1 1J13.2
JI3.3
D152 33
24
Tema 1.1. OCHOBHBIE ITOHATHS M aHATIN3 2 1 TIK-5.1 | JI1.1J12.1J13 0

yrpos /Tp/ YK-6.1 A J13.2




JI3.3
0102033
24

Tema 1.1. OcHOBHBIE TIOHATHS U aHAITN3
yrpo3 /Cp/

IIK-5.1
VK-6.1

JI1.1J12.1J13
A1 J13.2
J3.3
012233
24

Tema 1.2. [Tonutrka nHGOPMATMOHHOM
6e3onacHocTH /Jlex/

[K-5.1
VK-6.1

JI1.1J12.1J13
1J13.2
J3.3
019233
24

Tema 1.2. TTonmutrka nHPOPMAITHOHHOMI
6e3onacuoctu /Ip/

IK-5.1
YK-6.1

JI1.1J12.1J13
1J13.2
JI3.3
0102233
24

Tewma 1.2. [TonmuTika nHGOPMAITHOHHOMH
6e3omacHoctu /Cp/

IK-5.1
YK-6.1

JI1.1J12.1J13
1 J13.2
J3.3
012233
24

Tema 1.3. Kpunrorpaduueckas 3ammra
nHpopmanmu /JIex/

IK-5.1
VK-6.1

JI1.1J12.1J13
1J13.2
JI3.3
01092033
24

Tewma 1.3. Kpunirorpaduaeckas 3anura
undopmarmu /I1p/

IIK-5.1
YK-6.1

JI1.1J12.1J13
1J13.2
J3.3
0122 33
24

Tewma 1.3. Kpunrorpadudeckas 3ammra
unadopmarnwm /Cp/

IK-5.1
YK-6.1

JI1.1J12.1J13
1J13.2
J3.3
019233
24

Tema 1.4. Unentudukanus, ayreHTHGUKAINS U

ynpasieHue JocTynoM /Jlex/

IK-5.1
YK-6.1

JI1.1J12.1J13
1J13.2
JI3.3
0102033
24

Tewma 1.4. Unentndukanms, ayTeHTHDUKAITAST 1

ynpasineHue nqocrynom /IIp/

IIK-5.1
VK-6.1

JI1.1J12.1J13
A1 J13.2
J3.3
012233
24

Tema 1.4. Unentuduxanus, ayreHTUGUKALNS 1

ynpasieHue noctymnom /Cp/

[K-5.1
VK-6.1

JI1.1J12.1J13
1J13.2
J3.3
019233
24

Tema 1.5. 3amuTa 31€KTPOHHOTO
JIOKyMeHTO000poTa /Jlek/

IK-5.1
YK-6.1

JI1.1J12.1J13
1J13.2
JI3.3
0102233
24




Tewma 1.5. 3ammra 3IEKTPOHHOTO TIK-5.1 | JI1.1J12.1J13
JnokymeHToobopora /I1p/ YK-6.1 A J13.2
JI3.3
212233
24
Tewma 1.5. 3amura 31eKTPOHHOTO TIK-5.1 JI1.1J12.1J13
nIokymeHToobopoTta /Cp/ YK-6.1 1 J13.2
JI3.3
013233
24
Pﬁ3£[eJI 2. KomiuiekcHast 3alUTa KOPpnopaTuBHBIX
HHPOPMALMOHHBIX CHCTEM
Tewma 2.1. [IpUHIUIIBEI KOMIUIEKCHOM 3aIITUTHI TIK-5.1 JI1.1J12.1J13
undopmarmu KUC /Jlex/ VK-6.1 1J13.2
JI3.3
013233
24
Tewma 2.1. IIpUHITATIEI KOMIUTEKCHON 3aITUTHI IIK-5.1 | JI1.1J12.1J13
undopmarmu KHUC /Tp/ YK-6.1 1J13.2
JI3.3
212233
24
Tewma 2.1. [IpuHUIUITBI KOMIUIEKCHON 3aLTUTHI TIK-5.1 JI1.1J12.1J13
nadopmaruu KUC /Cp/ YK-6.1 1 J13.2
JI3.3
213233
24
Tewma 2.2 3ammuTa OT BpeJOHOCHBIX TIK-5.1 | JI1.1J12.1J13
nporpamm /Jlex/ YK-6.1 1J13.2
JI3.3
213233
24
Tema 2.2 3aimura OT BpeJOHOCHBIX TIK-5.1 | JI1.1J12.1J13
nporpamm /I1p/ YK-6.1 1 J13.2
JI3.3
212233
24
Tewma 2.2 3ammTa OT BpeJOHOCHBIX TIK-5.1 JI1.1J12.1J13
mporpamm /Cp/ YK-6.1 1J13.2
JI3.3
013233
24
Tewma 2.3 O6HapykeHUE U MTPEIOTBPAICHUE IIK-5.1 | JI1.1J12.1J13
BTOpKCHMM /JIeK/ YK-6.1 A J13.2
JI3.3
012233
24
Tema 2.3 OOHapykeHHE U TIPEOTBpAIlEHUE IIK-5.1 | JI1.1J12.1J13
Brop:xernii /I1p/ YVK-6.1 1 J13.2
JI3.3
213233
24
Tema 2.3 OOHapykeHUE U TIPEOTBPAILCHUE TIK-5.1 | JI1.1JI2.1JI3
BTOop kenuit /Cp/ YK-6.1 1 J13.2

JI3.3




01022 33
24

Tema 2.4 MexceTeBoe dkpanupoBanue /JIex/

[IK-5.1
YK-6.1

JI1.1J12.1J13
1J13.2
J3.3
019233
24

Tema 2.4 MexceTeBoe dkpanupoBanue /I1p/

IK-5.1
VK-6.1

JI1.1J12.1J13
1J13.2
JI3.3
01092033
24

Tewma 2.4 MexcereBoe 3kpanupoBanue /Cp/

IIK-5.1
YK-6.1

JI1.1J12.1J13
A1 J13.2
J3.3
212233
24

Tema 2.5 BuptyanbHble 3allIMIIEHHBIE CETH
VPN /Jlex/

[K-5.1
VK-6.1

JI1.1J12.1J13
1J13.2
J3.3
019233
24

Tewma 2.5 BuptyanbHbie 3alUIIICHHBIE CETH
VPN /IIp/

IK-5.1
YK-6.1

JI1.1J12.1J13
A1J13.2
JI3.3
010233
24

Tewma 2.5 BupryanbHble 3alUIICHHBIE CETH
VPN /Cp/

IK-5.1
YK-6.1

JI1.1J12.1J13
1 J13.2
J3.3
019233
24

Paznes 3. Ynpasiienne ungopManuoOHHOM
0e30I1aCHOCTBIO

Tema 3.1 Ynpasnenue cpeacTsaMu
obecrieueHus HHPOPMAITHOHHOMH
6e3onacHoctH /JIex/

[IK-5.1
VK-6.1

JI1.1J12.1J13
1J13.2
J3.3
019233
24

Tema 3.1 YnpaBnenue cpeacrsaMu
obecrieueHusI ”HPOPMATHOHHOM
6e3omacHoctu /I1p/

[K-5.1
YK-6.1

JI1.1J12.1J13
1J13.2
JI3.3
0102233
24

Tema 3.1 Ynpaienue cpeacTBaMu
obecrneyeHust UHHOPMAITMOHHON
oe3omacHoctu /Cp/

14

IIK-5.1
YK-6.1

JI1.1J12.1J13
1 J13.2
J3.3
012233
24

Tema 3.2 CrangapTs! HHGOPMALMOHHOMN
6e3onacHocTH /JIex/

[K-5.1
VK-6.1

JI1.1J12.1J13
1J13.2
J3.3
0109233
24

Tema 3.2 Crannaptsl HHPOPMALTMOHHON

[K-5.1

JI1.1J12.1J13




oe3omnacuoctu /I1p/ YK-6.1 1 J13.2
JI3.3
0122 33
24

Tema 3.2 CrangapTel HHOPMALTUOHHOM 2 12 MK-5.1 | JI1.1J12.1J13 0
oe3omacHoctu /Cp/ YK-6.1 1 J13.2
J3.3
31 322 33
24

/Konc/ 2 2 JI1.1J12.1J13 0
A1 J13.2
J3.3
012233
24

PA3IEJI 3. OBPA3OBATEJIBHBIE TEXHOJIOT' T

B mporecce ocBoeHHS AMCUMIUIMHBI HCITIONB3YIOTCS Cieaylolue o0pa3oBaTeIbHBIE TEXHOJOTHUHU: JEKIHUU
(JI), npakrnueckue 3anstusa (IIP), camocrtostenvHas pabora cryneHToB (CP) mo BBINONHEHUWIO Pa3lUYHBIX BHIOB
3aJaHUH.
1. B mpormecce ocBOGHHS MUCIHILIAHBI WCIOIB3YIOTCSA CIIEAYIONNE MHTEPAKTHBHBIE OOpa30BaTEIbHBIE TEXHOJIOTHH:
JlekunoHHBI MaTepual TpeCTaBIeH B BUAe ciaia-mpe3eHtanuu B Gopmare «Power Point». s HarmsmHOCTH
HCTIONB3YIOTCSI  MaTepualbl Pa3iMyHBIX CIPABOYHBIX MAaTEpPHANOB, HaydHbIX cTaTed T.0. B Xome nexuuu
MpeyCMOTpEeHa oOpaTHasi CBS3b CO CTY/ACHTaMH, AaKTUBU3UPYIOIIME BOMPOCH, TIPOCMOTP U OOCYXIEHHE
BugeopunbMoB. [lpn mpoBeneHMHM JEKUMH HMCHONB3YyeTCs NPOOIIEMHO-OPUEHTHPOBAHHBIN MEKIUCIUTLTHHAPHBIHA
MOJXO0/, IPENOIaratoIiii TBOPYECKHE BOIPOCH! U CO31aHUE AUCKYCCUOHHBIX CUTYalUH.
2. Ilpu U310XKEHUU TEOPETUYECKOTO MaTepraa UCIONb3YOTCS TAKUE METOBL:
— MOHOJIOTHYCCKHUH;
— MOKa3aTeIbHBIN;
— INAJTOTHYECKHUM;
— 3BPUCTHUYECKHUI;
— HCCIIEIOBATEIIbCKHUM.
3. Mcnonp3yroTcs CleyoMuUe IPUHIUIBI AUJAKTUKA BBICIIEH HIKOMIBI:
— MOCIIeJ0BATEIHHOCTh OOYUCHHS;
— CUCTEMaTHUYHOCTh OOY4EHHS;
— IOCTYIHOCTH OOyUYCHHUS;
— MPUHLUI HAYYHOCTH;
— MPUHLIXITEI B3aUMOCBSI3U TEOPUH U TPAKTHKY;
— MIPUHLKI HarJISITHOCTH U JIp.
B koHIIe KaXk01 JISKIINY TPETyCMOTPEHO BPEeMsI Isl OTBETOB Ha MPOOJIEMHBIE BOITPOCHI.
4. CamocTosTeNbHas paboTa TpeaHa3HaueHA I BHEAYAUTOPHOW pabOTHl CTYNCHTOB, CBSI3aHHOW C W3yYCHHEM
JIOTIOTHUTEJIbHOM JIUTepaTyphl MO AMCLUUIUIMHE, MOATOTOBKONM K TEKyIIEMYy M CEMECTPOBOMY KOHTPOJIO, a TaKKe
BBHIIIOJTHCHHEM WHAWBUAYAJIBHOTO 3aaHusl 32 KOMIBIOTEPOM C HCIOJNB30BAHUEM HEOOXOAWMOIrO MPOrpaMMHOIO
obecrieuenus, B popme pedepara, mpe3cHTAIHH.

PA3JIEJI 4. YHEBHO-METOANYECKOE U MATEPUAJIBHO-TEXHUYECKOE
OBECIIEYEHHUE JUCIIUAIIJIMHbI

4.1. PekoMenayemasi JuTepaTypa

1. OcHoBHas TUTEpaTypa

ABTOpHI, 3arnaBue H3narenscTBO, rof
JI1.1 [Ko3pmunbsx C.H. OOecneyeHre KOMILUIEKCHOM 3aIIUThl 00BEKTOB Mocksa : OHUTU-JJAHA,
uHpopMaTH3aIuK : yaeOHOe TTocoOue JIIsl CTYJICHTOB 2020 .

BY30B, 00YYaOLIMXCs 110 HAPaBJIECHUIO
«urdopmanmonHas 6€30MacHOCTHY, KBATU(UKAIIHS
«maructpy - Teker : anexrponssiid. - URL:
https://znanium.com/catalog/product/1359079 (543 c.)

2. lonoJiHUTeIbHAS JIMTEPATYpa

| ABTOpHI, | 3ariaBue | WsnmarenscTBO, TO




ABTOpHI, 3arnaBue H3narenscTBo, rof

JI2.1 |Tamumos P.P. OCHOBBI pa3pabOTKH MPUKIAIHBIX TPOTPAMM IS OpenoOypr : OperOyprcxuit
3amuThl HHPOpMAIUH : yaeOHoe mocodue - TekcT : roCcyJJapCTBEHHBIN
anexkTpoHHsbId. - URL: yHUBepcuTeT, 2023 T.

https://znanium.ru/catalog/product/2164224 (164 c.)

3. Metonnueckue pa3padoTku

ABTOpHI, 3arnasue N3parenscTBO, roj
JI3.1 |H.D. Tapycuna Koncmiekr nexiuit o yueOHON TUCIIATIINHE «3aruTa Honerk : ®I'OY BO
MHQOpMAIMK B KOPIOPATUBHBIX HHPOPMAITHOHHBIX "HOHAYUI'C", 2025

cucrteMax» Uit odydaromuxcs | Kypca oOpa3oBaTenbHOM
IPOrpaMMbl MarucTpaTypbl HAIIPaBICHUS IIOATOTOBKH
09.04.03 IpuriagHas nHGopMaTHKA (TPOPHITH
"KopnoparuBHbie HH)OPMAaLIMOHHBIE CUCTEMBI'") OUHON
thopmer 00yuenus (192 c.)

JI3.2 |H.D. Tapycuna MeTonuyeckue peKOMEHIAINH JISI TIPOBEICHUS Hounerk : ®I'BOY BO
MPAKTUYECKUX 3aHATUH 110 Y4eOHOU JUCIIUTLINHE "IHIOHAYHUI'C", 2025
«3amuTa HHGOPMAITUH B KOPIIOPATUBHBIX
UHGOPMAIIMOHHBIX CUCTEMax» st 00ydaronuxcs 1
Kypca 00pa30BaTeIbHON MPOrpaMMbl MaruCTPaTyphl
HanpasieHus: noaroroBku 09.04.03 Ilpuknaanas
unpopmaruka (mpodus "KopropatusHbie
MH(QOPMAIIMOHHBIE CUCTEMBI") OYHOU (OpPMBI 00yUECHHS

21c)
JI3.3 |H. D. Tapycuna 3anuTa nHpOpMAaIK B KOPIIOPATHBHBIX Hounerk : ®I'OY BO
WH(POPMAIIMOHHBIX CUCTEMAX : METOAMYCCKHUC "IOHAYUI'C", 2025

PEKOMEH/IAINH 110 OPTaHU3AINN CAMOCTOSATESILHON
paboTeI s o0ygaromuxcs 1 Kypca oOpa3oBaTebHOM
IpOrpaMMbl MarucTPaTypbl HAMIPaBICHUS TTOATOTOBKH
09.04.03 Ilpuxiagaas uapopMaTHKa (IPOPHIH
"KopmiopatuBHbIe HHG)OPMAITMOHHBIE CHCTEMBI') OUHOMH
(hopmbl 00yueHus (65 c.)

4.2. Ilepe4yeHnb pecypcoB
HH(OPMAIHOHHO-TEJIEKOMMYHHKAIINOHHOI ceTu "'UHTepHeT"

1 |Hayunas snexrponHas 6bnbnmnoreka «KubepJlennukay https://cyberleninka.ru/

52 | 9BC GHAHUYM» https://znanium.ru

33 |9bC JIAHDY https://e.lanbook.com

4 | 9BC «SOCHUM» https://sochum.ru

4.3. IlepeyeHb NPOrpaMMHOIr0 odecrnedeHust

JlunieH3MOHHOE HW  CBOOOMHO  pacmpocTpaHseMoe  MpOorpaMMHOE  oOecreyeHWe, B TOM  YHCIC
OTEYeCTBEHHOTO MPOM3BOICTBA!
- Libre Office (nuuen3us Mozilla Public License v2.0.)
- 7-Zip (munen3us GNU Lesser General Public License)
- AIMP (munensus LGPL v.2.1)
- STDU Viewer (freeware for private non-commercial or educational use)
- GIMP (;muniensus GNU General Public License)
- Inkscape (ymmensus GNU General Public License).

4.4. Ilpodeccuonanbhbie 0a3bl JAHHBIX 1 HHGOPMAIIMOHHBIE CIIPABOYHbIE CUCTEMbI

He ucnons3yrorcs

4.5. MaTepuajibHO-TeXHHYeCKoe ofecneyeHne TUCUUILUINHBI

s mpoBeneHus yueOHBIX 3aHATHH, IPETyCMOTPEHHBIX 00pa30BaTEIbHON MTPOrpaMMOH, 3aKpeTICHbI
ayJIUTOPHUH COIJIACHO PACIMCAHUIO YUEOHbIX 3aHATHUIH:
pabouee MecTo mpernogaBartess, HOCaI0YHbIE MECTa M0 KOIMYECTBY 00yJaroIXcs, JO0CKa MEJIOBasi, TePCOHAIbHBIH
KOMIBIOTEP € IMLEH3UPOBAHHBIM [TPOTPaMMHBIM 0OecrieYeHnEM 0OLIeT0 Ha3HAYCHUSI, MyJIbTUMEIUHHBIA IPOEKTOP,
9KpaH, MHTEPAKTUBHAS [1aHEb.

PA3AEJL 5. POHA ONEHOYHBIX CPEJACTB




5.1. KoHTpoJibHbIE BONIPOCHI M 3aaHUs

BOITPOCBI K 3K3AMEHY I10 PA3JIEJIAM (TEMAM) JUCHUITJIMHBI (MO YJIA)

1. Cdopmynupyiite monstie nHpopmanroHnoi 6ezonacHoctu UC.

2. OOBACHUTE MOHATHS IETOCTHOCTH, KOHPUISHITMAIBHOCTHA W JOCTYITHOCTH WH(OPMAITHH.

3. OO0bacHNTE MOHATHS HASHTU(UKAINHN, ayTEHTU(PUKAINN 1 aBTOPHU3AINH TToNIb30oBaTels. Kak oHu
B3aMMOCBSI3aHbI?

4. YKaxuTe OTIUYMS CAHKIMOHHUPOBAHHOTO JIOCTYTA OT HECAHKIIMOHUPOBAHHOTO JIOCTYIa K HH(pOpMAaInu.
5. ChopmynmupyiiTe onpeaeieHIe MOJTUTHKA 0e301TaCHOCTH.

6. ChopmynupyiiTe 0COOEHHOCTH U30MPATEIILHOM U TTOTHOMOYHOMN MOJUTHKA 0€30MaCHOCTH.

7. OO0BscHuTe OHATHE «yTrpo3a Ge3onacHoctd UC».

8. VYxkaxxuTe OCHOBHBIE MTPU3HAKN KIacCH(PHUKAITMN BO3MOXKHBIX yrpo3 Oe3omacHoctr HC.

9. KaxoBbl ocHOBHBIE BUBI yrpo3 6e3omacHocTr MC 110 11e1w 1 CTereHu BO3ACHCTBISA?

10. JlaiiTe KpaTKyt0 XapaKTepUCTUKY yrpo3 0€30MacHOCTH, 0003HAYaeMbIX TCPMUHAMH: «TPOSIHCKHI KOHBY,
11. «BUPYC», KUEPBH»?

12. [lepeuncaure n qaiiTe KpaTKyl0 XapaKTEpPUCTUKY OCHOBHBIX METO/OB PEaH3alfH yTrpo3
MHQOPMAIIMOHHON 0€30ITaCHOCTH.

13. OOBACHUTE CYTh KOMILIEKCHOTO TMOMIX0Aa K o0ecrnedeHuto napopmarmonHoii 6e3onacuoctu MC.

14. OOBSICHUTE TIOHATHE TIOJTUTHKA 0€30MTaCHOCTH OPTaHU3AIAN.

15. Kaxwue pa3mensl 1oiwkHa coepKaTh JOKyMEHTAIBHO O0(OpMIICHHAS TTOJIUTUKA O€301MacHOCTH?

16. Kakue npoGnemsl peraet BEpXHUH yPOBEHb MOJUTHKN 0€30HacHOCTH?

17. Kakue 3amaun perraet cpejHuiA yPOBEHb MOJUTHKA 0€30MacHOCTH?

18. KakoBbI 0COOCHHOCTH HIKHETO YPOBHSI TIOTUTHKH 0€30MacHOCTH?

19. ChopmynupyiiTe 0053aHHOCTH PYKOBOJIUTENICH MOAPA3ICICHNUN, aIMUHUCTPATOPOB U TIOJIB30BATEICH MPU
peanu3anuy MOIUTUKH O0€30ITacCHOCTH.

20. OnummTe CTPYKTYPY TOTUTHKH 0€30MIaCHOCTH OPTaHU3aIlHH.

21. Yro mpencTaBisIOT COO0H crieuaTu3npOBaHHbBIE TOJTUTUKA 0€301acHOCTH?

22. [TpuBeauTE HECKONBKO MPUMEPOB CHEUATM3UPOBAHHBIX MONMUTHK 0€30IIaCHOCTH C ONMMCAHUEM UX
0COOEHHOCTEH.

23. UTo mpeACTaBISIIOT COOOH MPOIIeayphl O€30macHOCTH?

24. [TpuBeuTE HECKONBKO MPUMEPOB MPOIEeLyp 0€30MaCHOCTH C ONHCAHMNEM UX 0COOEHHOCTEH.

25. CdopmynupyiiTe OCHOBHBIE 3TAIBl Pa3pa0OTKH MOJMTUKA O€30MACHOCTH OpPTraHU3aIlHH.

26. Uro Takoe kpurnrorpadus?

27. Jalite onpeeneHus ciue yomuX TOHATHH: KpUIITOrpaMMa, KPUITOAITOPUTM, KPUIITOCUCTEMA.

28. B ueM cocTOuT KOpeHHOE pa3uine CUMMETPUYHBIX U aCHMMETPHUYHBIX KPUITOCHCTEM?

29. Oxapakrepu3yiTe 4eThIpe OCHOBHBIX PEXKUMa pabOTHI OJIOYHOTO aJTOpPUTMA.

30. Pacckaxkute 0 crocodax KOMOMHUPOBAHUS OJIOYHBIX aJITOPUTMOB ISl TIOJyUEHUS aJITOPUTMOB C OoJiee
JUIMHHBIM KITI0YOM, CPaBHUTE UX MEXKIY COOOM.

31. KaxoBbl OCHOBHBIE XapaKTEPUCTUKN U PEXKUMBI pabOTHI OTEYECTBEHHOTO CTaHIapTa MH(PPOBAHUS TaHHBIX?
32. ChopMymupylTe KOHIIETITHIO KPUTITOCUCTEMBI C OTKPBITBIM KITFOYOM?

33. [aiite onpeneneHue oqHOHANpaBIeHHON QyHKUMH. [IpuBeanTe mpruMepbl OMHOHANPABICHHBIX (YHKINH.
34. KaxoBbl 0COOEHHOCTH OHOHANPABICHHBIX QYHKINN C «TIOTAHBIM X0I0M»?

35. Ha geM ocHOBBIBaeTCS HaACKHOCTEH KpUNITOITOpHUTMa THdpoBanus RSA?

36. Onuimre B€ OCHOBHBIC MPOIEAYPHI, OCYIICCTBIAEMbIC CUCTEMON 3JICKTPOHHON ITU(PPOBOM MOITUCH TSI
MOATBEPKACHUS MOATUHHOCTH JIEKTPOHHOTO IOKYMEHTA.

37. Onumure 0TeYeCTBEeHHBIN CTaHAAPT MUGPOBON MTOAMUCH, YKAKUTE €ro MPEUMYIIECTBa 10 CPABHEHHIO C
anroputMoM udposoii moanucu DSA.

38. KakoBo Ha3HaueHHE X3MI-PYHKINH U KAKUM TPeOOBaHUIM JOJDKHA yIOBIETBOPATH KAUeCTBEHHAS XOIII-
hysaxma?

39. Kaxum 06pa3zoM KoMOMHUPOBAHHBIN METO/ MIH(PPOBAHUSA ITO3BOJISET COYETATh JOCTOMHCTBA
ACHMMETPUYHBIX H CHMMETPUYHBIX KpunTocucteM? ONUIINTE MPOTOKOJ peaTn3alui KOMOMHUPOBAHHOTO METO A
muQpoBaHUS.

40. Ormumute padory anropurma Juddu - Xommmana. Ykakure JOCTOMHCTBA 3TOTO aITOPUTMA.

41. KakoBo HazHaueHne HHQPACTPYKTYpbl OTKPBITHIX Kitouel PKI? Onumure GpyHKIHOHUpOBaHUE
uHdpactpykrypst PKI.

42. Jaiite onpeeneHns MOHITHN: WACHTH(DHUKAINS, ayTEHTHU(PUKALINS, aBTOPU3AIHS, aIMUHICTPHUPOBAHHE.
YUTo MOHUMAIOT O] perIeHneM 3a1ad AAA?

43. Kakue 3amaun pemaet nojacucreMa ynpasieHus uaeHtudukanuei u gocrymom IAM (Identity and Access
Management)?

44. Ha xaxve xateroput MOKHO pa3ieluTh MPOLECCH ayTeHTU(UKAIIMA B 3aBUCHMOCTH OT CYIIIHOCTEH,




MIPEIBABISEMBIX ITOJIB30BATEIIEM JIJIS TIOATBEPKICHIS CBOCH IMOITMHHOCTH?

45. [MepeuncnuTe OCHOBHBIEC aTaKu HA MPOTOKOJBI ayTeHTH(UKAIIHH.

46. Onuimmre MeTo ayTeHTU(HUKALMHA Ha OCHOBE MHOTOPa30BbIX NapoJsei. KakoBbl HeJOCTaTKH 3TOro MeToaa?
47. Onummre MeTo ayTeHTU(HUKALIMY Ha OCHOBE OJHOPA30BBIX IMapoieil. KakoBel ero JocToMHCTBA U
HEJ0CTaTKU?

48. Copmynupyiite mpuHIm cTporoit ayreHTuGuKanuu. ONUIINTE THITBI TPOLETYP CTPOTOH
ayTeHTH(UKALUH.

49. O6mpsacaute HazHaueHue PIN-koga 1 0coO€HHOCTH €ro HCIOIb30BaHMUS.

50. OO0®wsicauTe PUHIUN paboThl AByX(akTopHOl ayTeHTHHKaMK. Kakiue BHEIIHIE HOCUTETH HHPOPMAIHN

HCTIONB3YIOTCS IS ABYX(AKTOPHOW ayTeHTHU(PHUKALINU TOIb30BaTeneii? KakoBbl JOCTOMHCTBA 3TOr0 METO/1a
ayTeHTU(PUKAITIH?

51. Onwummre GyHKIMOHAILHOCTh U XapaKTepUCTUKH cMapT-kapT U USB-TokeHOB.

52. Onuimre MeToIbl OMOMETPUYECKON ayTeHTH(UKaKU nonb3oBaress. UTo o3Ha4atoT KodQPuIueHT
OIMOOYHBIX OTKa30B U KOA(PPHUIMEHT OMMOOYHBIX MTOATBEPKICSHUN?

53. [osicHnTe TPUHIUT yIpaBIeHHs TOCTYTIOM TI0 CXeMe OJJHOKPAaTHOTO BXoja C aBTopu3amueit Single Sign-
On.

54. VYkaxure 0cOOEHHOCTH MOCTPOCHUS U (YHKIIMOHUPOBAHHUS CHCTEMBI PACTIPEAEICHHOTO 3JIEKTPOHHOTO
JIOKYMEHTO000pOTA.

55. HazoBuTte yrpo3sl nHpopmanmoHHoi 6e3omacHoctu it COJl u oxapakrepusyldTe UCTOYHUKA 3THX YIPO3.
56. Kakue QpyHKIMU JOMKHBI OBITH peann30BaHbl CPeJICTBAMU 3alIUTHl nHpopMarun COJ?

57. CdopmynupyiiTe 0OCHOBOMOIATAIONINE TTPUHITUITEI TOCTpoeHust coBpeMeHHbIX KN C.

58. Oxapaxrepusyiite dyeTsipe ypoBHs yrpasienus KUC.

59. VYkaxure He0OXOIUMBIE YCIOBUS 00ecTIieYeHU CAHKIMOHUPOBAHHOTO I0CTYMa K HH()OpMAIIMOHHBIM
pecypcam mpeIupusiTHs.

60. Kaxwe BaxkabIie crucTeMHBIC GYHKIMA MOKeT BBITTONHATE KVIC mpy peanm3anuu B Hel MpUHITATIA
HEHTPAIU30BaHHOTO YIIPaBIeHUs?

61. OOBsicHUTE 3HAYCHNE YIPABICHUS PUCKAMH NPEANPHUITUS VI CO3AaHUsS CUCTeMBI 3()()EKTUBHON 3aLIUTHI
nHGOPMAIK Ha 3TOM IIPEIIPUSITHH.

62. Kakue TpeboBaHust HEOOXOAUMO YUUTHIBATh PH pa3zpadboTke apxutekrypsl KC3U?

63. [lepeuncnute MepsI U CPeACTBA 3ALIUTHI, TPUMEHIEMbIE IIPH MTOCTPOCHUN KOMITJIEKCHOW CHCTEMBI 3aIUThI
nHpopmarn KHC.

64. YKaxuTe OCHOBHBIE MTOICHCTEMBI HH(OPMAITMOHHON 6€30macHOCTH, BXosamue B coctaB KC3H.

65. Onwuimmte 0COOCHHOCTH MOACUCTEMBI 3aIIUTH HHPOPMAIMK OT HECAHKIIMOHUPOBAHHOIO JIOCTYTIA.

66. Onuumre Ha3HAYEHUE U OCOOCHHOCTH MOACUCTEMbI KOHTPOJIS 3P PEKTUBHOCTH 3aLUTHl HH)OPMALIUH.
67. Onumnre Ha3HaYEHUE U 0COOEHHOCTHU IOACUCTEMbI MOHUTOPUHTA U yrpasieHus: nHiuaeHTamu Ub.

68. Onumyte Ha3HAYCHUE U 0COOEHHOCTH TIOACUCTEMBI 00eCTICUeHUS HEPEPHIBHOCTH (DYHKIIMOHUPOBAHHS
CPEJZICTB 3allUTHI.

69. Uro Takoe BpemoHOocHas nporpamma’? Oxapakrepu3yinTe OCHOBHBIE THIIBI BPEJIOHOCHBIX MPOTPaMM.

70. YKaXnuTe CyIeCTBEHHBIE OTIIMYHUS KOMIIBIOTEPHBIX BHPYCOB OT CETEBBIX «UepBeit». ONUIINTE OCHOBHBIE
0COOEHHOCTH «TPOSTHCKHX» POrPaMM.

71. Onuumre 1Ba OCHOBHBIX MOJX0/1a K OOHAPY)KEHUIO BPEJOHOCHBIX IPOrPaMM.

72. Kax BemomHsieTcs cuTHATYpHBIA aHann3? KakoBEI €To TOCTOMHCTBA U HEIOCTATKH?

73. Yro mpencTaBisOT cCOO0M MPOAKTUBHBIE METOABI OOHAPYKEHHS?

74. Onuimre NpUHUXN I€HCTBHS, JOCTOMHCTBA M HEJJOCTATKH 3BPUCTHUECKUX aHAJIU3aTOPOB.

75. Onuumre NpUHUMT I€HCTBHSA, JOCTOMHCTBA ¥ HEJJOCTATKH ITOBEIEHYECKUX OJIOKMPATOPOB.

76. HazoBute 1 onuimre qOMOTHUTENIBHBIE MOLYIH AHTUBUPYCHBIX CPEJICTB.

77. KakoBbI 1OMOMTHUTEIBHBIE MEPHI U CPEACTBA 3aLIUTHI OT BPEIOHOCHBIX ITPOTPaMM, PaCILIUPSIOIINE
BO3MOKHOCTH aHTUBUPYCHBIX IIPOrpaMm?

78. OnumuTe Mephl U CPEICTBA 3AIIUTHI OT cllamMa (HeXKenaTeIbHON KOPPECTIOHICHIINH ).

79. KakoBbl 0COOCHHOCTH peanu3aliy NOACUCTEMBI 3alIUTHl KOPIIOpaTUBHOW MH(OpMaKU OT BPEJOHOCHBIX
porpamM U BUPYCOB?

80. ChopMymupyliTe MOHATHS: 0OHAPYKCHHIE BTOPKCHHH U IMPEIOTBPAIIICHIE BTOPKCHUH.

81. VYkaxuTe yeTsIpe MmpusHaka cucteMsl IPS, otnnyaromue ee ot cucrems! IDS.

82. Haiite onpenenenus nmonstuii: cereBas cucrema NIPS (network-based IPS) u xocroBas cucrema HIPS
(host- based IPS).

83. ChopmynupyiiTe Ha3HaAUECHUE ¥ OCOOCHHOCTH MPUMEHEHHS CIICIIHATU3UPOBAHHBIX CPECTB - CKAHEPOB
ysa3BuMocTH (vulnerability assessment).

84. Kaxue Metonb! aHanm3a coOBITHI MCTIONB3YIOTCS B IMPOIIECCE BBISBICHUS BTOPIKEHUI?

85. B dem cyTh MeTOna 00HAPYKEHUS aHOMAIHHOTO TIOBEICHIS?

86. B yem cyTh MeTOa OOHApPY)KEHUS 3710YNOTPEOICHNI?




87. OrnumuTe GYyHKIHOHATBHOCTE CPEICTB MPEIOTBPAIICHUS BTOPKEHUH CHCTEMHOTO (XOCTOBOTO) YPOBHSI
88. HIPS (Host-based IPS).

89. Onummre GyHKIMOHAIBHOCTH CPENICTB MPEAOTBPAIeHUs! BTOp>KeHUH ceTeBoro ypoBHs NIPS (network-
based IPS).

90. ChopmynupyiiTe MOAXOI K 3alUTE OT PacHpeIeICHHBIX aTaK THIA «0TKa3 B o0CyxuBaHum» DDoS
(Distributed Denial of Service).

91. Kakumu cBoiicTBamMu 1 GYHKUMSMH AOJKHA 00J1afnaTh coBpeMenHast [PS mis ycnemHoro ooHapyskeHus 1
IIPEIOTBPALIECHNS BTOPKESHUH?

92. Onummre CTPYKTYpY U QYHKIIMOHUPOBAHKUE MOJCUCTEMBI MpeoTBpaiieHus BropxeHuii B KHC.

93. Uro Takoe BupTyanbHbie 3anumieHHbie cetd VPN (Virtual Private Network)?

94. ChopmynupyiiTe KOHIIETIHIO TOCTPOSHUS BUPTYaIbHBIX 3aIUIICHHbBIX ceTeit VPN.

95. OOBACHUTE MOHATHS «BUPTYAIbHBINA 3alUIIEHHBIA TYHHEIb, «TYHHEIHUPOBAHUE» U «HMHKATICYJIISIIHSD.
96. Jatite pa3sBepHyThle onpeaeneHus Takux ycrpocts VPN, kak VPN-kinent, VPN-cepsep u VPN-nuiro3
Oe3ormacHOCTH.

97. [TosicHnTe 0COOEHHOCTH CTPYKTYPHI U (PYHKIIOHUPOBAHHS IBYX OCHOBHBIX CXEM BUPTYaJbHBIX
3aLUIIEHHBIX KaHAJIOB.

98. KakoBbl ()yHKUMM MHULIMATOPA TYHHEJS ¥ TEPMUHATOpA TyHHEs?

99. Kaxwe MeTomp! HCTIOIB3YIOT Tl oOecnieueHns O6e3omacHocT ceteid VPN?

100. Onwumure xiaccupukanuio cereid VPN mo pabouemy ypoBHIO MOJIEITH B3aUMOACHCTBUSI OTKPBITBIX CHCTEM
101. OSI (Open Systems Interconnection).

102. KaxoBbl 0OCHOBHBIE BapHaHThl apXUTEKTYphl ceTeid VPN? JlaliTe mosicHEHUE AJIs KaXKI0T0 U3 TPeX
OCHOBHBIX BApHAHTOB.

103. VYKaxuTe OCHOBHBIE BUJIBI TEXHUUECKOW peann3auuu VPN u naiite nosiCHEHUs 1S KaXA0ro U3 HUX.

104. Kaxue poccuiickue komnanuu BeimyckatoT VPN-IpoAyKTel B HacTosiiiee Bpemsi?

105. OrnummTe BO3MOXKHOCTH M OCHOBHBIC XapakTepucTuku cemeiictBa VPN-npoxykroB CSP VPN 3.0
poccuiickoit kommnanuu «C-Teppa Cudclluy.

106. HazoBuTe 3agauu cucteMsl ynpasiieHUs HHPopMauoHHo# Oe3omacHocThio KHC.

107. Kax ocymiecTBisieTcst yripaBieHHE YISTHBIME 3aIACSIMH M TIPaBaMH JIOCTYIIA K paO0OYUM CTaHITHSIM,
cepBepaM U JIPYTUM aKTUBHBIM ycTpoiictBam KMC?

108. B yem cyTh KoHUEenK rinodansHoOro yrpasieHus 6e3omacHocTbio GSM (Global Security Management)?
1009. OOBsCHUTE IOHATHUS «ITI00aIbHAS U JIOKAJIbHASI IONUTHKU 0€3011aCHOCTI.

110. Onumure GyHKIIMOHUPOBAHUE CUCTEMBI YIIpaBieHUs HHPOpPMaMOHHOM 6e30nmacHOCThi0 GSM.

111. Kak ocymiecTBisieTcs 3a1iTa pecypcoB B CHCTEMe yIpaBieHus HHpopManroHHol 6e3onacHocTbio GSM?
112. Kak ocymiecTBisieTcs ynpaBieHUe cpeIcTBaMU HHYOPMaMOHHON 0e30MacHOCTH MaciiTaba npeanpHusIThs
B cucteme GSM?

113. Onuimmre HeHTPATHU30BAaHHOE yIIpaBlieHHEe 0€30MacHOCThIO, PEali30BaHHOE B MIPOIYKTax 3acTaBa.

114. Onuimmre BO3MOXHOCTH cucTeMbl yrpasieHus Cisco Security Manager n mporpaMMHO-anmnapaTHOro
komIutekca yrpasienus Cisco MARS.

115. Kakune ¢pynxuun peanusytot npoaykrsl IBM Tivoli aiist obecriedenns nHGOPMAHOHHOW 0€30MacHOCTH
KHUC?

116. Hazosurte ocHoBHBIE TpoaykThl IBM Tivoli n omummTe uX BO3MOXKHOCTH.

117. Kaxue 3amaun pemraer cucrema ynpasieHus 0esonacuocteio IBM Proventia Management SiteProtector?
118. ChopmynupyiiTe TIaBHYIO 33/1a4y CTaHIAPTOB MHPOPMAIIMOHHON 0€30MaCHOCTH C MTO3UIIUN

MIPOU3BOJIUTENEH U moTpeduTeseil MpoyKToB NHGOPMAIIMOHHBIX TEXHOJIOTHH, a TAKKe CIEIHATUCTOB IO
cepTu(HUKAITUHN STHUX TIPOTYKTOB.

119. HazoBuTe OCHOBHBIC MEKIIyHAPOIHBIE CTaHAAPTHI HHPOPMAIIOHHONW 0€30MaCHOCTH.

120. JaiiTe KpaTKyl0 XapakTepUCTHKY MexayHapoaHoro crannapra ISO/IEC 17799:2000 (BS 7799-1:2000).
121. KaxoBbl 0CHOBHBIE 0OCOOEHHOCTH repmanckoro crangapra BSI «PykoBoacTBo mo 3amute
WH(QOPMAIIMOHHBIX TEXHOJIOTHH JJ1s1 6230BOT0 YPOBHS 3aIIUIIICHHOCTH?

122. Onummre copepkaHue U YKaXUTe 3HaUeHHEe MexkayHaponHoro ctanaapta [SO 15408 «O6mue kputepun
Oe3onacHOCTH HH(POPMALIMOHHBIX TEXHOIOTHH.

123. [Tepeuncnute cCTaHAAPTHI I OECIPOBOMHBIX CETEH 1 JalTe MX KPATKYIO XapaKTePUCTHUKY.

124. HazoBute cranmaptsl nHpopmannonHoi 6e3onacnocty st UaTepHeTa.

125. KakoBbl Ha3HaueHue u ocodeHHocTu ¢pyHkunonuposanus nporokona SET (Security Electronics
Transaction)?

126. KakoBbl Ha3HaueHUe U QYHKIMOHATIBHOCTH MPoTokojioB SSL (Secure Socket Layer) u [PSec? B uem atu
IIPOTOKOJIBI CYLIECTBEHHO Pa3INyatoTcs?

127. KaxoBpl Ha3HaueHNe 1 QYHKIMOHAIHLHOCTh HHPPACTPYKTYPHI YIIPABICHUS OTKPHITHIMHU KiTfouaMu PKI?
128. [Tepeuncnure poccUiickie cTaHIAPTH O€30IMACHOCTH WH()OPMAIIMOHHBIX TEXHOJIOTHH.

129. KakoBo naznauenue cranaapra [OCT P UCO/M3K 15408? HazoBute n oxapakrepusyiTe TpU OCHOBHBIE




YacCTH 3TOro CraHjaapTa.

TUITOBBIE TECTOBBIE 3AJAHMA

JJIA TEKYIIETI'O KOHTPOJIA

3AJAHUSA 3AKPBITOI'O TUITA

Pazznen 1. [Ipobaembl Ge30mMacHOCTH KOPIOPATUBHOM HHPOpManu. TeXHOIOIUHU 3alUTHl KOPIIOPATUBHBIX JAHHBIX

BBIBEPUTE OJIVH BEPHBIM OTBET / BRIBEPUTE HECKOJIBKO BEPHBIX OTBETOB*

3anmanue 1. 3ammra HHGOPMAIIHUH - 3TO

A. JeSTENIHOCTD T10 BO3BPATy IMOXUILEHHOH paHee MH(OpManyuu 1 BOCCTAHOBJICHHUE €€ LIeJIOCTHOCTH.
B. JesaTenbHOCTD 10 XpaHeHHUI0 HHPOPMAIIMK Ha OTKPBITOM HOCHUTEIE

C. [Mpouecc nepeaayn nHGOPMALIUH IO OTKPBITHIM KaHaJaM CBSI3H

D. JEeSITeNIbHOCTD 110 MPEAOTBPAILCHHUIO YTEUKU 3aIluInaeMoi HH(popManry, HeCAHKIMOHUPOBAHHBIX

HEeTMpeTHaMEPEHHBIX BO3IICHCTBUN Ha 3aIUIacMyt0 HHPOpMAITHIo

3amanue 2. OOBEKT 3alIUTEI - ITO

A. COOpY>XKEHHUE, KOTOPOE JOJKHO HAXOJUTCS O] 3aIIUTOM.

B. WHQOPMAIHS WIH HOCUTENh HHPOPMAIUH, WK HHOOPMAIMOHHBIN MPOLIECC, B OTHOIIEHUH KOTOPBIX
HEo0X0aMMO 00ecrieunBaTh 3alIUTy B COOTBETCTBUH C IIOCTABICHHON IIEIBIO 3aIUThI HHPOPMAIHIH.

C. Kaxoe-mibo noBepeHHOE U0 UMEIoIIee JOCTYI K BaKHON WH(OPMAIIHH.

D. YueTHas 3aIuch M0JIB30BATEIIS HA NIPEIPUSITUH.

3ananue 3. AnmapaTHbIE CpPEeACTBa 3TO -
KOMIIBIOTEPBI U UX COCTABHBIE YaCTH.

00CTyKHBAIOIINII TEPCOHAI U MOJIb30BATEIH.

CyOBeKT, B IOJTHOM 00beME peau3yIONi OJIHOMOYHS BIAJACHUS,
TEXHUYECKOE, IPOrPaMMHOE CPEJICTBO, BELIECTBO M/UIIM MaTepHall,
npeHa3HaYeHHBIC HIITM UCTIONIb3yeMBbIe JUIS 3aIlUThl HH(pOopMaIHu.

moOw>

3ananue 4. nporpaMMHOE 00€CTIeUeHHE - 3TO

A. NpUOOpETEHHBIE TPOrPaMMBbI, HCXOJIHBIE, OOBEKTHBIC, 3aTPY30YHbIC MOAYJIH ONEPAIUOHHBIE CUCTEMbI U
CHCTEMHBIE TIPOIPAMMBI

B. [lepconan o0CITyKUBAIOIITNI KOMIIBIOTED

C. YeTpolcTBO TSI KOPPEKTHOM pabOThI KOMITHIOTEpa

D. MAaIllMHHbIC HOCUTENN WH(POPMAIH B BUE BHEIIHUX YCTPONUCTB KOMITBIOTEPHBIX CHCTEM

3aganue 5. JlaHHBIC - 3TO

A. 9TO CTaTyC, MPEIOCTABICHHBIN U OMPeAe IO TpeOyeMyTo CTEIEHb UX 3aIlUTHI

B. XPaHUMBbIE BPEMEHHO ¥ MMOCTOSHHO, HA MATHUTHBIX HOCUTEJISAX, TICUATHBIC, ADXUBBI, CHCTEMHBIC KYPHAITBI
U T.JI.

C. MMOHMMAIOT aKTHBHBIE KOMIIOHEHTBI CUCTEMBI, KOTOPhIE MOTYT CTaTh MPUYMHON MOTOKa WH(POPMAIUU OT
00BEKTa K CYOBEKTY WIJIM U3MEHEHHUS COCTOSIHUS CUCTEMBI

D. JIOCTYIMHOCTH U IEIOCTHOCTH HH()OPMAIMOHHBIX KOMITOHEHTOB U PECYPCOB CHCTEMBI

3ananue 6. [IpuunHamu ciydaiiHbIX Bo3zaeiicTBuid mpu akciuryaTauun UC moryT ObITh:

A. aBapHifHbIC CUTYaIlUU M3-32 CTUXUIHBIX OCJICTBUN M OTKIIOYCHHIA 3ICKTPOITUTAHHS,

B. OTKa3bl ¥ COOM ammaparypsl;

C. omuOKy B paboTe 00CTyKHUBAIOIIETO MIEPCOHAA U M0JIb30BaTEe/ICH;

D. YIpO3bl C UCTIOIB30BAaHUEM CTAaHAAPTHOTO MyTH focTyna K pecypcam UC, HanmpuMep HE3aKOHHOE

NOJTyYeHHUE Mapoieil U APYrUX PEKBU3UTOB Pa3srpaHUUYCHHsS JOCTYIIA C ITOCIEIyoLIeil MaCKUPOBKOIl 1o
3apEeruCTPUPOBAHHOTO [10JIb30BATENS]

3a,Z[aHI/I€ 7. 'mnoTeTHyecKas MOZCIIb MOTCHIHUAJIBHOI'O HAPYIIUTCIIA

A. KBaTH(PHUKAIUS HAPYIIUTENS MOXKET ObITh Ha YPOBHE pa3pa0dO0TUYHKa JaHHOW CHCTEMBI;
B. HapylIHTeIb BEIOEpeT Haubomee ci1adoe 3BEHO B 3aIHTE.

C. OIKOKA B IPOrPaMMHOM 00€CIICUCHUH

D. MOMEXH B JIMHUAX CBS3U U3-3a BO3ACHCTBUI BHEIIHEH Cpeabl

3aganue 8. J{ns 3aIMTBI OT BPEIOHOCHBIX MPOrpaMM HEOOXOAMMO MPUMEHEHHE Psifia Mep:




A. HCKITIOYNTHh HECAHKIIMOHUPOBAHHBIN JOCTYT K UCITONHIAEMBIM (haiiiiam;

B. CpeACTBa 3aIUTEL OT BPEIOHOCHBIX IIPOrpamMM

C. ¢dusnueckas 3ammrTa

D. CO3/1aTh 3aMKHYTYIO CpEIy UCIIOIHEHHS IPOrpamMM.

3aganue 9. K KoMIUIeKCy OpraHM3alliOHHBIX MEpP OTHOCSTCS CIIeAYIOIIIEe Mepbl 0€30MacHOCTH:
A. IUTAHUPOBAaHUE BOCCTAHOBUTEIBHBIX PA0OT.

B. yIIpaBJIEHUE TIEPCOHAIIOM;

C. MEXaHU3MBI HACHTU(OUKALMHT 1 ayTeHTH()UKAINY;

D. CpeaCTBa KpUNTOrpadHH.

3anmanue 10 @apMuHT - 3TO

A. Bun MomenHnuecTBa, CTaBAMIMN LEIbI0 MOJYUYUTh IEPCOHATBHBIE JaHHBIE MTOJIB30BATENEH.

B. JloOBbIBaHME KPUTITOBAIOTHI

C. SIBIIIETCSI OTHOCUTENIHO HOBBIM BHJIOM HWHTEPHET-MOIIEHHUYECTBA, IIeJIb KOTOPOTO TOIYYHTh
UICHTU(HUKAIIMOHHBIE JJAHHBIC TIOJIH30BATENCH.

D. MOXET CO3/[aBaTh yrpo3y AOCTYIHOCTH MH(popManuu, OJIOKUPYS TOYTOBBIE CEPBEPHI, TNOO HCIIOIB30BATHCS

JUTSL pACIPOCTPAHEHHS BPEIOHOCHOTO MMPOrPaMMHOT0 00eCIeUeHUSI.

*(OTBET — BCE OTBETHI BEPHBI — OBITh HE MOXET)

5.2. TeMbl NUCBMEHHBIX PadoOT

TEMbI PEOEPATOB, JIOKJIAAOB JIUIS ITPOBEPKW YPOBHS COOPMHUPOBAHHOCTU KOMIIETEHLIMN

OCHOBHBIE TOHATHS U aHAIA3 YTPO3 HH(POPMaITMOHHOW 0€30IMacHOCTH.
[omuTtnku 6€30macHOCTH.

Kpunrorpadpuueckas 3ammra nHGpopMauu.

Wnentuduxarus, ayTeHTUPUKALNSA U YIIPABICHUE JOCTYIIOM.

3ammTa MeKTPOHHOTO JOKyMEHTO000pOoTA.

[TpuHIKIIBI KOMITICKCHOH 3amuThl uHpopMmarmu KHC.

3ammra OT BpeJOHOCHBIX IPOrPaMM.

OO0HapyXeHHe U MPpeI0TBpaIleHIe BTOPKEHUH.

Me:xceTeBoe IKpaHUPOBAHHE.

Bupryanbasie 3amunieHusie cetn VPN,

YnpaeneHue cpepcTBaMu obecrieueHns nH(HOPMAIIMOHHON 0€301MacHOCTH.
CrangapTs! HHGOPMAIIMOHHON 0€301MacHOCTH.
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5.3. ®oHJ OLIEHOYHBIX CPEICTB

®DoH/T OIIEHOYHBIX MaTEPHUAJIOB MO JUCIHILINHE Mpe/cTaBieH B KoMIIIEKTe OleHOYHBIX MaTepHUaIoB
00pazoBaTeaLHON MporpamMMBbl HanpasiaeHus noarotoBku 09.04.03 Ilpukmagaas nabopMaTuka (MPoPuIh
«KopnoparuBHbie HHPOPMAIIHOHHBIE CUCTEMBI).

5.4. IlepeyeHb BU/I0OB OLIEHOYHBIX CPEACTB

WnnuBuayansHble 3aJaHHS

YCTHBIN onpoc 1o u3ydaeMoi TeMe (POBOJUTCS Ha MPAKTUYECKUX 3aHSITHSX)

KonTpons 3HaHwMif pa3nena yaeOHON AUCIUTUTHHEI (TUCHMEHHBIN OIPOC)

Pedepar (camocrositensHas paboTa)

Hoknmax ¢ mpe3eHTanued 3aYMTHIBAIOTCS HA MNPAKTHYECKUX 3aHATHAX O0BEeMOM He Ooinee 5-U  MHUHYT
(camocTosiTenbpHas paboTa)

TecroBble 3anaHus

Hayunas cocraBnstonias

PA3JIEJI 6. CPEJICTBA AJIATITALIAM ITPEIIOIABAHUS TUCLUIIIUHBI K
MOTPEBHOCTSIM JIUL] C OTPAHUMYEHHBIMHA BO3MOYKHOCTSIMU 3/10POBbSI

B cnyuae HeoOXxoauMocTH, 00ydalOMMMCS U3 YHCIA JIML C OTPAaHUYCHHBIMUA BO3MOYKHOCTSIMHU 3I0POBBS (IO
3asBJICHHI0 OOY4YalOIIEerocsi) MOTYT HpeiaraTbCs OOHM M3 CICAYIOIIMX BapUaHTOB BOCHPHUATUS HH(popManuu c
YY€TOM WX WHIANBUAYATBHBIX MCUXO(QU3NIECKUX OCOOEHHOCTEH:

1) c mpuMeHeHNEM NEKTPOHHOTO 00YyUEHHsSI U AUCTAHIUOHHBIX TEXHOJIOTUH.

2) ¢ IpUMEHEHNEM CHEIMaIbHOrO 000pPYAOBaHUS (TEXHUKH) U HMPOrPAaMMHOr0 00eCIeYEeHHUs, UMEIOIUXCS B




®I'BOY BO "IJOHAYUI'C".

B mnpomecce oOyueHHs NpH HEOOXOAMMOCTH JUIS JIMII C HAPYHICHUSIMH 3pCHHUs, ClIyXa M OIOPHO-
JIBUTATEIILHOTO ariapara MpeIoCTaBIsIOTCS CISAYIONINE YCIOBUS:

- JUTSL U] C HapyHICHUSAMH 3pEeHUs: y4eOHO-METOIUYEeCKne MaTepuaibl B IMeYaTHOH (opMe YBEITMYECHHBIM
mpupToM; B (popMe OSJICKTPOHHOrO JOKyMeHTa, B ¢opme aymuodaiiaa (mepeBoj y4eOHBIX MaTEpHAIOB B
ayaunodopMaT); MHIAUBHIYAIbHBIC 3a1aHUS U KOHCYJIbTALUH.

- IS JIAI ¢ HApYmIEHWSMHU ClyXa: ydeOHO-MeTOAMYEeCKHe Marepuanbl B medaTHod ¢opme; B (opme
JJIEKTPOHHOTO JTOKYyMEHTa; BHIEOMATepHAIBl C CyOTHTpaMH; HHIWBUAyaJbHbIE KOHCYIBTAIlMM C TPHUBICUYECHUEM
CypaonepeBoAYrKa; MHAUBUAYAJIbHBIC 3aJaHUA U KOHCYJIbTAllUU.

- Ui JUIl C HapyUICHHSMH OIOPHO-IIBUTATENLHOTO anmapaTra: ydeOHO-METOAMYECKHEe MaTepuanbl B
neyaTHoi Qopme; B (opMe SIEeKTpOHHOTO JOKyMeHTa; B ¢opme aymuodaiina, WHAWBHIyadbHBIE 3aJaHUsl U
KOHCYJIbTalluH.

PA3JIEJ 7. METOJUYECKHUE YKA3AHUSI 151 OBYYAIOLIUXCSI 10 YCBOEHUIO
JUCLUILINHBI

AynuTOpHBIC 3aHATHS 110 TUCITUIUIHHE "3ammuTa HHOOPMAINH B KOPIIOPATUBHBIX HHPOPMAITHOHHBIX cHCTeMax"
MIPOBOJIATCS B POPME JICKIIMOHHBIX U MIPAKTUYCCKUX 3aHSATUH.

Ha neknnoHHBIX 3aHATHSIX, COTTIACHO Y4eOHOMY IUIaHy AUCIUIUIMHBI, 00yYaroIIUMCs TIPe IaracTcsl pacCMOTPETh
OCHOBHBIE TeMBI Kypca. CTyIeHTy peajiaraeTcsl y4acTBOBaTh B JUAJIOTE C MPETMoaBaTesieM, B X0/ie KOTOPOTO MOTYT
00CYXIIaTHCSI MOMEHTBI, aKTyaJIbHBIE JIJIS1 €r0 OYIyIIel MPaKTHIECKOM NesITeIFHOCTH; OH MOXKET BBICKA3aTh CBOE
MHEHHE TI0CJI€ COTIOCTABJICHUS PAa3HBIX (DAKTOB U pa3HOOOPa3HBIX TOUCK 3PCHUS HA HHX.

K guciry BaykHeHIIMX yMEHUA, SBISIOMIMXCS HEOTHEMIIEMOM YacThIO YCIIEITHOTO Y4eOHOTO MPOIecca, OTHOCHTCS
YMCHUE pa6OTaTI) C pas3siIMYHBIMU JIUTECPATYPHBIMHU HCTOYHUKAMU, COACPIKAHNE KOTOPHIX TaK UJIM MHAYC CBA3aHO C
U3y4aeMOU JUCLUIUIMHOM.

[ToxroroBky K J1r000i TeMe Kypca peKOMEHAYETCS HAYMHATD C U3y4YeHUS MPE3SHTAIIMOHHBIX MaTEPUAIOB MK
y4eOHOU TUTEPaTyphl, B KOTOPBIX TAETCS CHCTEMaTH3NPOBAaHHOE M3NIOKEHNE MaTepraia, pPa3bsICHAETCS CMBICI
Pa3HBIX TEPMHUHOB U COO0IIaeTCsS 00 M3MEHEHHSX B MOJX0/IaX K U3yYCHHIO TEX WIIM HHBIX MPOOJIEM JaHHOTO Kypca.
MeToudeckne yKa3aHUs 110 OpraHU3allyd CaMOCTOSATEILHON paOoThI

CamocTosTenpHas paboTa 1Mo IUCIUILINHE OPTaHU30BaHA B CIIETYFOIINX BHIAX:

W3YYHTh TEOPETUYECKUIT MaTepHrall 1o 3aJJaHHOU TeMe;

BEIOpaTh METO/IbI PEIICHHS TIOCTABICHHOM 33/1a4H;

BEITIOTHATH WHAWBHyabHbIE 33 aHUS;

MPOaHATN3UPOBATh MOTYICHHBIE PE3YIbTaTHI;

OTYHUTATBHCSA MEpe MPernoiaBaTesIeM 0 TEOPETHUECKONW 1 MPAaKTHUeCKOH 4acTH MHAWBUIYaIbHON paOboTHI.
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